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Abstract
Sentiment analysis is one of the most popular applications of supervised machine learning for natural language
processing. A common approach for obtaining a dataset to train sentiment analysis models is to extract user
posts and comments from social media and other online platforms. However, this content is subject to various
types of perturbations that go beyond the target of common preprocessing techniques and may impact the models’
performance. In this paper, a set of six popular corpora used in Arabic sentiment analysis research is analyzed to
identify common patterns of character-level perturbations. The samples of three selected corpora were then used
to test the performance of the online sentiment analysis services offered by three public cloud providers. This test
is done using a clean version of each dataset and four other versions, each perturbed using a different technique.
Empirical results indicate that no single sentiment analysis service is superior to others in all cases, and all three
services are vulnerable to low-level adversarial attacks which may cause up to a 51% relative drop in macro average
F1 score, while maintaining readability.
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1. Introduction

Since the emergence of social media platforms,
the amount of user-generated content on the web
has been increasing dramatically. This content in
the form of text, images, audio, video, and user in-
teractions provides a great source of insights for
businesses and decision makers, allowing them
to better understand their audiences and make in-
formed decisions. However, with the huge amount
of data generated every second, it’s not feasible
anymore to monitor and analyze this content man-
ually, which makes the use of automated Machine
Learning (ML) and data mining techniques a ne-
cessity. These techniques can be utilized in many
areas. One such area is sentiment analysis of tex-
tual content. Sentiment Analysis (SA) is the use of
Natural Language Processing (NLP) techniques to
analyze sentiments in a given input text, and clas-
sify the text as either positive, negative, or neutral.
Applications of sentiment analysis include, for ex-
ample, aggregating user feedback on new prod-
ucts or services, polling public opinions toward a
specific subject, predicting stock prices, or fore-
casting election outcomes (Medhat et al., 2014).

Currently, the state of the art in sentiment analy-
sis uses ML by training a model on a large dataset
containing examples of all possible classes (Jim
et al., 2024). The better the quality of training data,
the better the performance of the trained model on
unseen examples. Researchers working on senti-
ment analysis are concerned with the choice of pre-
processing steps applied to input data, which often
involves cleansing and normalization to improve
the model’s performance. For Arabic, this might

include, for example, removing punctuation marks,
diacritics, and stop words, stemming words, or nor-
malizing each letter to a single form.

However, as sentiment analysis is often applied
to textual content obtained from social media plat-
forms and online stores, inputs might be subject
to varying levels of perturbation, as in Figure 1,
that alter the text in ways that go beyond the tar-
get of simple normalization techniques, resulting
in degraded performance of NLP and text mining
algorithms including sentiment analysis. Such per-
turbations require a more advanced level of prepro-
cessing to mitigate their effects which is often ne-
glected in many production ML systems. Further-
more, since research on Arabic sentiment anal-
ysis utilizes sample datasets collected from the
same sources, these samples are also subject to
the same perturbations, and, depending on the
dataset size, they might affect the model’s perfor-
mance on the test sample.

These perturbations could be intentional to
evade content moderation, work around charac-
ter limits of some platforms such as X (formerly
Twitter), or just create an artistic style, but they
could also be accidental. They could be percepti-
ble to humans, such as spelling mistakes, omitted
spaces between words, redundant diacritics, or
words obfuscated with punctuation symbols. Yet,
they could also be imperceptible, such as invisible
control characters or characters replaced with oth-
ers that have similar shapes (homoglyphs).

Text perturbations intended to degrade the per-
formance of NLP models are a form of adversar-
ial attacks against ML systems, which are a major
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مي ل ي دوج  ي د    وطعامه ج  هوة   لد  اق   وق  المد  عه    رائ 
من   ي ت ن   ق  ز  ت  ـ ب  ه على لهن   هاض   الإ ج  ب  ب واع من   ب وع ا  مكت ن   ا  ة   ي   المزا 
داي   مگ  مساء ل ہب  مي  ي وح وطري ق   ہج  ي ات   مف  من  ق   وا  ي حف   ي 
ي دي ن   من   80% من   اكث ر رار المؤ  لة   من   للق  صث  ى ف  ج   وال  الحمق   سُد  َّ

Figure 1: Examples of perturbations in SA corpora.

concern for ML security specialists and an active
research area (Zhou et al., 2022). Several recent
studies investigated adversarial attacks on com-
puter vision and NLP models (Ren et al., 2020; Xu
et al., 2020; Goyal et al., 2023; Costa et al., 2024).
However, most adversarial NLP research has fo-
cused on English and Latin script languages, while
relatively few studies were concerned with Arabic.
Nevertheless, the differences between Arabic and
Latin script languages make some techniques that
are intended for English inapplicable to Arabic and
vise versa.

The goal of this research is to investigate the
effects of adversarial text perturbations applied
at the low (character) level on the performance
of SA models. Instead of testing open-source
NLP models which are open to retraining, finetun-
ing, and customization, the focus of this work is
on production-ready SA services offered by major
cloud service providers as part of their Artificial In-
telligence (AI) services catalog. These services
are often offered as a black box with little or no
customizability. However, they provide software
developers with easy to access Application Pro-
gramming Interfaces (APIs) backed by pretrained
ML models to utilize in their software applications
without having to build or maintain such models by
themselves. A client application sends a secure re-
quest over the Internet to an API endpoint with one
or more attached documents, and the service pro-
cesses the request and replies with the predicted
sentiment of each document. Some services also
can predict the sentiment of each sentence in the
document, and link sentiments to named entities
in the text.

To achieve this goal, a set of corpora commonly
used in Arabic SA research is first analyzed to iden-
tify common patterns of low-level text perturbations
that might affect NLP models performance. Then
a subset of these corpora is sampled and used for
evaluating the performance of Arabic SA services
on three popular cloud platforms. This evaluation
is done once on the clean datasets, and once on
four versions of the datasets with different types of
perturbations.

This paper makes the following contributions:

1. A list of identified low-level text perturbations
found in a sample of Arabic SA corpora.

2. A comparison of Arabic sentiment analy-
sis services offered by three popular cloud
providers: Amazon Web Services, Microsoft
Azure, and Google Cloud Platform, on three
different sample corpora covering dialectical
and modern standard Arabic.

3. An evaluation of the selected services on dif-
ferent versions of the test samples perturbed
using four techniques of low-level adversarial
attacks.

This research uses publicly available datasets,
and all the code used for analysis and experimen-
tal evaluation is also available through the project’s
code repository.1 The remainder of this paper is
organized as follows. Section 2 provides a brief
review of related work. Section 3 describes the re-
search methodology, including the selected cloud
services, datasets, and experiment design. Sec-
tion 4 discusses the main research findings. Fi-
nally, Sections 5 highlights the research conclu-
sions.

2. Related Work

The following subsections provide a brief review of
the literature on related work under three main top-
ics: Arabic sentiment analysis, adversarial attacks
on NLP, and evaluation of cloud-based NLP ser-
vices, respectively.

2.1. Arabic Sentiment Analysis

Sentiment analysis is one of the most studied ap-
plications of NLP and text classification. Tradition-
ally, there have been three main approaches for
sentiment analysis: a lexicon-based approach, a
supervised ML approach, or a hybrid approach.
(Wankhade et al., 2022; Mao et al., 2024) However,
with the availability of large training datasets and
the recent advances in NLP, Deep Learning (DL),
and language models, using ML/DL models has
become the state-of-the-art in sentiment analysis
for many languages, including Arabic (Jim et al.,
2024). Research on Arabic SA has covered many
domains, such as movies, hotels, books, mobile
applications, vaccines, and political views. As the
number of publications on Arabic SA is relatively
large, covering them in detail is outside the scope
of this paper. However, several recent surveys
are available for reference (Oueslati et al., 2020;
Obiedat et al., 2021; Matrane et al., 2023).

1https://github.com/abdelrahman0101/
HiddenSentiments

https://github.com/abdelrahman0101/HiddenSentiments
https://github.com/abdelrahman0101/HiddenSentiments
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2.2. Adversarial Attacks on NLP Models
Adversarial attacks against ML models are pertur-
bations applied to the models’ inputs in order to
hinder their performance. (Xu et al., 2020) These
attacks are categorized based on knowledge of the
target system into white-box, where the attacker
has full knowledge of the model’s architecture and
access to internal system parameters, and black-
box, where they can only get the system’s output
in response to a given input (Ren et al., 2020). In
NLP, they can be further categorized according to
the level of perturbation as sentence, word, or char-
acter level. These perturbations introduce minor
insertions, deletions, or substitutions such that hu-
mans are able to perceive the original information,
while ML models fail to do so (Alshemali and Kalita,
2020; Qiu et al., 2022; Goyal et al., 2023). Such
attacks are known to cause performance degrada-
tion in sentiment analysis (Radman and Duwairi,
2025), machine translation (Zhang et al., 2021;
Sadrizadeh et al., 2023), offensive language detec-
tion (Cooper et al., 2023; Abdellaoui et al., 2024;
Berezin et al., 2025), plagiarism detection (Alvi
et al., 2017; Creo and Pudasaini, 2025), spam de-
tection (Alajmi et al., 2025), and other tasks (Xie
et al., 2022).

Studies on adversarial attacks on NLP models
were mostly focused on English and Latin script
languages, while a relatively small portion tar-
geted Arabic. For Latin script languages, exam-
ples of possible perturbations include intentional
typos (Gan et al., 2024), insertion of punctuations
(Formento et al., 2023), homo-glyph substitutions
(Eger et al., 2019; Cooper et al., 2023), and in-
sertion of invisible formatting characters (Boucher
et al., 2022). As for Arabic, examples include mis-
spellings that mimic the mistakes of non-native
speakers (Alshemali and Kalita, 2021), substitut-
ing dotted characters with their dotless counter-
parts (Al-Shaibani and Ahmad, 2023), insertion of
dots or spaces (Abdellaoui et al., 2024), or diacriti-
cal manipulations (Salman et al., 2024; Alshemali,
2025a). Some studies also covered word and sen-
tence level attacks (Alshalan and Rekabdar, 2023;
Salman et al., 2024; Alshemali, 2025b).

2.3. Evaluation of cloud-based NLP
services

Cloud-based AI services have been the target of
several recent studies aiming to compare and eval-
uate their performance on specific benchmarks.
Examples are content moderation services used
for filtering undesirable content (AlDahoul et al.,
2023; Zheng et al., 2024), and natural language
understanding (NLU) services used for building
chatbots and conversational agents (Braun et al.,
2017; Liu et al., 2021). Sentiment analysis ser-

Figure 2: Research process

vices were also the subject of some recent publi-
cations (White and Rege, 2020; Ermakova et al.,
2023; Ivan et al., 2024; Pawlik, 2025). However,
they were also mostly focused on English.

3. Research Methodology

As depicted in Figure 2, this research involves
three parts. The first is an exploratory analysis of
six Arabic SA corpora, for the purpose of identi-
fying any existing text perturbations. The second
part provides an experimental evaluation of three
cloud-based services on samples extracted from
three selected corpora containing examples in di-
alectical and modern standard Arabic. In the final
part, the same tests are repeated, but this time on
versions of the samples perturbed using four dif-
ferent techniques, and the results are compared
to the baseline obtained from the previous experi-
ment.

3.1. Exploratory Analysis of Existing
Corpora

The author surveyed existing research on Arabic
SA published in the last 10 years and selected
a set of six well-cited corpora in the academic
literature with varying domains, sources, and di-
alects, which are listed in Table 1. These cor-
pora were mainly obtained from social media plat-
forms and each record was annotated to indicate
its sentiment using either a nominal label or a nu-
meric rating. For nominal labels, at least two la-
bels covering positive and negative sentiments are
used. Some labeling schemes also add a neu-
tral/objective label for texts not expressing any sen-
timents and a mixed label for texts with both senti-
ments.

Based on the author’s knowledge and after re-
viewing a sample of these corpora, a small Python
script was implemented to detect potential signs
of text perturbation. The script searches through
a given dataset and identifies any instances of the
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Corpus Source Size Label Scheme Main Dialect

ASTD (Nabil et al., 2015) Twitter 10K 4 classes Egyptian
Elsahar2015

(ElSahar and El-Beltagy, 2015)
Multiple

Websites
34K 3 classes Multiple

AraSenTi-Tweet
(Al-Twairesh et al., 2017)

Twitter 18K 4 classes Saudi

OCLAR (Al Omari et al., 2019) Google Maps,
Zomato

4K 5-points rating Lebanese

NADI 2022
(Abdul-Mageed et al., 2022)

Twitter 5K 3 classes Multiple

Mawqif (Alturayeif et al., 2022) Twitter 4K 3 classes Multiple

Table 1: Selected Arabic sentiment analysis corpora

following potential perturbation and tags them for
further review.

Non-standard characters. Including any Uni-
code characters not available on standard Ara-
bic, English, or French keyboards, which are com-
monly used by Arab users, while excluding Uni-
code blocks for emoticons, pictographs, and com-
mon symbols.

Overly long words. This is to detect posts con-
taining two or more consecutive words concate-
nated together. The longest known word in clas-
sic Arabic lexicons is 15 letters long, but for the
purposes of this research a limit of 10 letters was
sufficient to identify potential instances.

Arabic words split using spaces, punctua-
tion, emoticons, or Latin letters. This is a com-
mon obfuscation technique that usually relies on
Kashida (elongation) characters to maintain the
readability of the word, which could be mostly de-
tected using regular expressions.

No dotted letters. Most Arabic letters are writ-
ten with dots or hamza above or below. Another
obfuscation technique used in social media is to
replace Arabic letters with their undotted forms.

The posts identified through this search were
then manually reviewed to remove false positives
and identify existing patterns of text perturbation.

3.2. Baseline performance
For practical reasons, only three of the surveyed
corpora were selected for the experimental evalua-
tion of cloud-based Arabic SA services. These are
ASTD, AraSenTi-Tweet, and Mawqif. The three
corpora contain samples in Modern Standard Ara-
bic (MSA) in addition to one or more Arabic di-
alects. However, to work within the free trial lim-
its of the selected services, and to avoid throttling
the APIs, only a random sample containing 100 in-
stances of each class was selected for testing.

The selected cloud services are Amazon Com-
prehend from Amazon Web Services (AWS),
Azure AI Language from Microsoft Azure, and

Cloud Natural Language from Google Cloud Plat-
form (GCP). These platforms are the most pop-
ular public cloud providers, respectively, offering
a wide range of services. While Azure and AWS
APIs use a 4-class labeling scheme, GCP’s uses
a numeric score in the continuous range [-1, 1].
Thus, to facilitate comparisons, this range is split
evenly into 3 subranges of equal length. Scores
between –0.3 and 0.3 inclusive are considered
neutral, while lower scores are considered nega-
tive and higher scores positive. In addition, for
tests involving GCP or the Mawqif corpus, the
mixed and neutral classes are considered equiv-
alent. Other sentiment analysis tasks such as
stance detection are not covered by this research
due limited Arabic support of the tested services at
the time of this writing.

3.3. Performance on Adversarial Inputs

After setting a baseline for each service on each
dataset. Four different versions of the datasets are
created by applying the following low-level pertur-
bations:

• Homoglyphs: Arabic letters are replaced
with Unicode homoglyphs from other Arabic
script languages. To maintain the same level
of readability, only homoglyphs without extra
dots or sub-glyphs are used.

• Split words: Every word longer than 3 letters
is split using spaces or punctuation symbols.

• Positional variants: Every Arabic letter is re-
placed with its hard-coded positional variant
according to its position in the word: initial,
middle, final, or isolated.

• Diacritics: Arabic diacritics denoting short
vowels are added after every consonant using
a simple rule-based algorithm based on word
syllables.
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This experiment is conducted to test the hypoth-
esis that online SA services are vulnerable to ad-
versarial character-level perturbations, and these
perturbations can significantly reduce the services’
performance, particularly by causing subjective
(positive or negative) documents to be classified
as objective (neutral).

4. Results and Discussions

The following subsections list and discuss the find-
ings of each of the three research parts.

4.1. Text Perturbations in Existing
Corpora

After examining the sample corpora, several cases
of low-level text perturbations were identified. Ex-
ample posts are listed in Table 6 in the appendix.
These perturbations can be categorized into the
following seven patterns. Nonetheless, it’s possi-
ble that other types of perturbations exist in the
selected corpora, but they were not identified by
the search script or during manual review. Also,
contrary to the initial expectations, no posts writ-
ten in undotted letters were found in the selected
corpora.

4.1.1. Positional variants of Arabic letters

The most frequently used non-standard charac-
ters in the examined corpora were hard-coded po-
sitional/contextual variants of Arabic letters from
the Unicode block Arabic Presentation Forms B.
These Unicode codepoints are provided for back-
ward compatibility with legacy systems where a dif-
ferent codepoint is used for every form of an Ara-
bic letter depending on its position in the word: ini-
tial, middle, final, or isolated. Eight of the top ten
non-standard characters in the corpora fall under
this category, with an average frequency of 117
posts. Despite being completely different on the bi-
nary level, it’s easy to map these characters to their
canonical forms using normalization tools readily
available in standard libraries of many program-
ming languages.2

4.1.2. Homoglyphs from other alphabets

Homoglyphs from Arabic script languages such as
Persian, or Urdu, were also used in many cases
to replace standard Arabic letters. In most cases,
they were used for creating a decorative style, but
in some cases, they were also used to represent
specific sounds used in dialectical Arabic. Exam-
ples are Heh Goal (ہ) which was used in 96 posts,

2Examples are the unicodedata module for Python,
and the java.text.Normalizer class for Java.

Gaf (گ) in 94 posts, and Peh (پ) in 34 posts. Ho-
moglyphs from other writing systems were also
found. Examples are Hebrew Vav (�) and Greek
Iota (ι) used to mimic Arabic Alef. Mitigating this
kind of perturbation is easier when the text lan-
guage is known in advance. In such a case, it’s a
matter of character mapping. However, this map-
ping is not always one to one as the same homo-
glyph can be used for different Arabic letters in dif-
ferent positions.

4.1.3. English sounds and Arabizi

Instead of using homoglyphs from other lan-
guages, an Arabic letter can be replaced with an
English/Latin letter that has a similar sound, or with
a digit using the Arabizi mapping. The resulting
word contains Arabic letters intermixed with dig-
its or Latin letters. This is different from writing
an entire word in English letters or Arabizi, which
is outside the scope of this paper. This pattern
was found in very few posts where words were per-
turbed mostly to evade content moderation.

4.1.4. Concatenated words

Although the search was focused on overly long
words with a minimum length of 11 letters, it was
able to identify several instances of concatenated
Arabic words. In some cases, this was likely the
result of typos, but in many cases, the first word
ended with a terminal letter that does not con-
nect to its following neighbors. This suggests that
spaces were deliberately omitted either as a typ-
ing habit or to confine with the length limitation im-
posed by the platform. Mitigating this kind of per-
turbation requires the use of a spellchecker that
supports dialectical Arabic, but some terminal let-
ters that only occur at the end of words such as
Taa Marbuta (ة) can be used to determine where a
space should be inserted.

4.1.5. Split words

Instead of merging consecutive words, some
words were split into two or more parts using extra
spaces or punctuation marks, along with Kashida
characters to maintain readability. In most de-
tected cases, it separated a word prefix from its
stem, which might in fact facilitate keyword match-
ing, but also might hinder morphological or syn-
tactical parsing. Nonetheless, in some cases, it
was also used to split a word stem, which is com-
monly used with words related to sensitive topics
that might be flagged by content moderation. Reg-
ular expressions can be used to detect many po-
tential cases of this perturbation, but a dialectical
spell checker is still needed to mitigate them.
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4.1.6. Invisible formatting characters

Formatting and control characters are non-printing
characters that have no visible glyphs but can sig-
nificantly affect how text is displayed and formatted.
They can be used to delete characters, reverse
the display order, or split a word. Invisible char-
acters found in the corpora include Zero-Width
Joiner (43 posts), Right-to-Left Mark (14 posts),
and Zero-Width Non-Joiner (11 posts). They were
mainly used to enhance the readability of surround-
ing text, especially when homoglyphs or positional
variants are used, or when the text contains emoti-
cons or non-Arabic left-to-right words. However,
any adversarial perturbations involving these char-
acters can be easily mitigated using a rule-based
approach.

4.1.7. Diacritics

Diacritical marks are an essential part of Arabic
script. A subset of these marks used for denoting
short vowels in Arabic are available on standard
keyboard schemes. These were used in over 3200
posts in the sample corpora. However, other dia-
critics were also used for decorating text, including
ones from other writing systems and the Combin-
ing Diacritical Marks block. For normalizing inputs
to Arabic NLP models, it’s mostly considered safe
to simply remove diacritics from Arabic text.

4.2. Baseline Performance
The first experiment was conducted on samples
extracted from the three selected corpora. Eval-
uation includes two sentiment analysis tasks with
different numbers of target classes. The first task
uses a four-classes scheme to classify an input
as Positive, Negative, Neutral, or Mixed. This,
however, is only possible with the platforms and
datasets that support this scheme. The second
task uses a three-classes scheme, by treating the
Neutral and Mixed classes as equivalent. Before
taking the samples, cleansing and normalization
steps were performed to ensure they are mostly
free from identified perturbations. First, all posts
were normalized to Unicode’s Normalization Form
KC (NFKC) to map all positional variants to their
canonical forms. Then, diacritics and invisible for-
matting characters were removed. Then, every
Taa Marbuta (ة) followed by another letter was sep-
arated from it by a space. Finally, detected posts
with split words, or unusual characters were man-
ually reviewed to determine whether to drop or
keep them, and the samples were taken from the
remaining posts. Dropped posts are those con-
taining split word stems or decorative homoglyphs.
The final test samples contain 100 examples of
each class selected at random.

Detailed results of testing the three services on
each sample dataset are provided in Table 2 for the
first task, and Table 3 for the second. The highest
score in each row is displayed in bold.

For the first task, AWS achieved a significantly
better performance on average than Azure on
the AraSenti-Tweet dataset, and slightly better
on ASTD. For positive sentiments, Azure consis-
tently achieved better recall while AWS had bet-
ter precision. The opposite was true for the neu-
tral class where AWS achieved better recall and
Azure higher precision. However, both services
performed equally well on detecting negative sen-
timents, but also failed to correctly classify most
posts labeled as mixed, with AWS showing a rel-
atively better performance on the AraSenti-Tweet
dataset. This indicates that either the classification
models used by AWS and Azure were not trained
well to detect mixed sentiments, or the posts la-
beled as mixed in the test sets were mislabeled or
ambiguous. In either case, it signals the difficulty
of classifying mixed sentiments. A good example
of this ambiguity is the use of the religious phrase
بالله“ إلا قوة ولا حول ,”لا meaning: ”There is no might
or power but by Allah”, which is often used to ex-
press sadness or shock, but could also be seen as
an expression of faith or resilience.

For the second task, where the mixed and neu-
tral classes are considered equivalent, none of the
three services showed superior performance on
all datasets. However, GCP performed better on
average on the ASTD and Mawqif datasets, and
equally well to AWS on the AraSenti-Tweet dataset.
Although Azure performed worse on average than
both AWS and GCP, it consistently achieved bet-
ter recall for the positive class on all three datasets.
It’s worth noting that since the mixed and neutral
classes were merged, the resulting class now has
a larger size. Thus, the macro-average F1 score
becomes a better indicator of performance.

The relatively low baseline scores could be at-
tributed to several factors: (1) low-quality or in-
compatible annotations of the tested samples es-
pecially for the mixed and neutral classes, (2) the
difficulty of handling various colloquial Arabic di-
alects included in the corpora, and (3) for practical
reasons, some instances of perturbations, particu-
larly concatenated words, were still included in the
test samples, which could have impacted the mod-
els’ performance.

4.3. The Impact of Adversarial
Perturbations

In the final set of experiments, the three services
are tested on a three-class sentiment analysis task
using perturbed versions of the test sets, with the
goal of determining how much performance degra-
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Corpus Class AWS Azure
Precision Recall F1 Precision Recall F1

ASTD

Positive 0.75 0.52 0.62 0.46 0.77 0.58
Negative 0.49 0.66 0.56 0.48 0.71 0.57
Neutral 0.39 0.75 0.51 0.46 0.36 0.40
Mixed 0.25 0.01 0.02 0.57 0.04 0.07
Macro avg 0.47 0.49 0.43 0.49 0.47 0.41
Accuracy 0.49 0.47

AraSenTi-
Tweet

Positive 0.65 0.68 0.66 0.54 0.85 0.66
Negative 0.68 0.86 0.76 0.51 0.78 0.62
Neutral 0.70 0.83 0.76 0.75 0.50 0.60
Mixed 0.70 0.35 0.47 0.44 0.11 0.18
Macro avg 0.68 0.68 0.66 0.56 0.56 0.51
Accuracy 0.68 0.56

Table 2: Baseline performance on 4-class sentiment analysis.

Corp. Class AWS Azure GCP
Prec. Recall F1 Prec. Recall F1 Prec. Recall F1

A
ST

D

Positive 0.75 0.52 0.62 0.46 0.77 0.58 0.66 0.65 0.66
Negative 0.49 0.66 0.56 0.48 0.71 0.57 0.50 0.84 0.63
Neutral 0.64 0.62 0.63 0.63 0.27 0.38 0.73 0.49 0.59
Macro avg 0.63 0.60 0.60 0.52 0.58 0.51 0.63 0.66 0.62
Accuracy 0.61 0.51 0.62

A
ra

Se
nT

i-
Tw

ee
t

Positive 0.65 0.68 0.66 0.54 0.85 0.66 0.64 0.71 0.67
Negative 0.68 0.86 0.76 0.51 0.78 0.62 0.61 0.84 0.71
Neutral 0.78 0.66 0.71 0.75 0.34 0.47 0.74 0.56 0.64
Macro avg 0.70 0.73 0.71 0.60 0.66 0.59 0.66 0.70 0.67
Accuracy 0.71 0.58 0.67

M
aw

qi
f Positive 0.89 0.55 0.68 0.63 0.72 0.67 0.82 0.70 0.76

Negative 0.67 0.62 0.65 0.66 0.61 0.63 0.72 0.84 0.77
Neutral 0.51 0.74 0.60 0.57 0.52 0.54 0.57 0.56 0.57
Macro avg 0.69 0.64 0.64 0.62 0.62 0.61 0.70 0.70 0.70
Accuracy 0.64 0.62 0.70

Table 3: Baseline performance on 3-class sentiment analysis. Mixed and Neutral sentiments are consid-
ered equivalent.

dation occurs due to each method of perturbation.
Table 4 shows macro-F1 scores for the classifica-
tion results of perturbed test sets compared to the
baseline obtained in the previous experiment.

All three sentiment analysis services were found
to be vulnerable to low-level adversarial attacks.
Notably, the most effective technique in degrading
the performance of sentiment analysis is the inser-
tion of Arabic diacritics with a 39% relative drop in
macro-F1 score on average. AWS was the most
vulnerable to this attack with an average drop of
51%, while GCP was the least vulnerable with only
a drop of 29%. Homoglyphs and split-words had a
similar impact on the macro-F1 score with 22% av-
erage drops. As for positional variants, only GCP
was vulnerable to this attack with an average drop

of 19%. However, since this attack reencodes ev-
ery Arabic letter in the text but could be easily mit-
igated using normalization tools, it would be ex-
pected that NLP models either fail to recognize the
inputs or be able to completely recover it. The re-
sults of GCP indicate that examples of text con-
taining positional variants might have been used
in the training. Nonetheless, this technique could
still be effective even with the use of normalization
tools when, for example, spaces between words
are omitted.

Based only on the average drop in macro-F1,
we cannot conclude that any specific sentiment
analysis service is generally more vulnerable than
another. While AWS was the most susceptible
to Arabic diacritics, GCP was the most suscepti-
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Baseline Homoglyphs Diacritics Pos-variants Split-words
F1 F1 RE F1 RE F1 RE F1 RE

ASTD 0.60 0.4 33% 0.32 47% 0.60 0% 0.49 18%
AraSenti 0.71 0.54 24% 0.34 52% 0.71 0% 0.57 20%AWS
Mawqif 0.64 0.41 36% 0.29 55% 0.64 0% 0.53 17%

ASTD 0.51 0.44 14% 0.35 31% 0.51 0% 0.45 12%
AraSenti 0.59 0.57 3% 0.33 44% 0.59 0% 0.45 24%Azure
Mawqif 0.61 0.47 23% 0.38 38% 0.62 -2% 0.46 25%

ASTD 0.62 0.5 19% 0.45 27% 0.47 24% 0.47 24%
AraSenti 0.67 0.55 18% 0.50 25% 0.64 4% 0.50 25%GCP
Mawqif 0.70 0.52 26% 0.46 34% 0.50 29% 0.48 31%

Table 4: The effects of adversarial perturbations on macro average F1 score. The relative error in macro
F1 score as compared to the baseline is indicated as ”RE” and darker shades denote larger errors.

ble to split-word attacks based on these experi-
ments. Nevertheless, measuring the effectiveness
of the attacks using only the drop in F1-score is
not always sufficient. For example, apart from
the cases of positional variants, the lowest drop
in F1-score was obtained when testing Azure us-
ing the homoglyphs version of AraSenti-Tweet. Al-
though the F1 drop was only 3.4%, investigating
the detailed metrics reveals that the effect of us-
ing homoglyphs was not that simple. While Azure
achieved 0.85 recall for the positive class on the
baseline, it dropped to only 0.58 with the use of ho-
moglyphs. Furthermore, the precision for the neu-
tral class decreased from 0.75 to only 0.67, and the
recall increased from 0.34 to 0.49. This indicates
higher tendency to classify text as neutral/mixed
due to perturbations. However, as the baseline
F1 was already low, the effect of perturbation was
not prominent by only measuring the relative drop
in the score. In general, adversarial perturbations
caused up to 37% reduction in the neutral class
precision. More details are provided in Table 5 and
examples of perturbed posts and their predicted la-
bels are provided in Table 7 in the appendix.

5. Conclusions

Several forms of low-level perturbations are found
in Arabic corpora extracted from social media.
Many of these perturbations are often overlooked
by researchers and ML engineers building text
mining and NLP pipelines. While some of them
can be corrected automatically by simple omission
or character mapping, others might require using
more advanced toolkits or manual review. This
work identified seven patterns of character-level
perturbations in highly cited Arabic sentiment anal-
ysis corpora. Samples from three selected cor-
pora were used to test the performance of senti-
ment analysis services offered by the three pub-
lic cloud providers with the largest market shares.

The tests measured their performance on clean
samples and on four intentionally perturbed ver-
sions of the same samples. The results indicate
that adversarial character-level perturbations can
significantly degrade the performance of Arabic
SA models, even those offered by popular cloud
vendors. The relative drop in the macro-F1 score
reached 51% in some cases, although the degree
of perturbation tested was kept as low as possible
to maintain the text readability. Higher degrees of
perturbation such as the use of non-Arabic diacrit-
ics, non-Arabic homoglyphs, or technique combi-
nations are expected to be even more effective in
degrading the classification performance.

Based on this research, future work could fol-
low several directions. For example, only four
perturbation patterns were investigated in this re-
search. More investigation of the other identified
patterns or different parameters of these patterns
is also needed. Another direction is to expand the
scope of the research to other NLP applications.
One such application is offensive language or hate
speech detection, where adversarial perturbations
are expected to be more prominent. Adversarial
perturbations might also impact the performance
of other downstream tasks such as speech synthe-
sis or Optical Character Recognition (OCR); when
perturbed text is embedded within images.

6. Limitations

This work identified several patterns of character-
level perturbations in Arabic corpora extracted
from social media. For practical reasons, the find-
ings are based only on a sample of five senti-
ment analysis corpora commonly cited in research.
However, the same analysis could be applied to
other existing or new corpora to find other poten-
tial patterns. It is also possible to provide a bet-
ter quantification of each of these patterns using
larger test samples, but this will require more ef-
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Baseline Homoglyphs Diacritics Pos-variants Split-words
Neu-P Neu-P RE Neu-P RE Neu-P RE Neu-P RE

ASTD 0.64 0.53 17% 0.48 25% 0.64 0% 0.56 13%
AraSenti 0.78 0.66 15% 0.55 29% 0.78 0% 0.68 13%AWS
Mawqif 0.51 0.38 25% 0.35 31% 0.51 0% 0.48 6%

ASTD 0.63 0.51 19% 0.56 11% 0.63 0% 0.53 16%
AraSenti 0.75 0.67 11% 0.55 27% 0.75 0% 0.56 25%Azure
Mawqif 0.57 0.39 32% 0.41 28% 0.57 0% 0.36 37%

ASTD 0.73 0.56 23% 0.53 27% 0.53 27% 0.54 26%
AraSenti 0.74 0.58 22% 0.59 20% 0.69 7% 0.55 26%GCP
Mawqif 0.57 0.41 28% 0.40 30% 0.40 30% 0.40 30%

Table 5: The effects of adversarial perturbations on the precision of the neutral class in 3-class sentiment
analysis. The relative error in precision as compared to the baseline is indicated as ”RE”.

forts for manual labeling and analysis. The imple-
mentation of tested perturbations also has some
limitations. While the diacritics and positional
variant perturbations were based on deterministic
rules, homoglyphs and split words involved using
randomized operations to select substitutes or po-
sitions. This randomization may produce slightly
different results each time it is applied. Further-
more, evaluating the performance of cloud-based
sentiment analysis services is beneficial to soft-
ware engineers looking to incorporate an off-the-
shelf tool into their AI applications. However, it
should be noted that these services are in continu-
ous development, and the results presented here
might change in the future as the ML models back-
ing these services change or evolve. The reported
results are based on experiments conducted in late
June 2025.
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A. Extra tables

The following tables provide more examples and
details.

Text Perturbations Corpus

مي ل ي دوج  ي د    وطعامه ج  هوة   لد  اق   وق  المد  عه    رائ 
Good and beautiful. Their food is delicious, and cafe tastes
wonderful

Concatenated words OCLAR

من   ي ت ن   ق  ز  ت  ـ ب  ه على لهن   هاض   الإ ج  ب  ب واع من   ب وع ا  مكت ن   ا  ة   ي   المزا 
They misrepresented abortion to them as some form of women
empowerment

Split word stem Mawqif

ون   ؤ  ة   الش  ت ماعت  ة  : الاج  دي دة   ا لت  طؤعة   المشاعدات   صرف   لـ ج  ت ن   المق   للمحت اج 
Social Affairs: A new mechanism for disbursing aid allocated
to the needy

Split word (separate
prefix)

AraSenti-
Tweet

 ح  וعل  ك  نو عی ۃ  فو شو رحج ك  غیبت
Your absence is a wound and seeing your eyes is a cure

Positional variants
and homoglyphs

NADI2022

داي   مگ  مساء ل ہب  مي  ي وح وطري ق   ہج  ي ات   مف  من  ق   وا  ي حف   ي 
May your evening be a beautiful start, a clear path, and wishes
that come true

Arabic script
homoglyphs

NADI2022

ي ف   عالم لص  ن ح كي ف   لف  t ـوال ي ة  Rصnوالع واعي   ن ظ  ا خ  ي   للحي ن   هذ   الن اس  ف 
How do we get a clean and conscious world, when this racism
and backwardness still exists among people?

English sounds and
Arabic diacritics

Mawqif

ي دي ن   من   80% من   اكث ر رار المؤ  لة   من   للق  صث  ى ف  ج   وال  الحمق   سُد  َّ
More than 80% of those who support the decision are foolish
and gullible

Arabic diacritics AraSenti-
Tweet

ـ ي  ن  #وآ   ـہب س ف  ع آ  ن  ي  ل آف  آ ه گ  ـده ب س #مב#رآ ج  ي  ف   

but there are men who are convinced that one is enough for
them.

Homoglyphs from
Arabic and Hebrew
scripts

ASTD

ي ت   كلما ۈ   من  رلا̄ ت  ي  ي ر خ  ا ءك  . .   ك  ك   لغ  رلا̄ ج  ي   ت خي ست   لا جي ت   من   ج 
And whenever you wish good for others ... good things come
to you in unexpected ways

Homoglyphs,
positional variants,
and non-Arabic
diacritics

NADI2022

Table 6: Examples of perturbed posts from the examined corpora displayed using the Noto Naskh Arabic
font. Perturbed words/syllables are highlighted in red.
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Corpus Platform Version Text Class Score

A
ra

Se
nt

i-T
w

ee
t

GCP

original وناسه نوم فرح سعاده راحه . بالنسبالك ـ الاجازه
سهر رررررررررروقان تواصل positive 0.41

homoglyphs وناسہ نوم فرح سعادھ راحه . بالنسبالڪ ـ الاجازہ
سھر رررررررررروقان ٺواصل neutral 0.21

diacritics وَنَاسَهْ نُومَ فَرْحَ سَعَادَهْ رَاحَهْ . بَالنَْسَبَالكَْ َـ اَلَاجَازَهْ
سَهْرَ رَرْرَرْرَرْرَرْرَرُوقَانَ تُوَاصَلْ neutral 0.07

pos-variants وناسه نوم فرح سعاده راحه . بالنسبالك ـ الاجازه
سهر رررررررررروقان تواصل neutral 0.15

split words نوم فرح ده سعا راحـ..ه . بالنسبـ،ـالك ـ الاجـ،ـازه
سهر روقـ.ان ررر ررر ررر صل توا ـه وناسـ neutral 0.19

M
aw

qi
f

Azure

original الإلكتروني التحول من المزيد ونأمل نرجوا ما هذا
. مشكوره جهودكم positive 1.00

homoglyphs الإلڪٺرونې الٺحول من المزٻد ونٵمل نرجوا ما ھذا
. مشڪورھ جہودکم neutral 0.43

diacritics لْكَتْرُونِي اَلْإِ اَلْتَحُولَ مَنْ اَلْمَزِيدَ وَنْأَمْلَ نَرْجُوَا مَا هَذَا
. مَشْكُورَهْ جَهُودَكْمَ positive 0.79

pos-variants الإلكتروني التحول من المزيد ونأمل نرجوا ما هذا
. مشكوره جهودكم positive 1.00

split words الإلـ ل التحو من ـد المزيـ ونأمـ..ل نرجـ،وا ما هذا
. مشكـ،وره دكم جهو وني ـكتر negative 0.36

Table 7: Examples of posts and their predicted labels before and after perturbations are applied. For
GCP, the score denotes valence in the range [-1, 1], while for Azure, it’s a confidence score in the range
[0, 1]. Both examples are originally labeled as positive.
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