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Abstract
While misinformation has long circulated online, the Gaza conflict has intensified its visibility and spread across
news websites, online portals, and social media, complicating the credibility and long-term curation of conflict-related
Arabic records, including historical accounts and written testimonies. This work proposes a hybrid framework for
Arabic fake news detection that combines interpretable linguistic cues with contextual semantic representations.
The approach integrates fuzzy logic-based handcrafted features capturing exaggerated and sensational linguistic
patterns, AraBERT contextual embeddings for semantic understanding, and a CNN-based text feature extractor for
local textual patterns. These complementary features are combined into a unified representation for downstream
classification. Multiple machine learning and deep learning classifiers are evaluated to identify the most effective
detection model. The resulting system is deployed as a real-time web browser plugin, enabling users to automatically
assess the credibility of Arabic news content during browsing.

Keywords: Arabic fake news detection, News classification, hybrid models, Machine learning, Deep learning,
fuzzy logic, browser plugin, misinformation

1. Introduction work. The fuzzy component uses an extravagant-
words membership function to assign a graded
Conflict-related Arabic content is produced and  €xaggeration-oriented score based on the pres-
consumed at scale across news websites and so-  €nce of highly emotional or exaggerated language.
cial media, and it increasing|y becomes part of In addition, a CNN is used to extract local n-gram
the digital record that researchers, journalists, and ~ patterns from the text.
archivists consult when documenting events and ~ The objective of this work is to combine inter-
public discourse. However, contemporary conflict ~ pretable linguistic cues and n-gram patterns with
reporting takes place in a high-velocity information ~ deep semantic features to improve the accuracy,
environment where emotionally charged framing robustness, and explainability of Arabic fake news
and coordinated disinformation can blur the line  detection. We evaluate multiple machine learning
between verified and fabricated claims, affecting ~ models, deep learning architectures, and large lan-
public opinion and trust (Institute for Strategic Dia- ~ guage models to compare performance and select
logue, 2025). This makes it difficult to curate reli-  the most effective classifier.
able collections and to support downstream tasks ~ Finally, we deploy the selected model as a real-
such as search, retrieval, and analysis of conflict-  time browser plugin that provides credibility predic-
related content. tions with a confidence score during browsing, en-
This challenge is especially acute in Arabic, abling users to assess Arabic news content directly

where automated credibility assessment is con- N @ practical setting.
strained by domain variation and the relative

scarcity of standardized evaluation resources 2. Related Work
(Yousef et al., 2024). Building on commonly used
Arabic benchmarks such as AFND (Khall' et al., During the Gaza and Israel war, social media

2022), we focus the war-related Arabic news col- became a major vector for real and fake news
lected from online sources and study an inter-  dissemination. Framing strategies, emotionally
pretable detection pipeline that can be deployed  charged content, and coordinated disinformation
as a practical user tool during browsing. campaigns (Alsharairi et al., 2024; Institute for
We design a pipeline tailored to Arabic news  Strategic Dialogue, 2025) significantly influenced
that combines semantic and stylistic signals rele-  public opinion, amplified polarization, and blurred
vant to misinformation detection. The proposed the distinction between verified information and
system integrates fuzzy linguistic cues, a CNN-  misleading or fabricated narratives.

based text feature extractor, and BERT-based con-  Recent work has quantified how conflict narra-
textual embeddings within a gated fusion frame- tives and emotions evolve across platforms. At
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the public opinion level, digital activism during the
Gaza conflict, reflected through social media sig-
nals (posts, comments, and hashtags), highlights
measurable shifts in sentiment and engagement
that shape perceptions and consumer attitudes
(Mohammed et al., 2025). Event-driven discourse
shifts further reveal clear platform-specific path-
ways for narrative diffusion during the Gaza war
(Antonakaki and loannidis, 2025).

In NLP-based fake news detection, several su-
pervised classifiers have been explored, includ-
ing Logistic Regression, Decision Trees, Random
Forests, Gradient Boosting, Passive Aggressive
Classifiers, and XGBoost. Jouhar et al. (Jouhar
et al.,, 2024) evaluated these methods on the
ISOT dataset, showing that ensemble and boost-
ing techniques achieved superior performance.
Deep learning models further improved classifica-
tion performance by learning contextual represen-
tations, with reported accuracy levels of up to 90%
(Fouad et al., 2022).

More recently, BERT-based embeddings have
enabled models to capture both Modern Standard
Arabic and dialectal variations effectively (Awane
et al., 2021; Al-yahya et al., 2021). When com-
bined with hyperparameter optimization strategies
across architectures such as RNNs, LSTMs, and
transformers, these approaches can significantly
enhance detection performance and overall model
efficiency (Ettaik and Ben Lahmar, 2021).

Bidirectional recurrent models are especially
suitable for deceptive-language detection because
cues such as exaggeration, negation, and stance
depend on both preceding and following context,
making BiLSTM a strong candidate for Arabic
news classification (Merzah et al.,, 2025; Turki
et al.,, 2025). Recent hybrid deep learning de-
signs combine CNN and BiLSTM to jointly cap-
ture local patterns and sequential context; Merzah
et al. (Merzah et al., 2025) report that a multi-
channel CNN with dual BiLSTM (FastText em-
beddings) achieves strong performance on Arabic
benchmarks (AFND/ANS) and an English dataset
(WELFake).

Beyond single-architecture models, hybrid
frameworks integrate complementary techniques
to enrich representations. Ennaouri et al. (En-
naouri and Zellou, 2025) proposed a model
combining fuzzy logic-based membership func-
tions to capture linguistic exaggeration with BERT
embeddings for contextual semantics, achieving
significant improvements over standard classifiers
such as SVM and Logistic Regression. The fuzzy
layer enables the assignment of degrees of truth
rather than strict binary decisions (Mirza Saad
et al., 2025).

Current literature shows that fake news detec-
tion performance depends not only on the clas-
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sifier itself, but also on the choice of features
and the way complementary signals are combined
(Hamed et al., 2023). Our work builds on these
findings by combining contextual Arabic embed-
dings, local neural pattern extraction, and fuzzy
exaggeration-aware cues within a unified pipeline.
The proposed framework is intended to capture
complementary aspects of Arabic conflict-related
misinformation that prior studies have typically ad-
dressed separately or only through partial combi-
nations.

In parallel, mitigation efforts increasingly fo-
cus on user tools; for example, Aletheia intro-
duces a browser extension that leverages retrieval-
augmented generation and large language mod-
els to support fake news detection with evidence
based explanations and user engagement fea-
tures (Sallami et al., 2025). Inspired by this direc-
tion, we operationalize our best-performing model
as a browser plugin that reports real/fake predic-
tions with a confidence score during browsing.

3. Data

We assembled a multi-source Arabic news corpus
for binary fake news classification. First, we in-
corporated the AFND benchmark dataset (Khalil
et al., 2022), retaining its original labels. In addi-
tion, we collected public posts from X (formerly
Twitter) using keyword-based queries related to
the Gaza war and the broader Palestine—Israel
conflict. Within this subset, posts were assigned
to the fake-news class when they originated from
bots or non-authentic accounts, or when they were
explicitly associated with hashtags indicating fake
news. To balance the corpus with verifiable in-
formation, we also automatically collected recent
articles from established Arabic news outlets, in-
cluding Al Jazeera Arabic and Al Arab newspaper,
which were assigned to the real news class.

Class Distribution (REAL vs FAKE)
8982

8000 4

7726

6000

4000 1

Number of samples

2000 4

REAL (0) FAKE (1)

Figure 1: Distribution of fake and real news in-
stances in the collected corpus.

No manual annotation was performed; instead, the



labeling process relied on inherited benchmark la-
bels and source-based assignment rules. This ini-
tial data collection process resulted in a total of
16,708 labeled instances. We then applied key-
word filtering using conflict terms (such as: ¢ &
ol c%—) ool c‘};\ﬂ\‘ (M= caadl cpads ¢l
e Ul ¢ dy) in order to retain topically rele-
vant content. The final dataset was restricted to
Modern Standard Arabic; Dialectal Arabic was out-
side the scope of the present study. The distribu-
tion between fake and real news classes is illus-
trated in Figure 1.

4. Proposed Method

The proposed method introduces a hybrid frame-
work for Arabic fake news detection that processes
news content through multiple stages to improve
classification performance.
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Figure 2: Overview of the proposed hybrid pipeline
for Arabic news classification.

As illustrated in Figure 2, the architecture consists
of several key components, including a prepro-
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cessing module, a fuzzy logic-based linguistic fea-
ture extractor, an AraBERT embedding module, a
CNN-based text feature extractor, a gated feature
fusion component, a data balancing component,
and a classification module. Each component con-
tributes to transforming raw textual data into en-
riched representations that support accurate and
robust classification.

4.1. Preprocessing Component

Preprocessing is a necessary step in our pipeline
because Arabic news text collected from the web
often contains noise and inconsistencies that can
degrade downstream classification. We first per-
form data cleaning by removing duplicates, han-
dling missing fields, and filtering non-Arabic con-
tent. We then eliminate web artifacts such as
URLs, user mentions, and hashtags, and normal-
ize the text by removing special characters, stop
words, and redundant whitespace. Next, Arabic
normalization is applied to standardize common
character variants (e.g., different forms of alef and
yaa). Spelling, grammatical, and orthographic er-
rors were not explicitly modeled as standalone pre-
dictive features; instead, normalization was ap-
plied to reduce superficial variation and support
more stable downstream representations. Finally,
the cleaned text is transformed into normalized in-
put suitable for downstream feature extraction and
modeling.

4.2. AraBERT Embedding Component

We represent each article using contextual embed-
dings from AraBERT. Texts are tokenized with the
AraBERT tokenizer and encoded in the standard
input format [CL.S] x [SEP], then converted to
token IDs according to the pre-trained vocabu-
lary. We freeze all AraBERT parameters and ex-
tract the final-layer hidden states (768 dimensions
per token). A fixed-length sentence embedding
is obtained by mean pooling over non-padding to-
kens using the attention mask, producing one 768-
dimensional vector per text.

4.3. Fuzzy Logic Component

While contextual embeddings capture semantics
effectively, deception in news is often expressed
through stylistic cues such as sensationalism, ur-
gency, and exaggerated framing. To complement
AraBERT representations with an interpretable sig-
nal, we introduce a fuzzy-logic feature engineer-
ing component. We design an Arabic Extravagant
Word Membership Function (EWMF) that maps
the observed frequency of exaggerated expres-
sions in a text to a continuous membership score,



enabling a smooth transition from low to high lev-
els of sensational language. The underlying lexi-
con consists of commonly used sensational mark-
ers in Arabic misinformation (e.g., «&l» ¢ -de cfb
CW (2358l plas “S (Jole (S cJJB),
and the resulting membership value is used as an
additional input feature alongside learned embed-
dings.

The process of Arabic Extravagant Word Member-
ship Function (EWMF) described in Algorithm 1.

Algorithm 1: Extravagant Word Member-

ship Function (EWMF)

Input: Arabic texts T = {t1,...,tn},
threshold Ty, scaling factor o

Output: Extravagant word counts C, fuzzy

membership values M

Initialization:

Define extravagant word set W, ,.;

Define intensifier set W;,.+;

Define clickbait pattern set P.j;cx;

Vsens — Wext U Wint U Pclick;

Initialize C + 0, M + 0;

foreach ¢; ¢ 7 do

count; + 0;

W; + EXTRACTARABICWORDS(t;);

foreach w € W, do

L if w € Vs then

L count; <+ count; + 1,
if count; = 0 then

| m; = 0;

else if count; > T, then
| mi 1

else

o-count;
L m;+—1l—e T
C + CU{count;};
| M Mu{m;};

return (C, M)

The membership function outputs 0 when no sen-
sational cues are found (z = 0). As the cue count
x increases, the membership value increases ac-
cording to an exponential mapping. In our im-
plementation, the mapping is defined piecewise:
m(z) = 0forz = 0, m(z) = 1 for z > Ty, and
otherwise m(z) = 1 — e~ To. We apply this func-
tion to each news item by parsing the text, count-
ing matches against the sensational cue sets, and
converting the resulting count into a fuzzy score.

4.4. CNN Extractor Component

To capture local n-gram patterns, we employ a 1D
CNN feature extractor. The input sequence is first
mapped through a Keras embedding layer initial-
ized with a pre-trained embedding matrix. We then
apply three parallel conv1D branches with 100 fil-
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ters each and kernel sizes {3,4,5}, using ReLU
activation. Each branch is followed by Global Max
Pooling to obtain a fixed-length vector. The pooled
outputs are concatenated into a 300 dimensional
representation (100 x 3), which is used as the
CNN feature vector. This vector is later fused with
AraBERT embeddings and fuzzy scores in feature
fusion component.

4.5. Feature Fusion Component

This component combines three complementary
feature types into a single representation: (i) the
fuzzy membership score produced by the Extrav-
agant Word Membership Function (EWMF), (ii)
AraBERT embeddings capturing contextual se-
mantics, and (iii) CNN features capturing local
n-gram patterns. The goal is to integrate inter-
pretable stylistic cues with learned semantic and
surface-level representations.

In our implementation, we use the EWMF score as
a gating signal that scales the AraBERT and CNN
feature vectors before concatenation. For each
sample i, let f; € [0,1] denote the fuzzy score,
b; € R%s the AraBERT embedding, and ¢; € R
the CNN feature vector. The gated representa-
tions are computed as:

b;

fi by, C;=fiCi
The final fused representation is then formed by
concatenation:

z;=[f; bi; &].

This fused vector is used as input to the down-
stream classifiers.

4.6. Classifier Component

We evaluate a range of machine learning and
deep learning classifiers, as well as selected large
language models, for distinguishing real versus
fake news in the Palestine/lsrael war setting. The
tested models include traditional classifiers (e.g.,
Random Forest, SVM, Logistic Regression, and
Decision Tree), deep neural models (RNN, LSTM,
BiLSTM, and GRU), and LLM-based baselines
(Qwen, AraBERT, Silma, and Yehia).

For a robust performance estimate, we apply 5-
fold cross-validation, where the dataset is split into
five folds and models are trained and validated iter-
atively. For deep learning models and LLM-based
runs, we additionally use early stopping based on
validation performance. Model performance is re-
ported using Accuracy, Precision, Recall, and F1-
score.



5. Results and Discussion

We report model performance using standard clas-
sification metrics derived from the confusion ma-
trix.

Accuracy measures the proportion of correctly
classified instances:

TP+ TN

Accuracy = .
Y= TPYTN+FP+FN

Recall (Sensitivity) measures the proportion of ac-
tual positive instances correctly identified:

TP

Recall = —— .
AT TP PN

Precision measures the proportion of predicted
positive instances that are correct:

TP

Precision = TP+ FP

F1-score is the mean of Precision and Recall:

Precision - Recall

F1-score = 2- — .
Precision + Recall

Figures 3-4-5 report an ablation comparison of
models trained with and without the proposed
EWMF+CNN components. Across machine learn-
ing and deep learning families, incorporating these
components yields consistent improvements in Ac-
curacy, Precision, Recall, and F1, indicating that
exaggerated language cues and local n-gram pat-
terns provide complementary signals to contex-
tual embeddings. The strongest deep learning
results are obtained with BiLSTM (Fig. 3), which
is in line with prior evidence that bidirectional re-
current modeling benefits deception detection by
leveraging both preceding and following context
(Merzah et al., 2025; Turki et al., 2025). For clas-
sical machine learning models (Fig. 4), the gains
are more pronounced for weaker baselines, sug-
gesting that feature enrichment is particularly ben-
eficial when the classifier cannot implicitly learn
such stylistic cues. This observation is consistent
with hybrid approaches that combine fuzzy linguis-
tic indicators with contextual representations (En-
naouri and Zellou, 2025). Finally, Fig. 5 shows that
adapting large language models to the proposed
pipeline substantially improves performance, while
the Arabic-specialized AraBERT model remains
the most reliable among the evaluated LLMs, sup-
porting findings that domain and language aligned
encoders are critical for Arabic credibility assess-
ment (Fouad et al., 2022; Al-yahya et al., 2021; Pa-
pageorgiou et al., 2024).

Comparaison DL Models (With vs Without EWMF+CNN)
Accuracy

—vithout EWMELCUN
—Vith EWMF+CHN

Figure 3: Performance comparison of deep learn-
ing models with and without the EWMF and CNN
components.

Comparaison ML Models (With vs Without EWMF+CNN)

Figure 4: Performance comparison of machine
learning models with and without the EWMF and
CNN components.

Comparison of LLMs: Before vs After Fine-Tuning
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Figure 5: Performance comparison of large lan-
guage models with and without the EWMF and
CNN components.



Model Acc. Prec. Rec. F1

Logistic Regression 0.9742 0.9742 0.9742 0.9742
Random Forest 0.9634 0.9637 0.9634 0.9632
KNN 0.9756 0.9765 0.9756 0.9754
Decision Tree 0.8948 0.8950 0.8948 0.8949
Gaussian NB 0.8429 0.8620 0.8429 0.8319
RNN 0.9716 0.9693 0.9872 0.9715
LSTM 0.9767 0.9777 0.9863 0.9767
BiLSTM 0.9867 0.9881 0.9912 0.9867
GRU 0.9807 0.9816 0.9885 0.9807
Silma 0.8300 0.8300 0.8300 0.8200
Yehia 0.6375 0.6220 0.6375 0.5965
Qwen 2.5 0.8000 0.7991 0.8000 0.7995
AraBERT 0.9838 0.9839 0.9838 0.9838

Table 1: Performance comparison of models using
the proposed pipeline.

To enable a fair comparison of Palestinian fake
news detection approaches, we evaluate all mod-
els on the same dataset under a unified prepro-
cessing and evaluation protocol. This is impor-
tant because prior work often relies on different
datasets tied to specific events or platforms, and
reported metrics are not always consistent across
studies, which limits direct comparability. There-
fore, Table 1 reports our baseline results across
three families of methods: (i) conventional ma-
chine learning classifiers, (ii) deep learning se-
quence models, and (iii) LLM baselines.

Overall, the results indicate that deep learning
models achieve the highest performance on this
dataset, with BILSTM obtaining the best scores
among the evaluated architectures. The ob-
served hierarchy can be interpreted in terms of
(1) how each model family represents context in
Arabic news, and (2) whether it benefits from
complementary cues beyond semantics, such as
exaggeration-oriented fuzzy scores and local n-
gram patterns.

Conventional ML baselines. Logistic Regression
and KNN provide strong results (both around 97%
accuracy/F1), suggesting that the representation
used in our pipeline yields a feature space where
the classes are largely separable with relatively
simple decision boundaries. However, ML models
do not explicitly model sequential dependencies;
consequently, they may miss long-range context
signals (e.g., stance, negation, or discourse-level
cues) that are relevant to deception in news narra-
tives.

Sequence DL baselines. Recurrent architectures
consistently outperform conventional ML models,
and the BiLSTM achieves the best overall perfor-
mance. This trend is aligned with recent Arabic
fake news studies that report gains from BiLSTM-
based designs when contextual representations
are combined with additional textual cues (e.g.,
hybrid contextual features coupled with BiLSTM
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classifiers) (Turki et al., 2025). Similarly, hybrid
CNN-BILSTM designs have been shown to be
effective because CNN captures local patterns
while BiLSTM models sequential context, leading
to stronger performance than using either fam-
ily alone (Merzah et al., 2025). Our results sup-
port this line of evidence: once local pattern cues
and exaggeration-oriented fuzzy scores are inte-
grated alongside contextual semantics, BiLSTM is
the most effective downstream classifier on this
dataset.

LLM baselines. General-purpose LLM baselines
(e.g., Silma, Yehia, Qwen 2.5) underperform su-
pervised Arabic models in our controlled setting,
whereas AraBERT remains competitive with the
best recurrent architectures. This gap is consistent
with recent evidence that LLM outputs may be less
reliable for politically sensitive or high-stakes judg-
ments due to susceptibility to bias and inconsistent
reasoning, especially when the task requires sta-
ble label decisions rather than open-ended gen-
eration (Gubelmann and Karray, 2025; Barman
et al.,, 2024). Moreover, comparative studies in
fake-news detection frequently report that encoder-
style transformers (BERT-like) remain strong for
supervised classification pipelines, while GPT-like
models often require careful adaptation to match
them (Papageorgiou et al., 2024; Raza et al,
2025). Overall, the strong AraBERT baseline
and weaker general LLM baselines suggest that
performance here depends primarily on domain-
aligned representations and supervised training,
rather than generative capacity alone.

The strong scores observed across model families
can be partly explained by the focused nature of
the dataset and by the fused representation used
in our pipeline. In this setting, fake and real news
differ through a combination of semantic context,
local lexical patterns, and exaggeration-oriented
stylistic cues, which increases class separability
once these signals are jointly encoded. This also
helps explain why conventional ML baselines re-
main highly competitive on the learned feature
space. Taken together, these results indicate that
(i) contextual modeling is critical for conflict-related
Arabic news classification, and (ii) integrating com-
plementary signals, including local n-gram cues
and exaggeration-oriented fuzzy scores, provides
additional discriminative power that is most effec-
tively exploited by bidirectional sequence models.

5.1.

To demonstrate practical usability beyond of-
fline evaluation, we deployed the best-performing
model (BiLSTM) as a real-time browser plugin
for Arabic news credibility assessment. During
browsing, the extension extracts the article text
and sends it to a backend analysis endpoint,

Deployment as a Browser Plugin



which applies the same preprocessing and infer-
ence pipeline used in our experiments and returns
a predicted label with an associated confidence
score. To improve transparency, we additionally
provide token-level rationales by highlighting influ-
ential spans in the article, computed using Inte-
grated Gradients and refined with a deletion test
that retains only spans whose removal produces a
measurable confidence drop.
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Figure 6: Screenshot of the deployed browser plu-
gin. The BiLSTM model predicts the credibility la-
bel and returns a confidence score for the visited
Arabic news content.

6. Limitations and Future Work

The strong scores reported in Table 1 should be
interpreted with caution. Because the dataset is
focused on conflict-related Arabic news, class sep-
arability may be partly supported by strong lexi-
cal, semantic, and stylistic regularities within this
domain. Although exact duplicate entries were
removed during preprocessing, near-duplicate or
lightly rewritten content may still remain, especially
when similar narratives circulate across multiple
channels. In addition, our source-based labeling
strategy may introduce bias, since real news in-
stances were primarily collected from established
news outlets, whereas part of the fake news class
originated from benchmark misinformation data
and selected social media posts. As a result,
some of the predictive signal may reflect source-
related or topic-specific regularities in addition to
misinformation-specific cues. These factors do
not invalidate the reported results, but they sug-
gest that future work should consider stricter dedu-
plication, source-balanced sampling, and broader
cross-domain evaluation.

A second limitation concerns the scope of the pro-
posed pipeline, which is developed and evaluated
primarily for Arabic news text. Extending the ap-
proach to multilingual settings would require addi-
tional language-specific preprocessing, resources,
and evaluation across more diverse benchmarks.
Third, although our data target conflict-related
news, the deployed browser plugin is currently op-
timized for relatively clean article pages. Its per-

56

formance may degrade on social media content,
where text is shorter, more conversational, noisier,
and often mixed with screenshots, images, or em-
bedded videos.

In addition, the system produces a model-based
credibility label and confidence score, which
should not be interpreted as definitive factual ver-
ification. This is particularly important in cases
where misinformation is subtle, partially true, or
dependent on external context. A useful ex-
tension would therefore be to integrate retrieval-
augmented components that gather related cover-
age from trusted sources and present supporting
evidence alongside predictions.

Finally, although the framework incorporates in-
terpretable linguistic cues such as exaggerated
or sensational expressions, these cues are not
exhaustive and may evolve over time, especially
in rapidly changing conflict discourse. Continu-
ous lexicon updates, monitoring of domain shift,
and periodic re-evaluation on newly collected data
would be necessary to preserve reliability.

7. Conclusion

This paper addresses credibility assessment for
Arabic conflict-related news, a setting where ma-
nipulated discourse and emotionally charged fram-
ing can distort public understanding and the
preservation of Palestine/Israel narratives as lan-
guage resources. We proposed an interpretable
hybrid pipeline that combines contextual seman-
tics from AraBERT embeddings with complemen-
tary signals: (i) an Extravagant Word Mem-
bership Function (EWMF) that quantifies sensa-
tional and clickbait oriented cues via fuzzy scor-
ing, and (ii) a CNN-based extractor that cap-
tures local n-gram patterns. Across a unified
evaluation protocol on Palestine/Israel war related
Arabic news, deep sequence models achieved
the strongest results, with BiLSTM performing
best (Accuracy/F1 = 0.9867, Recall = 0.9912),
while AraBERT remained highly competitive (Accu-
racy/F1 = 0.9838). Conventional machine learning
baselines were strong but consistently below the
top recurrent models, and general purpose LLM
baselines lagged substantially, suggesting that do-
main aligned representations and supervised train-
ing are crucial for reliable classification in this sen-
sitive context. To demonstrate practical utility be-
yond offline experiments, we operationalized the
best performing model as a browser plugin that out-
puts a real/fake prediction with a confidence score
during browsing. Limitations include restricted lan-
guage and domain coverage, limited validation on
social media discourse, and the absence of evi-
dence verification.

Future work should study multilingual generaliza-



tion and robustness on social media discourse,
incorporate retrieval-augmented evidence to sup-
port model predictions, and address temporal do-
main shift via continuous lexicon maintenance and
regular re-training/evaluation on newly collected
data.

7.1. Ethics and Compliance:

We limit collection to publicly available content,
honor platform and site policies, and remove items
upon request. For X/Twitter, we follow the devel-
oper policy on redistribution. For news sites, we
use feeds, public datasets, or permissions and re-
spect Terms of Service.
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A. Data

A.1. Detailed Preprocessing Steps

The preprocessing pipeline applied to the collected
corpus consisted of the following steps:

1. Removal of duplicate and incomplete entries.

2. Retention of Arabic texts only through lan-

guage and script filtering.

Removal of web-specific artifacts, including
URLs, user mentions, and hashtags.

Removal of non-Arabic and non-linguistic
characters.

Diacritic removal and whitespace normaliza-
tion.

Arabic character normalization to reduce or-
thographic variation.

Removal of very short texts with limited linguis-
tic content.

A.2. Data availability

The dataset anonymously avail-
able at: https://huggingface.
co/datasets/Anonymous—-123-de/
credibility—-assessment

is

B. Experimental Configuration

B.1. General Settings

Value

80/20, stratified
5-fold StratifiedKFold
42

StandardScaler

Setting
Train/test split
Cross-validation
Random state
Feature scaling

Table 2: General experimental settings.

B.2. AraBERT Settings

Parameter Value

Pretrained aubmindlab/bert-base—arabertv02
model
Maximum
sequence
length
Batch size 8

128

Table 3: AraBERT feature extraction settings.
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B.3. CNN Settings

Parameter Value
Embedding dimension 128

Filter sizes 3,4,5

Number of filters 100 per filter size
Dropout 0.3

Maximum sequence length 256

Batch size 16

Table 4: CNN feature extractor settings.

B.4. Classical Machine Learning

Settings
Model Configuration
Logistic Regression max_iter=2000
Random Forest n_estimators=100
KNN n_neighbors=5
Decision Tree default settings
Gaussian Naive Bayes default settings

Table 5: Classical machine learning model set-
tings.

B.5. Neural Model Settings

Parameter Value

Models RNN, LSTM, BiLSTM, GRU
Number of layers 2

Dropout 0.3

Optimizer Adam

Learning rate 0.001

Weight decay 1075

Loss function CrossEntropylLoss
Maximum epochs 50

Early stopping patience 5

Table 6: Neural model training settings.

B.6. Notebook availability

The implementation is anony-
mously available at: https://
github.com/Annonymous975-del/
Credibility—-Assessment

C. Plugin Code availibitlity

https://github.com/Sanaa%99-ab/
—fake—-news—-detection—-plugin
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