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Abstract

Removing explicit protected health information does not fully eliminate re-identification risk in clinical text. Contextual
attributes such as socio-economic status, institutional affiliations or detailed life circumstances may still enable
linkage attacks. These heterogeneous and often sparsely distributed elements are referred to as Indirect Personal
Identifiers, i.e., textual elements that are not always identiyfing in isolation but may enable re-identification when
combined with external knowledge. They extend de-identification beyond fixed identifier lists and pose new modeling
challenges. Therefore, we present a systematic comparison of encoder-only models, prompt-based LLMs and hybrid
pipelines for span-level IPI detection in English discharge summaries. A fine-tuned RoBERTa-large model improves
on an existing baseline and substantially outperforms ChatGPT-5.2, achieving 0.906 micro-F1 and 0.724 macro-F1,
compared to 0.509 micro-F1 and 0.487 macro-F1. Our findings indicate that IPI detection constitutes a distinct
modeling regime characterized by class imbalance and high intra-class variability, where scaling model capacity
alone does not guarantee macro-level robustness. We show that supervised encoder models currently provide the
most reliable foundation for extending anonymization guarantees and future research.
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1. Introduction

Clinical natural language processing (NLP) de-
pends on access to large collections of medical
documents such as discharge summaries. These
texts contain rich diagnostic and procedural detail,
which makes them invaluable for research, but they
also include information that may enable patient re-
identification. Reliable privacy protection is there-
fore a prerequisite for responsible data sharing and
reproducible clinical NLP.

Traditionally, privacy in clinical text has been
achieved through de-identification, i.e., the de-
tection and removal of explicitly defined personal
health information (PHI) such as names, addresses,
and dates, following regulatory frameworks like
HIPAA1. However, the absence of explicit identifiers
does not always eliminate re-identification risk. Re-
search on indirect identifiers showed that combina-
tions of seemingly benign demographic attributes
can uniquely identify large portions of the popula-
tion (Sweeney, 2002). Similar concerns arise in
clinical free text. Even after removal of direct PHI,
residual contextual traits such as occupation, fam-
ily structure, or living situation may narrow the set
of possible individuals (Feder et al., 2020). These

*These authors contributed equally.
1https://www.hhs.gov/hipaa/

Discharge Summary ID: [REDACTED]

Patient: [NAME] MRN: [ID-NUMBER]

42yo Lead Architect from [ZIP CODE] .

Admitted [DATE] for crush injuries following a

commercial crane collapse at the downtown site .

Patient is a local marathon runner with a history

of Langerhans Cell Histiocytosis ...

COMBINED INDIRECT IDENTIFIERS

Adversary’s Search Query:

‘‘42yo’’ + ‘‘architect’’ + ‘‘crane

collaps’’ + ‘‘marathon runner’’

Public Evidence

News: “Local Architect Jonathan B. injured in
crane accident.”

X: “So sad to hear about Jonathan. He’s a pillar of
our running club and a brilliant architect. Get well
soon!”

Linkage Attack
(e.g., search engine)

Direct ID (High Risk) Indirect ID (Combinatorial Risk)

Figure 1: Illustration of re-identification risk through
indirect identifier linkage in an artificial MIMIC-style
document with already redacted PHI.

markers are rarely identifying in isolation, but may
become identifying when combined with external
knowledge or contextual inference.

This broader, risk-oriented understanding of pri-

https://www.hhs.gov/hipaa/


92

vacy is framed in regulations such as the GDPR,
which emphasizes “acceptable re-identification risk”
rather than fixed identifier lists 2. Building on this
perspective, Baroud et al. (2025) introduced an-
notation guidelines for Indirect Personal Identifiers
(IPIs), which are textual spans that may contribute
to re-identification despite not being explicit PHI.
Compared to PHI, IPIs are heterogeneous, often
infrequent and exhibit substantial lexical and se-
mantic variability. Examples include detailed body
descriptions, socio-economic circumstances or ref-
erences to specific institutions (Figure 1).

Extending de-identification to include IPIs offers
therefore stronger anonymization guarantees, yet
also introduces new modeling challenges. While
LLMs have demonstrated strong performance on
several clinical information extraction tasks (Erez
et al., 2025; Hu et al., 2026), prior comparative
studies report that fine-tuned encoder models are
competitive in supervised span-level extraction
and clinical de-identification, often outperforming
zero-shot LLM approaches (Kocaman et al., 2023;
Diaz Ochoa et al., 2025). It is therefore an open
question how these performance trends generalize
to IPI detection. Hence, in this work, we systemati-
cally evaluate encoder-based models, LLM-based
approaches and hybrid pipelines for span-level IPI
detection in English clinical discharge summaries.
We answer the following question:

RQ1: Which modeling paradigm yields robust and
high-recall IPI detection suitable for privacy-
preserving anonymization pipelines?

Our contributions are threefold: First, we provide a
systematic comparison of fine-tuned encoders and
frontier LLM-based approaches for span-level IPI
detection. Second, we establish a strong encoder
baseline, improving upon the best results reported
in Baroud et al. (2025). Third, we show that IPI
detection constitutes a distinct modeling regime
characterized by severe class imbalance and high
intra-class variability, where scaling model capacity
alone does not ensure macro-level robustness.

2. Related work

Prior work relevant to this study spans between
privacy-preserving text processing and compara-
tive analyses of encoder-based and LLM-based
model approaches in clinical NLP.

De-identification and Privacy of Clinical Text
Large-scale clinical corpora such as MIMIC-III
(Johnson et al., 2016) and MIMIC-IV (Johnson
et al., 2024) provide central datasets for public de-
identified electronic health records. Building on

2https://tinyurl.com/eu-lex-32016R0679

these resources, annotation efforts such as i2b2
(Stubbs and Uzuner, 2015) enabled supervised
approaches for PHI detection in clinical text. In ad-
dition, prior work has addressed de-identification
from a data governance and publication perspec-
tive, proposing minimum standards for preparing
clinical datasets prior to sharing or journal publica-
tion (Hrynaszkiewicz et al., 2010).

Privacy research has advanced risk-based
anonymization frameworks that account for adver-
sarial re-identification through auxiliary information
(El Emam and Arbuckle, 2013). Earlier work on in-
direct identifiers, mainly in structured data, demon-
strated that combinations of seemingly benign at-
tributes can enable re-identification, even when
explicit identifiers are removed (Sweeney, 2002).
Subsequent work focused on formalizing such in-
direct information beyond well-defined PHI cate-
gories that may carry re-identification risk in clinical
text data (Feder et al., 2020; Baroud et al., 2025).

Encoder-only vs. LLM comparison in clini-
cal text Recent studies compare encoder-based
models and LLMs for clinical information extraction
(IE). Instruction-tuned LLMs have shown strong
performance in structured extraction tasks, some-
times outperforming fine-tuned BERT models (Erez
et al., 2025; Hu et al., 2026). However, results ap-
pear to be task-dependent, at higher computational
cost, and fine-tuned encoder models remain com-
petitive in specific NER settings (Kocaman et al.,
2023; Diaz Ochoa et al., 2025). IPI are semantically
heavily diverse, i.e., in discharge summaries, they
may range from lifestyle behaviors (e.g, long-term
smoker), family context (e.g., widowed) to hospital
references. It therefore remains an open empirical
question whether performance trends observed for
clinical IE tasks generalize to IPI detection.

3. Data and Methods

We use the annotations introduced by Baroud et al.
(2025), which define IPIs as span-level textual ele-
ments that may contribute to re-identification risk
despite not being explicit identifiers. The annota-
tion schema consists of nine categories with dif-
ferent types of potentially sensitive information:
BODY_DESC, SOCIO, DETAILS, DIRECT_ID,
FAMILY, HEALTH_FCLT, RELATIVE_TIME, LFSTL
and OTHER. These labels cover a wide range of
attributes, including physical appearance, socio-
econonomic and demographic characteristics, in-
stitutional references, temporal expressions and
lifestyle factors that may reveal identifying informa-
tion when combined. For example, in Figure 1,
individual mentions such as a patient’s occupation
(e.g., lead architect), details about a specific event
(e.g., commercial crane collapse), or lifestyle traits

https://tinyurl.com/eu-lex-32016R0679
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(e.g., local marathon runner) can form a distinc-
tive combination that enables re-identification when
linked with external sources, while direct identifiers
are redacted.

The dataset consists of 100 de-identified dis-
charge summaries from MIMIC-III (Johnson et al.,
2016). Annotations are performed at span-level to
preserve clinically relevant information, while isolat-
ing potentially identifying information and avoiding
the removal of entire sentences. The corpus con-
tains 6199 annotated spans with an inter-annotator
agreement of 0.87. The label distribution is imbal-
anced: the majority of annotations represent infor-
mation about relative time or health facilities and
personnel, while other information, such as events
or socio-economic and criminal history occur rarely.

Methodically, we evaluate three classes of ap-
proaches for IPI detection: encoder-based mod-
els, LLM-based methods and hybrid pipelines com-
bining both. Even comparatively structured labels
such as RELATIVE_TIME exhibited substantial vari-
ation in expression. We therefore focus on learning-
based approaches that better capture contextual
variability. Performance is measured using relaxed
span-level precision, recall and F1-score following
the evaluation protocol from Baroud et al. (2025).
Further, to ensure comparability across models, all
input documents are processed to chunks of up to
512 tokens to address the context window limita-
tions of encoders.

Encoder-based detection As an encoder-based
baseline, we fine-tune transformer models for span-
level IPI classification. After preliminary testing,
we found that RoBERTa-large (Liu et al., 2019)
achieved the strongest and most stable fine-tuning
performance. In particular, domain-specific en-
coders such as BioBERT (Lee et al., 2019) and
ClinicalBERT (Huang et al., 2019), as well as a
more recent ModernBERT (Warner et al., 2024),
did not provide gains in macro-level performance
against other models for IPI categories. We hy-
pothesize that this reflects the domain agnostic
complexity of IPI, i.e., semantically diverse classes
rather than strict clinical jargon, which limits the
benefit of domain-specific pretraining. We there-
fore adopt RoBERTa-large as the encoder in all
encoder-only and hybrid experiments.

LLM-based detection For LLM-based IPI detec-
tion, we use both open- and closed-source state-
of-the-art models, DeepSeek-V3.2 and ChatGPT-
5.2 (OpenAI, 2025; DeepSeek AI, 2025) (via Mi-
crosoft Azure). We evaluate two configurations:
(i) a single-stage few-shot prompting setup (LLM-
Fewshot) that directly extracts and labels IPI spans,
and (ii) a two-stage LLM pipeline in which the model
first proposes candidate spans and then assigns

Label Span Recall Covered / Total
BODY_DESC 0.931 27 / 29
SOCIO 0.857 12 / 14
DETAILS 0.633 19 / 30
DIRECT_ID 0.500 2 / 4
FAMILY 0.764 55 / 72
HEALTH_FCLT 0.712 257 / 361
RELATIVE_TIME 0.636 638 / 1003
LFSTL 0.800 28 / 35
OTHER 0.857 6 / 7
Overall Micro 0.671 –
Overall Macro 0.743 –

Table 1: Recall of the LLM-based filtering stage via
ChatGPT-5.2.

IPI labels in a separate step. The two-stage de-
sign aims to test whether decoupling span detec-
tion and label assignment may improve reliabil-
ity for minority classes. In particular, separating
candidate generation from classification allows the
model to first leverage high-recall span extraction
before label assignments. We additionally con-
ducted exploratory parameter-efficient fine-tuning
experiments (QLoRA) with Qwen-14B. However,
these did not result in consistent performance im-
provements over few-shot prompting frontier LLMs.

LLM-based filtering We additionally evaluate an
LLM-based filtering stage that identifies candidate
spans prior to downstream classification. Filtering
is done at sentence level for all IPI categories.

Hybrid pipeline Inspired by recent work on de-
composing NER pipelines (Chen et al., 2024), in
the hybrid setup, candidate spans proposed by
the LLM-based filtering stage are passed to a fine-
tuned RoBERTa-large encoder for final classifica-
tion. This pipeline combines the contextual knowl-
edge of LLM-based candidate generation with the
efficiency of encoder-based classification.

4. Results and Discussion

Table 2 summarizes performance across model-
ing paradigms and addresses RQ1. The encoder-
only model achieves the strongest overall results
(micro-F1 0.90; macro-F1 0.72), clearly outperform-
ing both LLM-based and hybrid configurations. This
extends the findings of Baroud et al. (2025), who re-
port a BERT-base baseline (micro-F1 0.78; macro-
F1 0.50) and similarly observe weaker performance
for LLM-based approaches. While their study pro-
vides initial results of LLMs for IPI detection, our
results show that even more recent and larger mod-
els continue to exhibit lower precision and recall
on this task. All LLM-based approaches in our
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LLM-Few (DS) LLM-Few (GPT) LLM-Pipeline (GPT) Encoder-only Hybrid (GPT/BERT)
P R F1 P R F1 P R F1 P R F1 P R F1

Overall Performance
Micro Avg. 0.509 0.302 0.379 0.459 0.572 0.509 0.443 0.601 0.510 0.859 0.958 0.906 0.885 0.531 0.664
Macro Avg. 0.464 0.463 0.380 0.485 0.616 0.487 0.446 0.684 0.484 0.660 0.824 0.724 0.791 0.523 0.606
Per-label Performance
BODY_DESC 0.254 0.552 0.348 0.253 0.828 0.387 0.343 0.828 0.485 0.759 0.759 0.759 0.824 0.483 0.609
SOCIO 0.647 0.786 0.710 0.524 0.786 0.629 0.520 0.929 0.667 0.813 0.929 0.867 0.909 0.714 0.800
DETAILS 0.188 0.433 0.263 0.382 0.433 0.406 0.302 0.533 0.386 0.291 0.533 0.377 0.750 0.100 0.177
DIRECT_ID 0.010 0.500 0.019 0.001 0.250 0.003 0.002 0.500 0.005 0.300 0.750 0.429 0.400 0.500 0.444
FAMILY 0.862 0.347 0.495 0.913 0.583 0.712 0.814 0.667 0.733 0.793 0.958 0.868 0.860 0.681 0.760
H_FCLT 0.541 0.493 0.516 0.582 0.629 0.605 0.541 0.601 0.570 0.854 0.953 0.901 0.858 0.587 0.697
REL_TIME 0.807 0.146 0.247 0.899 0.437 0.588 0.832 0.470 0.600 0.897 0.967 0.931 0.896 0.497 0.639
LFSTL 0.412 0.200 0.269 0.473 0.743 0.578 0.458 0.771 0.575 0.682 0.857 0.760 0.625 0.571 0.597
OTHER 0.455 0.714 0.556 0.333 0.857 0.480 0.207 0.857 0.333 0.556 0.714 0.625 1.000 0.571 0.727

Table 2: Comparison of LLM-based and encoder-based approaches for IPI detection. Best F1 per row is
shown in bold, worst F1 is underlined. Hybrid combines ChatGPT-based filtering with BERT classification.
We report Precision (P), Recall (R) and F1-scores.

experiments show substantially lower macro perfor-
mance, indicating instability across IPI categories.
While few-shot prompting achieves competitive re-
call in several cases, precision remains consistently
low. The hybrid pipeline improves precision relative
to LLM-only setups, but remains constrained by the
recall bottleneck of the LLM filtering stage (Table 1),
preventing it from surpassing the encoder baseline.

LLMs as unreliable detectors Across LLM-
only configurations, we observe a recurring high-
recall/low-precision pattern, particularly for rare
IPI categories such as DETAILS or DIRECT_ID.
Prompted LLMs frequently overgenerate candidate
spans when a text span weakly suggests personal
relevance, leading to false positives. This behavior
negatively impacts macro-level robustness, given
the label imbalance of the data. Notably, the two-
stage LLM-Pipeline setup improves precision rel-
ative to few-shot prompting, suggesting that de-
composing detection into candidate proposal and
relabeling reduces false positives. Nevertheless,
performance variability across minority categories
persists and overall macro-F1 remains below the
encoder-only model.

Encoder robustness under label imbalance In
contrast, the fine-tuned RoBERTa-large model
demonstrates more stable performance across
both frequent and minority categories. High F1-
scores for RELATIVE_TIME and HEALTH_FCLT,
combined with comparatively consistent behavior
on less frequent labels, suggest that supervised
fine-tuning enables the encoder to learn annotation-
aligned decision boundaries even under skewed
class distributions. Rather than relying on broad
semantic coverage, the encoder appears to benefit
from task-specific boundary learning grounded in

the annotation guidelines.

Hybrid pipelines: complementary but limited
gains The hybrid configuration occupies an in-
termediate position. While LLM-based prefiltering
improves precision compared to few-shot prompt-
ing, it does not outperform the encoder-only base-
line. Gains are most visible for categories such as
FAMILY and LFSTL, where LLM candidate genera-
tion appears beneficial. However, the recall bottle-
neck of the filtering (Table 1) stage limits improve-
ments for rare categories such as DETAILS and
DIRECT_ID, reducing the overall macro-level.

Error analysis Qualitative inspection of model
errors aligns with these quantitative trends. LLM-
based approaches frequently overgenerate spans
when textual cues imply personal relevance, re-
sulting in false positives. For example, descrip-
tive statements about treatment circumstances or
generic life events are often labeled as IPI despite
lacking meaningful identification risk. Encoder-only
errors, in contrast, more often show confusion be-
tween semantically adjacent categories rather than
missed detections. Mentions of healthcare organi-
zations (e.g., “All Care VNA of Greater [Location]”)
are occasionally misclassified as DIRECT_ID in-
stead of HEALTH_FCLT, indicating boundary am-
biguity between institutional and direct identifiers.
From a privacy perspective, such category confu-
sions are less critical than false negatives, since the
information is still identified and can be addressed
during downstream generalization.

Implications for IPI modeling Taken together,
these findings suggest that the performance advan-
tages of LLMs reported for other clinical extraction
tasks do not directly transfer to IPI detection. IPI
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categories are heterogeneous and often sparsely
represented, making stable calibration under lim-
ited supervision crucial. In this setting, increased
model capacity alone does not guarantee improved
robustness or better macro-F1 performance.

Importantly, indirect personal identifiers should
not remain identifiable in published text, but sim-
ple deletion is often not an appropriate solution. In
the given dataset, annotated IPI spans account for
11.85% of all tokens across 100 discharge sum-
maries. Removing all detected IPI would therefore
substantially degrade document informativeness.
Instead, IPI handling is better framed as controlled
generalization rather than deletion, where sensitive
details are rewritten into broader (sub)group-level
descriptions while preserving semantic utility.

Given that IPI detection performance is already
robust for major categories, future work should fo-
cus on developing reliable generalization strategies
on top of these models. Promising approaches in-
clude category-specific rule-based generalization,
prompt-based LLM rewriting approaches and differ-
entially private rewriting methods that balance pri-
vacy guarantees and semantic accuracy (Meisen-
bacher and Matthes, 2024). Furthermore, the con-
sistent weaknesses observed for minority IPI cat-
egories across all models highlight the need for
structured and reliable synthetic data generation to
improve the coverage for underrepresented classes
(Vakili et al., 2025; Shimizu et al., 2025; Kweon
et al., 2024).

5. Conclusion

In summary, our results reinforce the assumption
that IPI constitute a distinct and challenging task
for mitigating privacy risks. While LLMs offer strong
general-reasoning capabilities, our experiments
show that fine-tuned encoder-based models remain
more reliable in the IPI task setting. These findings
highlight the importance of careful model calibration
and motivate future work that moves beyond detec-
tion toward principled rewriting and synthetic data
generation strategies for personal indirect identi-
fiers.

Limitations

Our experiments are conducted on a single dataset
derived from discharge summaries, following the
annotation scheme introduced by Baroud et al.
(2025). While this dataset provides a realistic and
challenging benchmark for IPI detection, the find-
ings may not fully generalize to other clinical docu-
ment types.

Additionally, our evaluation focuses on structured
span-level detection, requiring models to return ex-
act substrings in a predefined JSON format. Large

language models may be disadvantaged in this set-
ting, as their strengths lie in generative reasoning
rather than precise boundary extraction and struc-
tured output compliance. It is therefore possible
that LLMs would perform more competitively in al-
ternative formulations of the task, such as direct
privacy-preserving rewriting or controlled general-
ization of IPI content.

Ethics Statement

The dataset used in this work is available after
conducting an appropriate training and already de-
identified. We do not attempt to re-identify individu-
als and solely focus on identifying residual informa-
tion that may contribute to re-identification risk.

Additionally, methods for detecting IPIs could po-
tentially be misused to facilitate re-identification.
However, our work is explicitly designed for risk
mitigation and improving privacy-preserving data
sharing. We do not release tools or resources in-
tended for adversarial use.
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A. Data Statistics and Visualization

To investigate whether IPI categories possess
distinct semantic patterns, we project their
BERT-based sentence embeddings3 into a lower-
dimensional space (see Figure 2). Our analysis
reveals that IPI categories do not form well-defined,
linearly separable clusters but exhibit significant
semantic overlap. Even frequent labels show high
intra-class variance, while rare categories are often
subsumed within broader semantic regions. This
suggests that IPIs are not characterized by static
lexical patterns but are defined through contextual
nuances. The combination of strong class imbal-
ance and highly diverse surface realizations reflects
the complex narrative structure of discharge sum-
maries. Consequently, IPI detection serves as a
rigorous test for evaluating model performance in
realistic IE settings, as it requires distinguishing se-
mantically diverse spans under limited supervision.

Statistic Value
Documents 100
Total tokens 144529
Covered tokens (IPI) 17124
Coverage (%) 11.85

Table 3: Corpus statistics and token-level coverage
of indirect personal identifier (IPI) spans.

B. Prompt Templates and Additional
Modelling Details

We note model results on the LLM pipeline and
Hybrid setup with DeepSeek-V3.2 as the LLM com-
ponent (Table 4), including the recall of LLM-based
filtering stage (Table 5).

For reproducibility, decoding parameters are
fixed with temperature set to 0 and top_p (nu-
cleus sampling) set to 1.0. Here, top_p restricts
token selection to the smallest set of tokens whose
cumulative probability exceeds a threshold. All
models in our work are evaluated on the same
train/development/test split (60/15/25) as intro-
duced by Baroud et al. (2025).
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Figure 2: t-SNE projection of cosine similarity between annotated spans using BERT-based sentence
embeddings.

Figure 3: Token-level coverage of indirect personal identifier spans in the given dataset.
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LLM-Pipeline (DS) Hybrid (DS/BERT)
P R F1 P R F1

Overall Performance
Micro Avg. 0.384 0.251 0.304 0.827 0.350 0.492
Macro Avg. 0.437 0.490 0.402 0.738 0.428 0.516
Per-label Performance
BODY_DESC 0.339 0.690 0.455 0.625 0.345 0.444
SOCIO 0.579 0.786 0.667 1.000 0.786 0.880
DETAILS 0.254 0.567 0.351 0.500 0.200 0.286
DIRECT_ID 0.000 0.000 0.000 0.250 0.500 0.333
FAMILY 0.739 0.472 0.576 0.808 0.583 0.677
H_FCLT 0.392 0.266 0.317 0.755 0.393 0.517
REL_TIME 0.770 0.144 0.242 0.854 0.302 0.446
LFSTL 0.531 0.486 0.508 0.846 0.314 0.458
OTHER 0.333 1.000 0.500 1.000 0.429 0.600

Table 4: Comparison of LLM-based approaches for IPI detection with DeepSeek-V3.2. Best F1 per row
is shown in bold. Hybrid combines DeepSeek-V3.2.-based filtering with BERT classification. We report
Precision (P), Recall (R) and F1-scores.

Label Span Recall Covered / Total
BODY_DESC 0.724 21 / 29
SOCIO 0.857 12 / 14
DETAILS 0.633 19 / 30
DIRECT_ID 0.750 3 / 4
FAMILY 0.708 51 / 72
HEALTH_FCLT 0.601 217 / 361
RELATIVE_TIME 0.446 447 / 1003
LFSTL 0.771 27 / 35
OTHER 1.000 7 / 7
Overall Micro 0.517 –
Overall Macro 0.721 –

Table 5: Recall of the LLM-based filtering stage via DeepSeek-V3.2.
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Few-Shot LLM Detection Prompt Template

System Message

You are an expert annotator of indirect personal identifiers (IPI) in clinical text. Your task is to detect
span-level IPI instances for the following labels: <IPI_LABELS>.

Return only valid JSON in the following format:
{

"spans": [
{"text": "exact substring from input", "label": "LABEL"}

]
}

Rules:
• Each span must be an exact substring copied verbatim from TEXT.
• The label must be one of <IPI_LABELS>.
• Prefer minimal spans covering the identifying content.
• If no IPI is present, return: "spans": [].

Annotation guidelines: (full label definitions from (Baroud et al., 2025) included verbatim in the prompt).

User Message (Few-Shot + Inference)
Fewshot Examples
TEXT:
<<<
<example text>
>>>
Return JSON only.

### NOW ANNOTATE THIS TEXT

TEXT:
<<<
<input chunk (max 512 tokens)>
>>>
Return JSON only.

Figure 4: Prompt template used for the LLM-Fewshot configuration. Five randomly sampled IPI fewshot
examples from the validation set are included, and full annotation guidelines are embedded in the system
message.
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LLM-Filtering Prompt Template

System message.

You are a high-recall, permissive filter for indirect personal identifiers in clinical text.

Task: given TEXT, return snippets that could plausibly contain any of these labels: <IPI_LABELS>.

Annotation guidelines: (full label definitions from (Baroud et al., 2025) included verbatim in the prompt).

Rules:
• Return only valid JSON: {"snippets": ["..."]}.
• Each snippet must be an exact substring copied verbatim from TEXT.
• Be maximally inclusive: include a snippet if it might contain an IPI, even if unsure.
• If none, return {"snippets": []}.

User message.
TEXT:
<<<
<input chunk>
>>>
Return JSON only.

Figure 5: Prompt template used for the LLM-based filtering stage, designed to maximize recall by returning
candidate snippets for downstream classification.
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