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Preface

In recent years, Artificial Intelligence, and in particular Large Language Models (LLMs),
have moved from promising innovations to transformative forces shaping research, industry,
and society at large. This rapid integration has intensified discussions not only around
technological capabilities, but also around the governance of data, data protection, authorship,
and accountability on a global scale. As these systems become foundational infrastructures, the
legal and ethical implications of their development and deployment have become more complex
and more urgent across jurisdictions.

Against this backdrop, a joint workshop is organized at LREC 2026, bringing together two
previously distinct but highly complementary venues: the Workshop on Legal and Ethical
Issues in Human Language Technologies (LEGAL2026) and the Workshop on Computational
Approaches to Language Data Pseudonymization, Anonymization, De-identification, and Data
Privacy (CALD-pseudo 2026). By merging these two workshops, this edition explicitly fosters a
deeper integration of legal, ethical, and technical perspectives on data governance and privacy
in language technologies.

Reconciling innovation with compliance remains a challenge in an increasingly diverse
regulatory landscape. While approaches may differ in structure and enforcement, the data
protection frameworks of different world regions remain a point of vigilance for the advancement
of AI. Japan’s Act on the Protection of Personal Information (APPI), South Korea’s Personal
Information Protection Act (PIPA), Brazil’s Lei Geral de Proteção de Dados Pessoais (LGPD),
and state-level instruments in the United States such as the California Consumer Privacy Act
(CCPA) and the California Privacy Rights Act (CPRA) all reflect this trend. Similarly, countries
such as Morocco, through Law 09-08, demonstrate that the establishment of legal frameworks
governing personal data is now a widespread and shared priority, even as implementation
models and levels of maturity vary.

Within this context, questions surrounding de-identification, pseudonymization, and the
assessment of re-identification risk are no longer theoretical concerns but concrete technical
and legal challenges, particularly in sensitive domains such as clinical data. Ensuring the
accessibility of research data while protecting personal and sensitive information remains a
central challenge, requiring approaches that effectively conceal identities while preserving
usability and semantic value for downstream research tasks. The detection of indirect personal
identifiers and the behavior of embedding representations with respect to personal data further
illustrate the complexity of safeguarding privacy in modern AI systems. At the same time, new
approaches seek to leverage LLMs themselves to assess privacy sensitivity and to support
more robust evaluation of privacy-aware systems, while also accounting for potential biases
introduced through pseudonymization processes.

Beyond personal data, the rise of generative and adaptive AI systems also brings to the
forefront complex questions of intellectual property rights, liability, and transparency. Issues
of authorship, ownership, and derivative works now intersect with algorithmic generation,
challenging traditional notions of originality and rights allocation. In response, jurisdictions are
progressively enacting AI-specific legal instruments, most notably the European Union’s AI Act,
which sets harmonized rules for trustworthy and accountable AI.

The increasing use of synthetic data for AI development and fine-tuning introduces additional
opportunities, but also raises important legal and ethical questions regarding data provenance,
risk mitigation, and compliance. These developments highlight a broader shift from data
protection as a constraint toward data governance as an enabling framework for responsible
innovation. More broadly, the need to preserve utility and semantic integrity while limiting the
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exposure of identifiable entities reflects an ongoing tension between innovation and protection,
particularly in light of adversarial re-identification risks.

Held as part of the LREC 2026 Conference, this joint workshop provides a forum for
researchers, legal experts, and practitioners to explore the evolving relationship between
language technologies and regulatory frameworks worldwide. By explicitly combining the
LEGAL and CALD-pseudo communities, the workshop strengthens interdisciplinary exchange
and enables a more comprehensive discussion of pseudonymization, data protection, and
privacy-preserving technologies.

This year’s program reflects a strong focus on privacy-aware methodologies, value-preserving
data processing, and compliance-by-design approaches, including the integration of legal
requirements into user-oriented infrastructures and consent management tools.

The workshop also addresses emerging concerns around authorship attribution and intellectual
responsibility in the age of generative AI, as well as broader governance challenges related to
data sharing, contractual frameworks, and the interoperability of infrastructures. The balance
between FAIR principles and data protection requirements remains a key issue, particularly in
the context of oral and cultural archives.

A notable theme this year is the growing importance of transparency and accountability
as system-level properties. The identification of structural compliance gaps and the
operationalization of regulatory requirements highlight the need to embed legal considerations
directly into the architecture of AI systems.

Ultimately, the workshop underscores the need for a holistic and international approach that
integrates technical innovation with legal and ethical responsibility. By fostering dialogue across
disciplines and jurisdictions, it aims to contribute to the development of trustworthy, compliant,
and socially responsible language technologies in a global context.

This volume presents the proceedings of the Joint Workshop on Legal and Ethical Issues in
Human Language Technologies (LEGAL2026) and Computational Approaches to Language
Data Pseudonymization, Anonymization, De-identification, and Data Privacy (CALD-pseudo
2026), co-located with LREC 2026. We would like to express our sincere gratitude to all authors
for their valuable contributions, and to the Program Committee for their careful and dedicated
reviews. Our further thanks go to the generous support from the Swedish Research Council
through its funding to the research environment project Grandma Karl is 27 years old.

Workshop Organizers, April 2026
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Abstract
Art. 50 II of the EU Artificial Intelligence Act mandates dual transparency for AI-generated content: outputs must be
labeled in both human-understandable and machine-readable form for automated verification. This requirement,
entering into force in August 2026, collides with fundamental constraints of current generative AI systems. Using
synthetic data generation and automated fact-checking as diagnostic use cases, we show that compliance cannot be
reduced to post-hoc labeling. In fact-checking pipelines, provenance tracking is not feasible under iterative editorial
workflows and non-deterministic LLM outputs; moreover, the assistive-function exemption does not apply, as such
systems actively assign truth values rather than supporting editorial presentation. In synthetic data generation,
persistent dual-mode marking is paradoxical: watermarks surviving human inspection risk being learned as spurious
features during training, while marks suited for machine verification are fragile under standard data processing.
Across both domains, three structural gaps obstruct compliance: (a) absent cross-platform marking formats for
interleaved human-AI outputs; (b) misalignment between the regulation’s ’reliability’ criterion and probabilistic model
behavior; and (c) missing guidance for adapting disclosures to heterogeneous user expertise. Closing these gaps
requires transparency to be treated as an architectural design requirement, demanding interdisciplinary research
across legal semantics, AI engineering, and human-centered design.

Keywords: AI Act, transparency, legal compliance, data governance, synthetic data, fact-checking

1. Introduction

The proliferation of generative AI systems across
high-stakes domains such as journalism, scien-
tific research, public administration, and automated
decision-making has made the provenance and au-
thenticity of digital content a pressing governance
concern. Synthetic text, images, and structured
data can now be produced at scale, at low cost,
and with a degree of realism that makes human de-
tection increasingly unreliable (Schmitt et al., 2025;
Varanasi and Goyal, 2023). In response, the Euro-
pean Union has enacted the Artificial Intelligence
Act (AI Act), which represents a decisive shift from
ex post regulation of digital technologies toward
the ex ante governance of AI systems (Kruse and
Schöning, 2025). Unlike earlier frameworks such
as the General Data Protection Regulation (GDPR),
which targets data processing and individual rights,
the AI Act directly regulates the behavior, outputs,
and societal effects of AI systems, most directly
through Art. 50 II, which enters into force in August
2026.

Art. 50 II imposes a dual transparency require-
ment on providers of generative AI: outputs must
be labeled in a human-understandable manner
and in a machine-readable form that enables au-
tomated verification. The provision applies across
data types and deployment contexts, from text and
⋆Both authors contributed equally to this research.

images to synthetic datasets used in AI training
pipelines. Its regulatory intent is clear: restoring
epistemic trust in digital content by making AI in-
volvement permanently traceable. Its technical
specifications, however, are absent. Art. 50 II man-
dates that labeling solutions be effective, interoper-
able, robust, and reliable, while referring to water-
marks, metadata labels, and cryptographic meth-
ods as candidate approaches. None of these cri-
teria are defined operationally, and the technical
standards that would supply such definitions are
still under development (European Commission,
2025).

This paper argues that operationalizing Art. 50 II
cannot be achieved through labeling solutions ap-
pended to existing systems. Generative AI oper-
ates under constraints that are structurally at odds
with the regulation’s requirements. Probabilistic
outputs resist deterministic attribution; provenance
chains fragment when human and AI contributions
are interleaved; and the regulation’s demand for re-
liable and effective transparency provides no guid-
ance on what these properties mean for systems
whose outputs vary across identical inputs. These
are not implementation difficulties to be engineered
away. They reflect conceptual mismatches be-
tween legal specification and technical reality that
require coordinated research across disciplines.

To expose and structure these mismatches, we
analyze two technically distinct but jointly reveal-
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ing use cases. In synthetic data generation, dual-
mode marking introduces a paradox between label-
ing persistence and training data integrity: water-
marks designed to survive human inspection risk
being learned as spurious features during model
training, while marks suited for machine verification
are fragile under standard data processing oper-
ations. In automated fact-checking, RAG-based
multi-source attribution cannot be adequately rep-
resented in existing metadata schemas such as
Dublin Core or Schema.org, and iterative editorial
workflows degrade marking signals to the point
where human and AI contributions can no longer
be cleanly separated. Beyond these technical limi-
tations, the Art. 50 II assistive-function exemption
does not apply to fact-checking systems, as they
actively assign truth values and confidence judg-
ments to claims rather than merely supporting ed-
itorial presentation, a legal distinction with direct
compliance consequences. Together, these cases
expose three structural gaps that any compliance
pathway must address.

To systematically address these tensions, two
research questions are proposed that serve as the
foundation for our analysis.

RQ 1: Which requirements of Art. 50 II (human-
understandability, machine-readability, effective-
ness, interoperability, robustness, and reliability)
can be technically implemented within current AI
systems, and where do systematic, non-incidental
limitations arise?

RQ 2: How do legal concepts such as ‘under-
standability’ and ‘reliability’ diverge from their tech-
nical counterparts, explainability, quality assurance,
and output consistency, and what are the compli-
ance consequences of these divergences for prac-
titioners and regulators?

Section 2 situates Art. 50 II within the AI Act’s
regulatory architecture and examines its technical
requirements. Section 3 examines both research
questions through the lens of two high-stakes use
cases, assessing where compliance is feasible and
where it breaks down. Section 4 synthesizes the
three structural gaps and identifies preliminary com-
pliance pathways grounded in the use case anal-
ysis. Section 5 concludes by repositioning trans-
parency from a post-hoc metadata problem to an
architectural design requirement, and outlines what
a research agenda would need to deliver before
Art. 50 II takes effect.

2. Art. 50 II as Technical Requirement

Art. 50 of the AI Act establishes transparency obli-
gations for providers and deployers of certain AI
systems, sitting within Chapter IV and entering into
force on 2 August 2026. Notably, the EU Digital
Omnibus proposal (COM(2025)0836) specifically

targets Art. 50(2), proposing a six-month delay until
February 2027 for systems already on the market,
an extension driven by the same standards vac-
uum this paper analyses, and one that defers rather
than resolves the structural compliance problem.
The provision addresses four distinct scenarios: AI
systems that interact directly with natural persons
(Art. 50 I); systems that generate synthetic audio,
image, video or text content (Art. 50 II); emotion
recognition and biometric categorisation systems
(Art. 50 III); and systems that generate or manipu-
late deep fake content or text published for public
information purposes (Art. 50 IV). This paper fo-
cuses on Art. 50 II, which imposes the most tech-
nically demanding obligations and applies directly
to providers of generative AI systems, including
general-purpose AI models.

Art. 50 II requires providers of systems generat-
ing synthetic audio, image, video or text content
to ensure that outputs are marked in a machine-
readable format and detectable as artificially gen-
erated or manipulated. Crucially, the obligation
is qualified: providers must ensure their technical
solutions are effective, interoperable, robust and
reliable as far as this is technically feasible, taking
into account the specificities and limitations of vari-
ous types of content, the costs of implementation,
and the generally acknowledged state of the art as
reflected in relevant technical standards. Three ex-
emptions limit the obligation’s scope. First, it does
not apply where AI systems perform an assistive
function for standard editing. Second, it does not
apply where the system does not substantially alter
the input data or its semantics. Third, it does not ap-
ply where use is authorised by law for purposes of
detecting, preventing, investigating or prosecuting
criminal offences. The interaction between these
exemptions and the use cases examined in this
paper is non-trivial and is addressed in Section 3.

The regulation is formulated in a deliberately
technology-neutral manner: Art. 50 II names no
specific technical implementation and provides no
operational definition of the four quality criteria.
Recital 133 identifies candidate approaches, in-
cluding watermarks, metadata labels, and cryp-
tographic methods, but does not specify formats,
protocols or measurement criteria. This neutral-
ity creates a structural compliance problem. A
provider cannot determine from the regulation alone
whether a given watermarking scheme satisfies
the effectiveness criterion, what interoperability re-
quires across platforms and jurisdictions, how ro-
bustness should be measured under realistic pro-
cessing conditions, or what reliability means for
systems whose outputs are probabilistic and non-
deterministic. These are not peripheral questions:
they determine whether any specific technical im-
plementation is compliant.
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The regulation’s response to this uncertainty
is to defer to technical standards, referenced in
Art. 50 II as the intended source of operational
guidance. Art. 50 VII further provides that the AI
Office shall facilitate codes of practice to support
effective implementation, and that the Commission
may adopt implementing acts to approve or specify
common rules for these obligations. However, the
relevant harmonized standards remain under de-
velopment by international, European and national
standardization bodies, and it is unclear whether
they will be finalized before the provision enters
into force (European Commission, 2025). The stan-
dards available to date address adjacent concerns
rather than output-level transparency. ISO 42001
governs organizational AI management systems.
ISO/IEC 24028 addresses trustworthiness at the
system level. ISO/IEC 24027 provides methodolo-
gies for bias assessment. None specifies how a
label should be designed, embedded, or verified
for a given class of AI-generated output, nor how
persistence should be maintained once an output
passes through downstream processing, editing or
format conversion.

This gap between regulatory requirement and
available technical guidance is structural rather
than incidental. The dual transparency obliga-
tion, which this paper reads as requiring both a
human-understandable and a machine-readable
marking, applies across a heterogeneous class
of data types, including text, images, audio and
structured datasets, each of which presents dis-
tinct technical constraints. The absence of harmo-
nized, output-level standards leaves providers with-
out a clear compliance pathway, and the technically
feasible qualification in Art. 50 II, while pragmatic,
introduces its own ambiguity: it is unclear who de-
termines feasibility, by what standard, and at what
point in the system life-cycle. These unresolved
questions set the stage for the specific technical
breakdowns examined in the use cases that follow.

3. Use Cases Influenced by Art. 50 II

This section examines the operational challenges
of Art. 50 II through two high-stakes use cases: syn-
thetic data generation and automated fact-checking.
These cases are technically distinct but jointly de-
tecting similar issues. Each exposes a different
facet of the compliance gap identified in Section 2:
the synthetic data case reveals how the dual trans-
parency obligation conflicts with the technical re-
quirements of model development pipelines, while
the fact-checking case reveals how iterative human-
AI workflows undermine provenance tracking and
why the assistive-function exemption does not pro-
vide support. Together, they ground the three struc-
tural gaps described further in Section 4.

3.1. Synthetic Data Generation Systems

The availability of data for developing high-
performance AI systems remains a significant chal-
lenge across both academic and economic fields (Li
et al., 2021; Sambasivan et al., 2021; Malerba
and Pasquadibisceglie, 2024). Modern AI sys-
tems, particularly those employing transformer ar-
chitectures (Kaplan et al., 2020; Richter et al.,
2022; Halevy et al., 2009), necessitate substantial
datasets to attain optimal performance. Conven-
tionally, data has been obtained from the real world,
a process frequently associated with high costs
and limited availability (Buhrmester et al., 2011).
These facts suggest that the development of next-
generation AI systems is encountering a significant
impediment: insufficient data to enhance their ca-
pabilities. A potential solution to this challenge is to
augment existing datasets with synthetic data (Mu-
muni and Mumuni, 2022; Wachter et al., 2025).

As illustrated in Figure 1, the generation of syn-
thetic data encompasses various stakeholders and
a range of digital inputs and outputs, including
one or several datasets, AI modeling interfaces,
and licenses. The synthetic data itself can mani-
fest in various forms, including texts, images, and
time series. Although disparate data types are de-
rived from reality, they do not exist outside the syn-
thetic data space. Synthetic data offers a variety
of added values. Real-world data can be collected
through direct or indirect methods, both of which
are derived from reality. These datasets are of-
ten subject to real-world biases and can be ex-
pensive or time-consuming (Wachter et al., 2024;
Gebru et al., 2021). Consequently, existing feature
gaps or biases can be addressed by leveraging
synthetic data. Another potential application is the
pre-training of large AI models, in which synthetic
features are used to train fundamental features,
thereby improving performance on real datasets. A
salient question that remains unanswered is the ex-
tent to which synthetic data can completely replace
real-world data. In the context of human subjects re-
search, synthetic data often exhibits a high degree
of indistinguishability from artificial data, which falls
under Art. 50 II if generative AI is used to create
it. However, given the inherent variability of image
data, particularly in its presentation and design,
it is important to note that, e.g., synthetic image
data often contains features that are more read-
ily identifiable by an AI system than by humans.
Consequently, a discrepancy arises between syn-
thetic and real data, known as the “reality gap” or
“domain gap” . (Wachter et al., 2025; Peng et al.,
2018). The extent of this discrepancy remains a
subject of ongoing research and will be important
in determining whether synthetic data needs to be
labeled in the context of Art. 50 II.
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Figure 1: Use case diagram of a synthetic data generation system; the yellow-highlighted use case might
be relevant for fulfilling Art. 50 II. Note that, depending on the system design, some use cases may be
more or less relevant to Art. 50 II.

3.1.1. Art. 50 II Analysis and Applicability

A system for the generation of synthetic data, as il-
lustrated in Figure 1, constitutes a standard case of
Art. 50 II. Such systems overlap with the regulatory
aspects of Art. 50 IV, which refers to deepfakes.
Whether an AI system is subject to Art. 50 II or IV
depends largely on the type of data it generates. Ac-
cording to Recital 134, a deepfake is characterized
by the fact that the AI output is intended to falsely
convince the recipient that the altered output is ac-
tual reality. If synthetic generation is used merely
to substitute for the dataset creation process and
identical artificial representations of real objects
are created, this is likely to constitute a case under
Art. 50 IV. This generation process could constitute
a deepfake within the meaning of Recital 134. If,
instead, data is generated to fill gaps in a dataset
that cannot be collected because such data does
not exist in a usable form, or to expand an existing
dataset, then no deepfake is created; rather, new
content is created. Such synthetic data generation
systems are regulated under Art. 50 II. As depicted
in Figure 1, the use cases within the subsystem
data synthesis do not fall under Art. 50 II. However,
within the subsystem synthetic dataset generation,
three use cases “label & annotate data” clean &
normalize” , and “define dataset requirements” ,
constitute a standard case of Art. 50 II, since the
dataset output must be labeled in a way that is both
machine-readable and accessible to humans, e.g.,
using the watermarks mentioned in Recital 133.
However, if synthetic datasets are used to train
AI systems, the machine-readability of watermarks
can become an obstacle to the usability of synthetic
data for these purposes. Since in these cases the

watermark occurs very frequently, depending on
the proportion of synthetic data in the entire dataset,
there could be a risk that, due to the distribution
of the feature, the AI system treats the watermark
as a feature relevant to the training process rather
than the actual training content. This links to the
subsystem “release & life-cycle,” in which several
use cases need to comply with Art. 50 II, e.g., to
offer two versions of such synthetic data via an
application programming interface (API) so that wa-
termarks visible to an AI can be removed before
training, enabling an unbiased training of the AI
architecture. The version intended for human re-
cipients contains a human-recognizable watermark
instead (Simmons and Winograd, 2024; Bohacek
and Vilanova Echavarri, 2025; Kruse and Schön-
ing, 2024). Such watermark methods allow the
standard’s purpose to continue to be fulfilled while
the whole life-cycle and privacy governance ensure
that synthetic data generation systems are usable
and compliant with Art. 50 II.

3.1.2. Technical and Operational Challenges

Implementing Art. 50 II’s dual transparency re-
quirements for synthetic data generation systems
presents technical and operational challenges
within the subsystems “release & life-cycle” , “syn-
thetic dataset generation” , and privacy & gover-
nance” . While watermarking techniques, as ref-
erenced in Recital 133, appear to offer a straight-
forward technical solution with permanently linked
labels to the data (Militsyna, 2025; Łabuz, 2024),
their practical implementation reveals significant
complexities and will hinder the use of synthetic
datasets.
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Firstly, the fundamental tension between human-
readable labeling and machine-readability engen-
ders a technical paradox (Militsyna, 2025). Wa-
termarks designed to be discernible to humans,
e.g., subtle visual patterns or embedded text, of-
ten impede training when synthetic data is used
to train AI models. As discussed in Section 3.1.1,
watermarks have the potential to evolve into fea-
tures that AI systems learn to recognize rather than
disregard, thereby jeopardizing the integrity of the
training data. Jeopardizing the integrity of the train-
ing data creates a critical conflict: the regulatory re-
quirement for persistent labeling directly contradicts
the technical need for clean, unadulterated data in
model training pipelines (Wachter et al., 2025; Chen
et al., 2024; Geirhos et al., 2020). The proposed
solution of maintaining two versions of synthetic
datasets for the subsystem’s “release & life-cycle”
use cases introduces operational complexity, re-
quiring additional data management infrastructure
and potentially increasing data providers’ costs.

Secondly, contemporary watermarking technolo-
gies are deficient in terms of the robustness re-
quired for Art. 50 II’s “reliable” standard. Water-
marks are often susceptible to compromise when,
e.g., subjected to conventional image processing
operations such as compression, resizing, crop-
ping, and format conversion. These operations are
frequently employed in data pipelines (Chen et al.,
2024; Wan et al., 2022). This fragility undermines
the “persistence” requirement of Art. 50 II, as wa-
termarks may be inadvertently removed or altered
during standard data processing. Furthermore, the
efficacy of watermarking varies considerably across
different data types and content (Fernandez et al.,
2023), with complex or highly unbalanced data pos-
ing particular challenges for reliable watermark em-
bedding and detection.

Thirdly, the absence of interoperable technical
standards engenders a fragmented implementa-
tion landscape (Simmons and Winograd, 2024; Bo-
hacek and Vilanova Echavarri, 2025). Although
Recital 133 references watermarks, metadata la-
bels, and cryptographic methods, it does not pro-
vide detailed specifications regarding technical for-
mats or protocols. This will result in a prolifera-
tion of proprietary watermarking solutions that lack
cross-platform compatibility. This is why the use
cases “label & annotate data” clean & normalize”
, and “define dataset requirements” also need to
consider Art. 50 II. To illustrate, a watermark em-
bedded using one provider’s technology may not be
detectable by another provider’s verification system,
thereby violating the “interoperable” requirement of
Art. 50. This fragmentation engenders substantial
impediments for organizations that must integrate
synthetic data from multiple sources or utilize data
across disparate AI systems.

Fourthly, the scope ambiguity of Art. 50 II exac-
erbates these technical challenges. The regulatory
framework lacks clarity on the necessity of labeling
synthetic data used for AI training in a manner con-
sistent with synthetic data distributed to end users.
This ambiguity creates operational uncertainty for
the system compliance office, which must decide
when a watermark is human-recognizable under AI
Act Art. 50 and the Accessibility Act. The absence
of regulatory guidance on this distinction compels
organizations to make potentially costly implemen-
tation decisions without clear legal direction.

The tension between regulatory requirements
and practical AI system development presents a
significant operational challenge. Data scientists
and AI engineers generally prioritize data quality
and model performance over compliance consid-
erations (Rakova et al., 2021; Varanasi and Goyal,
2023; Sambasivan et al., 2021). The implemen-
tation and maintenance of dual labeling systems
within the “release & life-cycle” subsystem may be
a bottleneck to innovation rather than a necessary
compliance measure.

The aforementioned challenges collectively
demonstrate that Art. 50 II’s transparency require-
ments cannot be met by simple technical add-ons
to existing data-generation pipelines. Instead, a
fundamental rethinking of the generation, labeling,
and management of synthetic data throughout its
life-cycle is necessary.

3.2. Fact-Checking Systems
Fact-checking systems constitute a paradigmatic
application domain in which the transparency obli-
gations of Art. 50 II intersect with highly complex
technical and editorial workflows. Contemporary
automated systems (Guo et al., 2022) increas-
ingly rely on large language models (LLMs) em-
bedded in multi-stage pipelines that typically com-
prise claim detection (Hassan et al., 2017), evi-
dence retrieval (Sahitaj et al., 2025), veracity as-
sessment, and the retrieval-augmented generation
(RAG) (Lewis et al., 2020) of textual justifications
or summaries. These pipelines connect content
platforms, the actors who use the system’s outputs,
like journalists or moderators, and the organiza-
tions that deploy it, such as newsrooms, turning
verified claims into reports that can determine mod-
eration or editorial decisions (Schlichtkrull et al.,
2023). When LLMs are used in automated fact-
checking pipelines, it is often difficult to understand
why the system reached a specific verdict. Ex-
planations can end up sounding like after-the-fact
analyses rather than justifying the actual reason-
ing behind claim-verification decisions (Tan et al.,
2025). User studies also suggest that explanations
may improve perceived clarity without reliably im-
proving AI-assisted human decision quality, and
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Figure 2: Use case diagram of an AI-driven fact-checking system; the yellow-highlighted use case might
be relevant for fulfilling Art. 50 II. Note that, depending on the system design, some use cases may be
more or less relevant to Art. 50 II.

can even increase overconfidence (Schmitt et al.,
2025), indicating that transparency mechanisms
can actively undermine their own regulatory pur-
pose if poorly designed

3.2.1. Art. 50 II Analysis and Applicability

As illustrated in Fig. 2, fact-checking systems fall
within the scope of Art. 50 II whenever they gener-
ate textual justifications for veracity assessments,
synthesize evidence from multiple sources, or dis-
seminate AI-generated evaluations on matters of
public interest. The boundary between Art. 50 II
and the assistive-function exemption in Art. 50 II
sentence 3 turns on semantic transformation. The
exemption covers systems that perform standard
editing functions or do not substantially alter the
semantics of their inputs. Fact-checking systems
do neither: they actively transform user-submitted
claims by assigning truth values, confidence scores,
and evidential justifications. This constitutes a sub-
stantive semantic transformation rather than ed-
itorial assistance and therefore falls outside the
exemption’s scope. Unlike the synthetic data case,
where the Art. 50 II versus Art. 50 IV boundary de-
pends on intent and realism, the fact-checking case
involves a different boundary question: whether
the assistive-function exemption applies. The an-
swer is no, and this has direct compliance conse-
quences: providers cannot reduce their marking
obligations through the exemption and must imple-
ment full dual transparency for all pipeline outputs.

Within the use case architecture depicted in
Fig. 2, this obligation maps onto specific subsys-

tems. In the verdict generation subsystem, the use
cases generate AI verdict and explanation and ap-
ply machine-readable marking and watermarking
constitute the primary compliance locus: outputs
must be marked in a machine-readable format and
detectable as artificially generated at the point of
generation. In the release and lifecycle subsystem,
the use cases monitor usage and audit logs and
document system card and transparency report
carry secondary compliance obligations, as they
must preserve evidence of AI involvement across
the output lifecycle. However, a critical complica-
tion arises from the interleaving of human and AI
contributions. When a journalist reviews, edits, and
publishes an AI-generated verdict, the boundary be-
tween AI-generated and human-authored content
becomes impossible to demarcate cleanly. Unlike
the synthetic data case, where a dual-version API
can separate watermarked and watermark-free out-
puts for different recipients, no equivalent architec-
tural solution exists for fact-checking pipelines: the
human editorial process itself destroys the prove-
nance chain that machine-readable marking re-
quires.

Current governance standards exhibit the same
structural gap identified in Section 2 and Sec-
tion 3.1. ISO/IEC 42001:2023 addresses organi-
zational AI management rather than output-level
transparency. ISO/IEC 24027:2021 provides bias
assessment methodologies relevant to source se-
lection and ideological bias in fact-checking, but
does not mandate user-facing disclosure of those bi-
ases. IEEE P7001 proposes graded transparency
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levels that remain misaligned with Art. 50 II’s simul-
taneous human-readable and machine-readable
marking requirement. The question of risk clas-
sification adds a further compliance dimension.
The societal impact of automated fact-checking,
particularly in electoral contexts, suggests poten-
tial qualification as a high-risk system under An-
nex III, Art. 8 aa (Schmitt et al., 2024a), which
would trigger full Chapter III obligations including
conformity assessment, human oversight under
Art. 14, and technical documentation under Art. 11.
Journalist-facing tools functioning in an advisory
rather than decisive capacity may alternatively qual-
ify as limited-risk assistive systems, in which case
compliance is largely confined to Art. 50’s trans-
parency requirements. This ambiguity is not merely
theoretical: the applicable compliance pathway and
associated architectural burden differ substantially
between these two classifications, and no regula-
tory guidance or case law currently resolves the
question.

3.2.2. Technical and Operational Challenges

Implementing Art. 50 II’s dual transparency require-
ments across the verdict generation, validation, and
release and lifecycle subsystems presents four in-
terconnected challenges that parallel those in the
synthetic data case but arise from structurally dif-
ferent sources.

First, the fundamental tension between human-
readable and machine-readable marking is com-
pounded in fact-checking by the iterative nature of
editorial workflows. Text watermarking techniques
that could in principle satisfy the machine-readable
requirement are highly fragile under the editing,
paraphrasing, and summarization practices com-
mon in newsrooms (Kirchenbauer et al., 2023). A
watermark embedded in an AI-generated justifica-
tion is unlikely to survive the revisions a journalist
applies before publication. Unlike the synthetic data
case, where a dual-version solution can separate
marked and unmarked outputs at distribution time,
no equivalent separation point exists in editorial
workflows: the human review process intervenes
between AI generation and publication, and it is
precisely this intervention that destroys the mark.
The regulatory requirement for persistent marking
directly contradicts the operational reality of human-
AI collaboration in journalism.

Second, the robustness of marking is struc-
turally undermined by RAG-based multi-source
attribution. When a justification draws on multi-
ple retrieved sources, weighted by retrieval con-
fidence and filtered by a veracity classifier, no
current metadata schema provides a machine-
readable format adequate to capture that prove-
nance chain. Established schemas such as Dublin
Core or Schema.org lack the semantics for ex-

pressing confidence-weighted, multi-step attribu-
tion (Kirchenbauer et al., 2023). This is analo-
gous to the watermark fragility problem in synthetic
data pipelines, but arises from semantic complexity
rather than signal degradation: the provenance in-
formation exists but cannot be represented in any in-
teroperable, machine-readable form. The real-time
demands of breaking-news scenarios compound
this further: cryptographic marking schemes that
could support fine-grained provenance are compu-
tationally expensive and create latency trade-offs
incompatible with live editorial workflows.

Third, the absence of interoperable standards
produces the same fragmented implementation
landscape identified in the synthetic data case,
but with an additional cross-modal dimension.
No unified marking approach currently exists for
fact-checking outputs that combine text, images,
and video, despite Art. 50 II’s explicit multimodal
scope. Existing provenance frameworks, includ-
ing C2PA (C2PA Steering Committee, 2024), pro-
vide insufficient support for deeply interleaved, text-
centric outputs in which human and AI contributions
cannot be cleanly separated. A marking solution
developed for text-based verdicts will not extend to
video fact-checks without significant additional en-
gineering, and no cross-modal standard currently
fills this gap.

Fourth, the scope of Art. 50 II is ambiguous
with respect to explanation quality in ways that
have no direct parallel in the synthetic data case.
Art. 50 V requires that disclosures be provided
in a clear and distinguishable manner conforming
to applicable accessibility requirements, but pro-
vides no guidance on calibrating explanation depth
or format to different user groups. Post-hoc ex-
plainability methods such as LIME or SHAP gen-
erate technically accurate feature attributions but
are inaccessible to non-technical users including
most journalists and content moderators (Schmitt
et al., 2024b). Natural-language explanations gen-
erated by LLMs are more accessible but introduce
explanation-induced overreliance: fluent but incor-
rect rationales increase user trust without improv-
ing decision quality (Bansal et al., 2021; Schmitt
et al., 2024b). The result is a one-size-fits-all trans-
parency requirement that is likely to under-serve
both technical and non-technical user groups simul-
taneously, and whose interaction with the halluci-
nation and non-determinism properties of LLMs (Ji
et al., 2023) means that legally verifiable quality
guarantees cannot be provided under current tech-
nology.

Finally, human-AI collaboration introduces addi-
tional operational risks. Newsroom environments
characterized by time pressure are particularly sus-
ceptible to automation bias, potentially eroding in-
dependent verification practices and diffusing ac-
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countability when AI-assisted fact-checks prove in-
correct (Liu et al., 2024). Although Art. 14’s human
oversight requirements and Art. 50’s transparency
obligations are conceptually complementary, con-
crete guidance on their coordinated implementa-
tion in fact-checking contexts remains largely ab-
sent. Taken together, these four challenges demon-
strate that Art. 50 II compliance for automated
fact-checking cannot be achieved through mark-
ing solutions appended to existing pipelines. The
provenance chain that machine-readable marking
requires is broken by the editorial workflows that
human oversight demands, the semantic complex-
ity of RAG-based attribution exceeds what current
standards can represent, and the explanation re-
quirements of Art. 50 V cannot be met without user-
group-specific transparency designs that the reg-
ulation does not specify. As in the synthetic data
case, compliance must be treated as an architec-
tural requirement integrated from the outset, not a
post-hoc addition. The next section synthesizes
the structural gaps common to both cases and iden-
tifies the research directions needed to close them.

4. Structural Gaps and Research
Agenda for Art. 50 II Compliance

The use case analyses show three structural gaps
that any compliance pathway must address: the
absence of cross-platform marking formats for in-
terleaved human-AI outputs (RQ1), the misalign-
ment between the regulation’s reliability criterion
and probabilistic model behavior (RQ2), and miss-
ing guidance for adapting transparency to hetero-
geneous user expertise (RQ2).

Pathway 1: Interoperable provenance stan-
dards. No current standard can represent prove-
nance in outputs where human and AI con-
tributions are interleaved. In synthetic data
pipelines, the dual-version API approach par-
tially addresses distribution-time separation but
lacks cross-platform verification. In fact-checking
pipelines, RAG-based attribution cannot be rep-
resented in schemas such as Dublin Core or
Schema.org, and editorial workflows destroy prove-
nance chains at the point of human review. Fu-
ture work should extend frameworks such as
C2PA (C2PA Steering Committee, 2024) to inter-
leaved text-centric outputs and establish robust-
ness benchmarks for marking methods under real-
istic processing conditions.

Pathway 2: Operational feasibility criteria.
The undefined quality criteria in Art. 50 II leave
providers without a clear compliance pathway.
In synthetic data contexts, it is unclear whether
training-time watermark removal violates the relia-
bility criterion. In fact-checking contexts, no guid-
ance exists on whether marks destroyed by edi-

torial revision satisfy the regulation’s persistence
requirement. The Commission’s own Code of Prac-
tice (European Commission, 2025) drafting process
substantiates rather than resolves this gap: the first
draft explicitly acknowledges that no single active
marking technique currently meets the four quality
criteria of Art. 50(2) (European Commission, 2025),
and the second draft (March 2026) introduces flex-
ibility without supplying the operational definitions
whose absence constitutes the core of this pathway.
Future work should develop measurable criteria dif-
ferentiated by data type, deployment context, and
recipient, including the unaddressed distinction be-
tween synthetic data for human recipients and for
model training pipelines.

Pathway 3: User-group-specific transparency
designs. Art. 50 V requires clear and distinguish-
able disclosures but provides no guidance on cali-
brating explanations to different user groups. Post-
hoc methods such as LIME or SHAP are inaccessi-
ble to non-technical users, while natural-language
LLM explanations introduce explanation-induced
overreliance (Bansal et al., 2021; Schmitt et al.,
2024b). Future work should develop and vali-
date disclosure frameworks that adjust explana-
tion depth and format to the recipient’s role and
expertise, including in time-pressured editorial en-
vironments where automation bias poses particular
risks (Liu et al., 2024). These pathways are interde-
pendent: interoperable standards are a prerequisite
for machine-readable compliance, operational crite-
ria are necessary to evaluate conformity, and user-
centered designs determine whether the human-
understandable dimension of dual transparency is
achieved in practice. Together they define the min-
imum research agenda needed before Art. 50 II
enters into force in August 2026.

5. Conclusion

Using synthetic data generation and automated
fact-checking as diagnostic use cases, this paper
shows that Art. 50 II compliance cannot be reduced
to post-hoc labeling. In synthetic data pipelines,
persistent marking conflicts with model training in-
tegrity; in fact-checking workflows, human editorial
intervention destroys the provenance chains that
machine-readable marking requires, and no equiv-
alent architectural solution exists.

For RQ1, some Art. 50 II requirements are
achievable where outputs can be accompanied
by structured provenance artefacts that support
cross-system verification. Systematic limitations
arise wherever the regulation presupposes mark
persistence and robustness under realistic transfor-
mations: precisely the conditions both use cases
expose. For RQ2, legal understandability diverges
from technical explainability in that explainabil-
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ity methods target model behavior rather than in-
formed use at the point of access. Legal reliability
diverges from quality assurance in that probabilis-
tic, non-deterministic LLM outputs cannot provide
the verifiable consistency guarantees the regulation
implies.

The compliance consequence is concrete: treat-
ing fluent model-generated rationales as evidence
of reliability risks explanation-induced overreliance
and weakens the regulatory objective of Art. 50 II.
These findings support the paper’s central argu-
ment: dual transparency must be treated as an
architectural design requirement integrated across
the full AI lifecycle, not a labeling add-on. Closing
the three structural gaps identified in Section 4 re-
quires coordinated action across legal semantics,
AI engineering, and human-centered design before
Art. 50 II enters into force in August 2026.
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Abstract
The transparency principle of the General Data Protection Regulation requires data-processing information to be
clear, precise, and accessible. While Large Language Models (LLMs) show promise in this context, their probabilistic
nature raises challenges for ensuring truthfulness and comprehensibility. This paper presents an exploratory
evaluation of eight Privacy Question Answering (QA) systems – including LLMs, retrieval-augmented generation, and
alignment-based approaches – on two datasets. We propose an evaluation framework that maps both traditional
NLP and LLM-as-a-judge metrics to the legal requirements of comprehensibility and precision. Results show that no
single system consistently excels across all metrics, and that system rankings can vary depending on the choice of
metric and thresholding. We highlight open questions and emphasize the need to translate legal requirements into
technical evaluation criteria. Our work provides a foundation for a more robust evaluation of Privacy QA systems.

Keywords: Privacy QA, Data Protection Regulation, Large Language Models

1. Introduction

User privacy is a central concern when interacting
with Large Language Models (LLMs). As these sys-
tems may process personal data, ensuring trans-
parency in data processing to enable informed deci-
sions and regulatory compliance is essential. The
General Data Protection Regulation (GDPR) (Eu-
ropean Union, 2016) emphasizes the transparency
principle (Art. 5, 12) with three sub-requirements:
accessibility (everyone should be able to inform
themselves about how their data is used), com-
prehensibility (language used should be easy to
understand), and precision (data subjects should
anticipate how their data will be processed) (Article
29 Data Protection Working Party, 2018). Privacy
notices are the standard way of providing this infor-
mation, but their length and complexity often hinder
transparency. To address this, Privacy QA systems
and personalized privacy assistants have been pro-
posed (Harkous et al., 2016; Morel et al., 2025),
and recent work highlights LLMs’ potential to an-
swer privacy-related questions (Freiberger et al.,
2025; Hamid et al., 2024).

LLMs may aid compliance with the transparency
principle by providing comprehensible and precise
responses about how personal data is processed.
This interactive approach supports accessibility, as
users do not need to switch modalities or read
static privacy notices (Article 29 Data Protection
Working Party, 2018). LLM-based agents assist-
ing with privacy notices can improve comprehen-
sion and reduce time spent on privacy manage-
ment (Sun et al., 2024). However, state-of-the-art
LLM applications may provide inaccurate and hallu-

cinated answers (Hamid et al., 2024). Despite their
promise, evaluating their performance remains par-
ticularly challenging. Prior work has predominantly
relied on manual and time-consuming quality anno-
tation (Hamid et al., 2024; Freiberger et al., 2025),
making systematic benchmarking difficult. While
standard evaluation metrics have been explored in
legal NLP (Kelsall et al., 2025), a comprehensive
evaluation and comparison of LLM-based Privacy
QA systems is missing, and there is limited un-
derstanding of how existing metrics map to legal
constructs such as precision and comprehensibility.
Thus, this work presents an exploratory evaluation
aimed at improving the robustness of Privacy QA
assessment, with the main contributions summa-
rized as follows:

1. We introduce an evaluation framework that
maps 12 state-of-the-art NLP metrics to legal
constructs of precision and comprehensibility
and analyze their interrelationships (see Sec-
tion 5).

2. We conduct a comparative assessment of
eight LLM-based Privacy QA systems, in-
cluding baseline LLM, Retrieval Augmented
Generation (RAG), and alignment-based ap-
proaches, using an expert-generated dataset
of data processing questions and an evalua-
tion dataset derived from PolicyQA (Ahmad
et al., 2020) (see Section 3).

3. We present MultiRAIN, a multidimensional ex-
tension of Rewindable Auto-regressive Infer-
ence (RAIN) to jointly optimize for legal preci-
sion and comprehensibility, and benchmark its
impact within our evaluation framework (see
Section 4).
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4. We critically discuss the technical and legal im-
plications of current evaluation practices and
Privacy QA system implementations, identify-
ing major challenges and open questions to
guide future work (see Section 7).

2. Related work

2.1. Privacy QA systems
Pioneering work introduced Pribots (Harkous et al.,
2016), showing that conversational systems can re-
spond to users’ questions about personal data pro-
cessing. Since then, retrieval-based approaches
have been tested (Mysore Sathyendra et al., 2017;
Ravichander et al., 2019; Ahmad et al., 2020),
mostly using classical NLP methods rather than
LLMs. Notably, Pribots’ output was based on the
extraction of legal texts, which can hinder trans-
parency, as these texts can be difficult to under-
stand, even for experts (Martínez et al., 2023; Arti-
cle 29 Data Protection Working Party, 2018). Re-
cent approaches using LLMs and simple prompt-
ing techniques show promise, but can suffer from
incorrect or outdated information (Hamid et al.,
2024; Freiberger et al., 2025). RAG systems com-
bine LLMs with a document database (e.g., pri-
vacy notices, FAQs) to improve accuracy, yet be-
cause they are built on top of LLMs, they can still
produce hallucinations, raising transparency con-
cerns. Alignment approaches are commonly used
to mitigate the risk of hallucinations (Askell et al.,
2021; Huang et al., 2024). In this work, we eval-
uate plain LLM, RAG, and alignment-based tech-
niques. In particular, we experiment with Rewind-
able Auto-regressive Inference (RAIN), as it does
not require costly training, can be integrated into ex-
isting language models and performs comparably
to other state-of-the-art alignment methods (Li et al.,
2024b), making it an ideal candidate for addressing
legal transparency in NLP systems.

2.2. Evaluation of QA Systems
QA evaluation has evolved from traditional bench-
marks towards frameworks that cover both fac-
tual and complex reasoning tasks (e.g., Holistic
Evaluation of Language Models (HELM) (Bom-
masani et al., 2023)). Metrics range from
reference-based (e.g., BLEU (Papineni et al., 2002),
ROUGE (Lin, 2004)), to embedding-based (e.g.,
BERTScore (Zhang et al., 2019)) and reference-
free approaches (Li et al., 2024a). Recently, LLM-
as-a-judge metrics have been proposed to reduce
reliance on ground-truth annotations (e.g., RA-
GAS (Es et al., 2024), ARES (Saad-Falcon et al.,
2024)). For Privacy QA, prior work has often re-
lied on standard metrics, such as ROUGE (Sun
et al., 2024), or on human evaluation (Hamid et al.,

2024). While traditional NLP evaluation and LLM-
as-a-judge approaches were found unreliable for
court decision predictions in the legal domain (Am-
mar et al., 2024), a similar comprehensive evalua-
tion is missing for Privacy QA.

3. Evaluation Datasets

3.1. Expert-Generated Dataset
We used a dataset built with legal and linguistic
experts (Leschanowsky et al., 2025). The authors
presented experts with Alexa’s privacy notice and
FAQ pages, together with 42 questions. Both le-
gal and linguistic experts generated answers to
these questions, taking turns to ensure both legal
precision and linguistic simplicity. Questions cover
nine information types, e.g., contact information,
location, and voice recordings, and are categorized
into six data practice categories, e.g., First Party
Collection/Use, User Rights, and Choice/Control.
As the answers are expert-generated, this dataset
allows for evaluating system-generated answers
with respect to human expert-generated answers.

3.2. PolicyQA Subset
To assess generalizability, we evaluated on a Poli-
cyQA (Ahmad et al., 2020) subset. We chose Poli-
cyQA over other Privacy QA corpora as it provides
context information for each question, allowing as-
sessment reference-based metrics such as context
adherence (Ahmad et al., 2020). PolicyQA con-
sists of 115 website privacy policies from the OPP-
115 corpus, annotated by OPP-115 categories. To
limit computation time, we only use the internet-
brands.com notice from the development set of
PolicyQA, as it contained the most associated con-
texts. We extracted 47 out of the 429 questions
linked to this policy. To select a diverse subset, we
computed pairwise semantic textual similarity via
SentenceBERT (Reimers and Gurevych, 2019) and
chose the most dissimilar questions within each
category. We ensured at least two questions per
privacy practice category (except “Do Not Track”).
As PolicyQA contexts are scattered paragraphs of
the privacy notice, we reconstructed a complete no-
tice by consolidating these contexts and using the
current internetbrands.com notice as a formatting
reference. This reconstructed notice was used as
a document database for the RAG-based systems.

4. Privacy QA Systems

We evaluated eight LLM-based Privacy QA sys-
tems, including plain LLMs, RAG, and alignment-
based approaches, specifically Rewindable Auto-
regressive Inference (RAIN) (Li et al., 2024b). Fur-
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thermore, we extend RAIN to optimize two criteria:
precision and comprehensibility. To the best of our
knowledge, our evaluation is the first to systemati-
cally compare these approaches for Privacy QA.

RAIN and MultiRAIN systems included real-time
evaluation modules that monitored generation and
rewound when quality criteria were unmet. Due to
computational constraints, optimization was limited
to one or two metrics and differs from the compre-
hensive post-generation evaluation (see Section 5).
For system implementation, we operationalized pre-
cision and comprehensibility using both LLM-as-a-
judge and traditional metrics.
Baseline - LLM Plain LLM answering one question
at a time with the privacy notice as context.
Retrieval Augmented Generation (RAG) RAG re-
trieves the top three relevant policy excerpts and
generates answers conditioned on this context
(prompt in Appendix 12.4).
Rewindable Auto-regressive Inference (RAIN)
Four systems use RAIN (Li et al., 2024b) as an
alignment method. RAIN operates as a rewind-
able tree search, in which generated tokens are
evaluated for precision and comprehensibility, and
the response is revised when criteria are not met.
Importantly, since RAIN optimizes based on re-
trieved responses, it cannot correct an incorrect
retrieval. However, we focused on investigating
ways to jointly optimize for multiple features, such
as precision and comprehensibility, in LLM gener-
ation and thus kept the retrieval module the same
across the tested systems. We instantiated RAIN
with two metric choices:

• LLM-as-a-judge metrics: Correctness and
Readability as implemented by Trott and Riv-
ière (2024) (see Appendix 12.4 for the prompt
templates), resulting in RAIN Correctness
and RAIN Readability. We prompted only for
scores, without providing additional examples,
and applied thresholds of 78.64 (correctness)
and 90.74 (readability) derived from the mean
scores of expert-generated answers.

• Traditional NLP metrics: BERTScore (Reimers
and Gurevych, 2019) and Flesch–Kincaid
Readability (Kincaid et al., 1975), resulting in
RAIN BERTScore and RAIN Flesch–Kincaid
Readability, with thresholds of 0.312 and
62.69, respectively.

Multi Rewindable Auto-regressive Inference
(MultiRAIN) Two systems used MultiRAIN, a mul-
tidimensional adaptation of RAIN that jointly opti-
mizes multiple criteria (mathematical formulation
and pseudocode in Appendix 12.1). We instanti-
ated:

• MultiRAIN (LLM) based on LLM-as-a-judge
metrics of readability and correctness using
the same thresholds as RAIN Readability and
RAIN Correctness.

• MultiRAIN (Traditional) based on traditional
NLP metrics, BERTScore, and Flesch-Kincaid
Readability using the same thresholds as
RAIN BERTScore and RAIN Flesch–Kincaid
Readability, where BERTScore is multiplied by
100 before averaging due to scale differences.

For text generation across all system variations,
we used Mistral-7B-Instruct-v0.21 as it is openly
available and its moderate model size enables both
reproducibility and efficient experimentation. For
RAG, we used OpenAI’s text-embedding-3-small
model2 for embedding documents.

5. Evaluation Framework

We combine traditional NLP metrics and LLM-
as-a-judge metrics and map them to legal
constructs of precision and comprehensibil-
ity. Evaluation code is provided on GitHub
(https://github.com/audiolabs/transparentnlp).

5.1. Automated Evaluation Metrics
To our knowledge, no established mapping of legal
constructs to technical metrics exists. Thus, our
mapping (see Table 1) represents a preliminary and
principled attempt. By mapping up to eight techni-
cal metrics to each legal construct, we can assess
how well the evaluation metrics satisfy legal require-
ments. We use both LLM-as-a-judge metrics and
traditional NLP metrics, as well as reference-based
and reference-free metrics. As prompt variation
can impact evaluation of LLM-as-a-judge metrics,
we relied on well-established and previously used
prompts to ensure comparability and reproducibil-
ity (Trott and Rivière, 2024; Galileo AI, 2024; Friel
and Sanyal, 2023; Dale and Chall, 1949; Kincaid
et al., 1975; Zenker and Kyle, 2021; Mehrpour and
Riazi, 2004). For reference-based metrics, we used
excerpts from privacy notices as ground truth.

5.1.1. Measuring with LLM-as-a-judge

We evaluated with OpenAI’s GPT-4 (used here
solely as an evaluator, distinct from the Mistral
model used for text generation (Achiam et al.,
2023)) and adopted best practices for prompt de-
sign, such as chain-of-thought prompting.
Measuring precision. Metrics assessing LLM re-
sponse precision lack standard terminology, with
terms like “correctness” and “faithfulness” often
used interchangeably. To address this, we refer-
ence Galileo.ai’s LLM-as-a-judge metrics without

1https://huggingface.co/mistralai/
Mistral-7B-Instruct-v0.2

2https://platform.openai.com/docs/
models/text-embedding-3-small
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With LLM-as-a-judge Without LLM-as-a-judge
Precision Context Adherence BLEU

Completeness ROUGE-1
Correctness BERTScore
Answer Relevancy STS

Comprehensibility Readability as implemented by Trott and Rivière
(2024)

Flesch-Kincaid Readability

Lexical Diversity
Sentence Length

Table 1: Overview of evaluation metrics with and without LLM-as-a-judge. Details on the metrics,
including references, are provided in Section 5. For Context Adherence, Completeness, BLEU, ROUGE-1,
BERTScore, and STS, which require a ground truth for comparison, we used excerpts from the privacy
notices as a reference.

endorsing their platform:3
• Context Adherence (Faithfulness): Mea-

sures whether responses align with the pro-
vided context (Friel and Sanyal, 2023), akin
to “Faithfulness” in LLamaIndex (LlamaIndex,
2024).

• Completeness: Evaluates whether all rele-
vant context information is included (Galileo
AI, 2024).

• Correctness: Detects open-domain halluci-
nations or factual inaccuracies unrelated to
specific documents (Friel and Sanyal, 2023).

• Answer Relevance (Relevancy): Assesses
the relevance of generated answers to user
queries (Galileo AI, 2024).

Measuring comprehensibility. We rely on Trott
and Rivière (2024), as they found significant cor-
relations between LLM and human readability as-
sessments using GPT-4 Turbo with the CLEAR
corpus.

5.1.2. Measuring without LLM-as-a-judge

Measuring precision. Traditional metrics like
BLEU and ROUGE-1 assess n-gram overlap and
response similarity to reference texts, as used in
prior work (Huang et al., 2024; Friel and Sanyal,
2023; Forbes et al., 2023). BERTScore measures
token-level similarity using contextual embeddings,
while Semantic Textual Similarity (STS) quantifies
semantic similarity (Cer et al., 2017).
Measuring comprehensibility. We evaluated
comprehensibility through readability, lexical diver-
sity, and sentence length:

• Readability: Readability formulas, like Flesch-
Kincaid, evaluate ease of comprehension
(Dale and Chall, 1949; Kincaid et al., 1975)
and are used in privacy notice research (Cado-
gan, 2004; Fabian et al., 2017).

3https://docs.galileo.ai/
galileo/gen-ai-studio-products/
galileo-guardrail-metrics

• Lexical Diversity: We rely on the Measure
of Textual Lexical Diversity (MTLD) to assess
vocabulary richness, as it is better suited for
varying text lengths (Zenker and Kyle, 2021).

• Sentence Length: Shorter sentences can im-
prove comprehension, though results may vary
(Mehrpour and Riazi, 2004).

5.2. Evaluation Procedure and
Thresholding

The availability of expert answers enables the defi-
nition of metric-specific thresholds (Leschanowsky
et al., 2025) to assess whether generated an-
swers are “at least as good” as, or better than,
expert references. Both sets of answers designed
in (Leschanowsky et al., 2025) were used for thresh-
olding. We compared four thresholding methods to
illustrate how threshold selection can affect system
rankings and evaluation robustness:
Min: We took the minimum value over the de-
signed answers to compute a lower bound. For
interval-based metrics such as sentence length,
we used the minimum and maximum as the ac-
ceptable range. This method counts answers as
acceptable if they fall within the observed range,
but the method is highly sensitive to outliers.
Mean: We used the arithmetic mean as the thresh-
old. For interval-based metrics, we used the range
defined by mean ± one standard deviation. This
threshold is easy to compute, but it sets the bar
high, as designed answers that fall below the mean
may be deemed insufficient.
Percentiles: We computed two percentile-based
thresholds. For interval metrics, we used the 10th
and 90th percentiles as outer bounds and the 25th
and 75th percentiles as the interquartile range. For
other metrics, we used either the 10th or 25th per-
centile as a lower bound. The 10th percentile ex-
cludes outliers while considering 90% of designed
answers as sufficient; the 25th percentile is stricter,
but still captures most designed answers.
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While expert-generated answers serve as an up-
per bound, a lower anchor is provided by random-
word answers to all questions, with words drawn
from the vocabulary of system-generated answers.
We used an average sentence length of 18 words
for the lower-anchor answers, matching the aver-
age sentence length of expert-generated answers.
Since these answers lack semantic structure, we
expected them to perform poorly.

6. Results

6.1. Answer Similarity
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(a) Answer Similarity of the expert-generated Dataset.
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(b) Answer Similarity of the PolicyQA Subset.

Figure 1: Pairwise answer similarity between differ-
ent Privacy QA system realizations.

Figure 1 shows averaged pairwise answer sim-
ilarity, computed with SentenceBERT (Reimers
and Gurevych, 2019). In the expert-generated
dataset, excerpts and designed answers are most
dissimilar (approx. 0.60 and 0.66). This is ex-
pected, as the designed answers were selected

to maximize dissimilarity, thereby illustrating the
range of variability possible in expert-generated re-
sponses (Leschanowsky et al., 2025). LLM and
RAG system answers exhibit moderate pairwise
similarity scores of approximately 0.75. While simi-
larity scores do not provide direct insights into an-
swer quality, they highlight that exploring alternative
system implementations beyond plain LLMs can
be valuable for Privacy QA. Alignment-based meth-
ods (RAIN and MultiRAIN) yield the highest mutual
similarity, suggesting that optimization induces only
modest changes. Nevertheless, these answers di-
verge from the base RAG outputs, confirming that
alignment can alter responses.

For the PolicyQA subset, similar patterns emerge,
with excerpts being the least similar and LLMs fol-
lowing. However, RAG demonstrates high similarity
with answers from RAIN and MultiRAIN. This sug-
gests that, in the context of PolicyQA, alignment
methods resulted in only minor modifications when
compared to RAG answers. Qualitative inspection
of the top 10 answers with the lowest similarity in
the expert-generated dataset reveals that RAG an-
swers often express uncertainty (e.g., “the sources
do not mention contacts specifically”). In contrast,
optimized answers tend to be more assertive (e.g.,
“Yes, we use [...]”). In PolicyQA, most RAG outputs
do not express uncertainty, possibly because ques-
tions are framed around general data rather than
specific information types, which are only subtly
covered in the privacy notice.

6.2. Evaluation Metric Behavior and
Threshold Influence

Evaluation of raw metric scores for the expert-
generated dataset (see Figures 5 and 6 in the Ap-
pendix) reveals several key trends across Privacy
QA systems. The lower anchor behaves as ex-
pected, scoring low on all metrics and setting a
lower bound with few outliers for completeness.
Only Flesch-Kincaid Readability scores vary from
around 10 to 100, as it depends on the number
of words, syllables, and sentences, so even non-
sensical sentences can appear readable. In con-
trast, the LLM-as-a-judge readability metric shows
a sharp decrease for the lower anchor, but exhibits
a ceiling effect for all Privacy QA systems. Here,
Flesch-Kincaid Readability provides more nuanced
differentiation, with average system scores around
50%, highlighting the need to include both tradi-
tional and LLM-as-a-judge metrics for a more com-
prehensive evaluation. Correctness also shows
a ceiling effect, while BLEU shows a floor effect,
making system differentiation challenging. Context
adherence varies widely (0-100), and this varia-
tion also holds for expert answers, indicating im-
perfect alignment between the automated evalu-
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Figure 2: Comparison of “at least as good” as human expert answers under different thresholds in the
expert-generated dataset.

ation and expert opinion. Traditional NLP met-
rics (BLEU, ROUGE, BERTScore, STS) tend to
yield lower scores than LLM-based metrics (correct-
ness, completeness, answer relevance). Although
expert-designed answers often rank highest on tra-
ditional metrics, LLM-generated answers surpass
them in completeness and answer relevance. This
discrepancy may suggest that LLM-based evalua-
tion metrics are not perfectly aligned with human
expert annotations and may, in some cases, favor
system-generated outputs over human-written gold
standards. Future work should invest in expert-
generated datasets to explore alignment between
human annotation and LLM-based metrics.

The availability of expert answers enables the
definition of metric-specific thresholds to determine
whether a generated answer is “at least as good” as
the reference. However, threshold selection is non-
trivial. Figure 2 illustrates how four thresholding
methods affect the percentage of responses meet-
ing expert performance for context adherence. This
can substantially affect system comparison. Using
extreme thresholds (minimum or maximum) leads
to extreme outcomes. For example, since con-
text adherence and completeness are 0 for expert-
generated answers, all generated responses would
meet a minimum-based threshold. In contrast,
mean-based thresholds set a high bar that even
expert answers fail to meet. Importantly, thresh-
old choice affects both absolute performance and
system ranking (see Figure 2). For example, using
the mean results in approximately a 40-percentage-
point drop in context-adherence performance com-
pared to the 10th percentile, and systems equiva-
lent under one threshold (e.g., LLM and RAG under
the mean) diverge under others (e.g., LLM and RAG
under the 25th percentile). Thus, threshold selec-
tion is not arbitrary and influences which systems
are preferred and which answers are considered
sufficient.

6.3. Variation Across Datasets,
Information Type and Data Practice

Figure 3 shows the percentage of responses con-
sidered at least as good as expert answers across
both datasets and thresholds. Overall, perfor-
mance is similar across datasets. Correlation anal-
ysis supports this finding, with moderate positive
correlations for completeness, context adherence,
answer relevance, ROUGE, and readability (e.g.,
Pearson 0.74 for completeness and 0.69 for con-
text adherence). At the same time, BERTScore
and lexical diversity show weak or negative correla-
tions. Although RAIN and MultiRAIN were aligned
using thresholds derived from the expert-generated
dataset, systems optimized on that dataset do not
consistently outperform those evaluated on the Pol-
icyQA subset, suggesting that results may gener-
alize to other Privacy QA datasets. While system
rankings remain sensitive to threshold (Section 6.2),
dataset comparison shows that no system consis-
tently dominates across metrics and thresholds.
Only RAIN Flesch–Kincaid Readability shows con-
sistent improvements on its optimized metric across
datasets, indicating that targeted alignment can be
effective.

We further investigated performance variation
across information types and data practices. In
the expert dataset, metrics with high variance (e.g.,
context adherence and completeness) show differ-
ences across information types and systems, but
no system consistently outperforms others on a
specific type, and no type appears especially dif-
ficult. Grouping by data practice reveals clearer
patterns. In the expert-generated dataset, context
adherence appears higher for categories such as
Privacy Policy and First Party Collection/Use - In-
formation, and lower for Third-Party Collection/Use.
In the PolicyQA subset, categories such as Do Not
Track and User Access/Edit and Deletion achieve
higher scores than Third Party Sharing/Collection
and International and Specific Audiences. How-
ever, the number of questions per category varies,
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Figure 3: Performance trends for both evaluation datasets across systems for each evaluation metric.
The mean is chosen as a threshold for exemplary purposes.

and analysis shows high variance across questions
in categories with low average performance. This
suggests that differences between categories are
driven by the number and diversity of questions
rather than category difficulty.

6.4. Principal Component Analysis

We conducted an exploratory Principal Component
Analysis (PCA) on the results from both datasets
to examine whether the metrics cluster into con-
structs for precision and comprehensibility. Fig-
ure 4 shows PCA projections of the two main com-
ponents. We observe that comprehensibility and
precision metrics generally separate along Principal
Component 1 (PC1), with most metrics exhibiting
loadings above 0.3 on this axis, indicating an asso-
ciation with the primary dimension of variation. Only
correctness and context adherence have minimal
loadings, suggesting they capture distinct aspects
not aligned with the main axes of variance. This
may imply that these two metrics capture unique as-
pects of answer quality and raise questions about
our categorization of precision measures in Table 1.

Correctness and answer relevancy differ in that
they assess factual correctness or relevance with-
out a ground truth. Notably, both reference-based
LLM- and traditional NLP metrics cluster together,
suggesting that precision metrics may be further dif-

ferentiated into reference-based and reference-free
metrics. For comprehensibility metrics, loadings on
PC2 exceed 0.4 for readability metrics and fall be-
low -0.4 for interval-based metrics, likely indicating
two distinct dimensions of comprehensibility. While
the first two PCs explain about 50% of the variance
(see Figure 7), future work could explore additional
components to uncover additional latent structure.
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Figure 4: The 2D PCA projection shows relation-
ships between text evaluation metrics. Metrics are
colored based on their assumed relationship, i.e.,
precision (dark green) and comprehensibility (yel-
low).
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7. Discussion and Open Questions

Our study reveals challenges in robust Privacy QA
evaluation and system comparison. We evaluated
eight systems on 12 state-of-the-art NLP metrics
spanning legal precision and comprehensibility. No
single system outperforms the others across all
metrics. Yet alignment can improve performance
on targeted metrics, such as Flesch-Kincaid Read-
ability. We demonstrate that comparisons to expert
answers and thresholding influence performance
and rankings. A comparison of two datasets sug-
gests some generalizability, but performance varies
with the diversity and number of questions per cat-
egory. A key focus of our study is mapping legal
constructs, i.e., comprehensibility and precision, to
technical metrics. Our initial categorization of eval-
uation metrics (see Table 1) was not fully supported
by the PCA. We discuss open questions for robust
Privacy QA evaluation in light of these findings.

7.1. What Makes a Robust Evaluation
Dataset for Privacy QA?

Our analysis of answer similarity and dataset vari-
ation shows that some answers seem easily ex-
tractable from the privacy notice, while others are
affected by vagueness or ambiguity in the underly-
ing privacy notice. Further, the number and diver-
sity of questions affect the results. A robust evalu-
ation dataset should therefore include a spectrum
of question types, e.g., fully answerable questions,
clearly unanswerable questions, and questions that
are potentially answerable, but subject to vague or
ambiguous information, possibly drawing on previ-
ous work (Ravichander et al., 2019). This requires
legal expert input and systematic labeling of vague-
ness to categorize question difficulty. Paraphrased
variants of curated questions (Hamid et al., 2024)
can increase diversity, and diversity across data
practices per established annotation schemes (Wil-
son et al., 2016) can support robust evaluation.

7.2. How to Choose Evaluation Metrics
That Align with Legal Concepts?

Our work maps metrics to legal constructs of
comprehensibility and precision, including tradi-
tional NLP metrics and LLM-as-a-judge metrics.
None of the evaluated metrics demonstrated clearly
superior performance, due to misalignment with
expert-generated answers, poor separation from
the lower anchor, or ceiling and floor effects. PCA
results indicate sub-clusters rather than a clean two-
factor structure, with additional distinction between
reference-based and reference-free metrics. We
therefore recommend using both LLM-based and
traditional NLP metrics, as well as both reference-
based and reference-free metrics, for comprehen-

sive evaluation. Developing a joint metric that bal-
ances precision and comprehensibility could help
streamline evaluation and further improve system
alignment. As LLM-as-a-judge metrics are sen-
sitive to prompting (Li et al., 2024a), future work
should evaluate robustness to prompt variation.
Translating legal concepts into concrete technical
metrics remains a challenge, but presents signifi-
cant opportunities. Our work takes a first step and
highlights the importance of interdisciplinary col-
laboration in defining, translating, and testing legal
constructs as evaluation metrics.

7.3. How Do We Define “Good Enough”
for Privacy QA System Comparison?

Our analysis used two reference points to assess
whether answers are “good enough”: i) expert-
generated answers as an upper bound and ii) ran-
domly concatenating words from system outputs
as a lower bound. The lower anchor illustrates met-
ric limitations, e.g., its high Flesch-Kincaid score
shows the metric alone does not guarantee com-
prehensibility or distinguish expert from non-expert
quality. Expert-generated answers showed high
variance on metrics like context adherence, so set-
ting a threshold at the minimum expert score can
yield 0 for context adherence, making all outputs ap-
pear sufficient. Therefore, we suggest that thresh-
olds should meaningfully separate expert and an-
chor signals. For some metrics, the 10th percentile
suffices, while for others (e.g., completeness and
ROUGE), the mean may be needed. Given the
legal requirements, a higher threshold, such as
the mean, may be justified, though the appropriate
choice of threshold and the responsibility for set-
ting it remain open questions. An alternative is to
vary thresholds to compare system rankings in a
threshold-robust way.

7.4. What are Legal Implications for
Privacy QA?

Despite technological developments, there has
been little focused legal analysis of Privacy QA,
which is necessary to advance the field. Several
lines of legal research seem most pertinent: (1)
analyze the scope and content of the relevant legal
transparency obligations in relation to Privacy QA;
(2) assess the degree to which Privacy QA systems
can meet those obligations, and, in particular, the
degree to which an inaccurate system for providing
legal information can be legally permissible. Our
experiments show that, depending on the chosen
threshold, current approaches often fail to meet
expert-generated standards, potentially failing to
fulfill legal requirements or constituting misleading
information. This highlights the need to define what
counts as “good enough” and, if thresholds cannot
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be consistently met, to consider safeguards such
as disclaimers, layered-information provisions, and
inclusion of reference texts to address legal issues
of inaccuracy. (3) analyze other legal obligations
relevant to developers and users, specifically con-
sidering legal frameworks governing AI.

8. Conclusion

In an exploratory study, we evaluated eight Pri-
vacy QA systems (LLM, RAG, and alignment-based
methods) across two datasets, using a framework
that maps traditional NLP and LLM-as-a-judge met-
rics to legal constructs of comprehensibility and
precision. No single system dominates, and rank-
ings vary with the choice of threshold. We identify
limitations of current metrics, including poor sepa-
ration between high- and low-quality answers, and
discuss open questions regarding the translation of
legal requirements into technical evaluation criteria.

9. Limitations

Our study presents a first attempt to systematically
compare Privacy QA systems with varying archi-
tectures using 12 metrics to approximate precision
and comprehensibility. However, this selection is
a snapshot of the large space of possible systems
and metrics. For example, varying prompts for LLM-
as-a-judge metrics can alter measurements and
outcomes, underscoring the complexity of defin-
ing these constructs. Further, our implementations
of MultiRAIN are limited by algorithmic efficiency,
as generating 42 answers using alignment mod-
ules took 20–58 hours on one GPU (NVIDIA A100
SXM4); practical applications require answers in
seconds. The dataset scope is restricted to privacy
notices from two providers and a small, diverse
question set, limiting generalizability. Results of
the PCA depend on the examined datasets, and
assessments of the metrics may change when ad-
ditional data are incorporated. Together, these fac-
tors mean our findings should be viewed as ex-
ploratory and may not generalize to systems using
different LLMs or datasets.
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12. Appendix

12.1. MultiRAIN Formulation and
Algorithm

RAIN was designed for unidimensional optimization
problems, but we aim to optimize two criteria: pre-
cision and comprehensibility. To address this, we
propose MultiRAIN, a multidimensional adaptation
of the RAIN algorithm.

To explain MultiRAIN, we use the notation intro-
duced by Li et al. (2024b). We refer to Li et al.
(2024b) for further details on unchanged process-
ing components. We denote individual tokens or
values by lowercase letters, such as y, and repre-
sent sequences of tokens or values by uppercase
letters, such as Y . In particular, Yi:j refers to the
token set (yi, yi+1, yi+2, . . . , yj). The RAIN algo-
rithm starts from the root node (the user query) and
selects the next token set based on the formula:

(1)
Y ′ = arg max

Yi:j

(f(Vα:β(Yi:j ;Y1:i−1), θα:β)

+ c · u(Yi:j ;Y1:i−1))
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where f is a function to combine multiple metrics,
Vα:β is a set of values of metrics, Yi:j are tokens that
are being generated, Y1:i−1 are all the tokens that
have been previously generated, c is a regulariza-
tion hyper-parameter balancing exploitation and ex-
ploration of the optimization search, u(Yi:j ;Y1:i−1)
indicates the extent to which a token set has been
explored. The value u(Yi:j ;Y1:i−1) increases when
rarely visited branches are explored (see Li et al.
(2024b, pp. 5–6) for a detailed description). If V
represents values of a single metric, the equation
aligns with RAIN.

Function f : Combining Multiple Metrics The
function
f(Vα:β(Yi:j ;Y1:i−1), θα:β) reflects a method to com-
bine the values Vα:β , e.g., via a sum or an average.
Moreover, f(Vα:β(Yi:j ;Y1:i−1), θα:β) penalizes any
individual value below a threshold θ, guaranteeing
that a minimum level of desired metrics (e.g., preci-
sion and comprehensibility) is reached. A general
formulation of f is:

f(Vα:β(Yi:j ;Y1:i−1), θα:β) = g(Vα:β(Yi:j ;Y1:i−1)) · p
(2)

where g is a combination function like an average
or a sum, and p is a penalty factor.

Specifically, we implement the following for
the Privacy QA system. Let Vα:β be the
set {vprecision, vcomprehensibility} and θα:β be the set
{θprecision, θcomprehensibility}.

First, we define a penalty factor p, where
0 ≤ p ≤ 1. If none of the values
{vprecision, vcomprehensibility} falls below their cor-
responding thresholds {θprecision, θcomprehensibility},
then p = 1 (no penalty), otherwise p = 0.

Second, we define the combination function as
the average across vprecision and vcomprehensibility (ab-
breviated as prec and comp, respectively) and com-
bine to:

f(Vprec,comp(Yi:j ;Y1:i−1), θprec,comp) =

vprecision + vcomprehensibility
2

× p.

Backward process After reaching the leaf node
Yi:j , a multidimensional evaluation is performed
that computes scores sα:β(Y1:j). This self-
evaluation initiates the “backward process” as de-
scribed by Li et al. (2024b, pp. 6–7). Scores s
are the basis for values Vα:β(Yi:j ;Y1:i−1) in that the
value vα(Yi:j ;Y1:i−1) represents the mean scores
of the token sequences that take Y1:j as their prefix
(Li et al., 2024b, p. 6).

MultiRAIN Algorithm Note that Algorithm A is
based on Algorithm 1 as presented by Li et al.
(2024b). However, we made four changes to gen-
eralize for multidimensional optimization and to

maintain clarity. We highlight these changes in
purple. Firstly, in the presented algorithm, we refer
to our Equation 1, which is generalized for multi-
dimensional optimization. Secondly, we changed
the algorithm to use the output of the function f ,
see Equation 1, as this function combines multiple
metrics. Thirdly, we added the option to evaluate
answers not only through the language model’s
self-evaluation, but also through rule-based eval-
uation. Finally, we changed the notation for the
language model from “f ” to “L” to avoid confusion
with the function f as used in Eq. 1.

Algorithm 1: Multi Rewindable Auto-regressive In-
ference

1 Input : Language model L,
current token sequence X,
maximum number of search
iterations T, minimum
number of search
iterations Tm , value
threshold V, output Ω of
function f as used in Eq. (1);

2

3 Output : Next token set Y;
4

5 1: t ← 0, root node ← X,
current node ← X;

6 2: for t ≤ T do
7 3: while the current node

is not a leaf node do
8 4: current node ←

child node of current node
according to Equation (1);

9 5: end while
10 6: Score sα ←

self - evaluation ( current
node and its context );

11 7: if rule-based evaluation exists
then

12 8: Score sβ = rule-based evaluation
(current node and its context);

13 9: end if
14 10: Querying L to sample q

candidate token sets and
appending them to the

15 current node
16 11: Rewind to the root

node and update according
to Equation (2) as in
Li (2023) ;

17 12: t ← t + 1;
18 13: if t ≥ Tm & Ω of the

values of the most - visited
child node from the root

19 ≥ V then
20 14: break ;
21 15: end if
22 16: end for
23 17: Y ← the most - visited

child node from the root ;
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Figure 5: Raw metric scores and thresholds evaluated on the expert-generated dataset for all metrics
where “bigger is better”. Threshold computation depends on the metric implementation (see Section 5.2).

12.2. Raw Metric Scores and Thresholds
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Figure 6: Raw metric scores and thresholds evalu-
ated on the expert-generated dataset for all interval-
based metrics (see Section 5.2 for information on
threshold computation).

12.3. PCA
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Figure 7: Explained variance by principal compo-
nents. The first and second principal components
are projected as x- and y-axes, respectively, in Fig-
ure 4.
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Figure 7 shows explained variance across compo-
nents, with a steep drop after the second, justifying
using 2D PCA projections as in Figure 4.

12.4. Prompt Templates
The prompt template used for RAG is shown in
Prompt (A). In the first realization of RAIN and Mul-
tiRAIN, we apply LLM-as-a-judge metrics for align-
ment, but use continuous self-evaluation strategies
without providing examples. Prompts (B) and (C)
show the prompt templates to assess correctness
and readability.

Prompt (A)
You are an assistant who answers questions about data protection. Only the following knowledge is available
for answering: <Documents>
Do not use knowledge that does not appear in the sources. Not all sources need to be used.
User: <Query>
Assistant:

Prompt (B)
Correctness measures whether a given model response is factual or not. Correctness (f.k.a. Factuality) is a
good way of uncovering open-domain hallucinations: factual errors that don’t relate to any specific documents
or context. A high Correctness score means the response is more likely to be accurate vs a low response
indicates a high probability for hallucination. Evaluate the correctness of the assistant’s response: {text}.
The Correctness should be given as a score from 0 to 100, where 100 is perfect correctness and 0 is no
correctness. Think step by step, and present your reasoning before giving the answer. After reasoning,
provide an overall score in the following format: ’Overall score: number’. The overall score can be an average
of scores that you come up with during the reasoning. If no sensible overall score can be provided, because
the metric does not apply then you can provide ’Overall score: NA’.

Prompt (C)
Read the text below. Then, indicate the readability of the assistant’s response, on a scale from 1 (extremely
challenging to understand) to 100 (very easy to read and understand). In your assessment, consider factors
such as sentence structure, vocabulary complexity, and overall clarity. Text: {text} Think step by step, and
present your reasoning before giving the answer. After reasoning, provide an overall score in the following
format: ’Overall score: number’. The overall score can be an average of scores that you come up with during
the reasoning. If no sensible overall score can be provided, because the metric does not apply then you can
provide ’Overall score: NA’.
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Abstract
To strengthen competitiveness and digital sovereignty, the European Union has promoted the development
of Common European Data Spaces to enable secure and interoperable data sharing between participants
for various sectors. Data spaces combine technical infrastructure with governance mechanisms to ensure
trust, transparency, data sovereignty and interoperability. Their operation must comply with the evolving
European regulatory framework as well as contractual law. This paper presents the strategy adopted in the
Language Data Space (LDS) to operationalise these requirements, focusing on its contractual framework and
supporting instruments. It outlines the governing principles designed to ensure lawful, transparent, and fair
data transactions while safeguarding the rights and obligations of data providers and consumers alike. It further
describes the actual framework, and the recommended data sharing licences, with a particular emphasis on
the LDS standard licence. Finally, it presents the automation tools designed and developed to support the rel-
evant workflows while serving a wide range of users that have little or no knowledge of technical and legal complexities.

Keywords: data space, contracts, licences, semantic representation, ODRL

1. Introduction

Recognising the strategic value of data for com-
petitiveness and digital sovereignty, the European
Union has set out an ambitious vision to establish
a genuine single market for data1. At the heart of
this vision lie the Common European Data Spaces2

(CEDS), designed to facilitate the availability and
reuse of data across key economic sectors while
ensuring that data holders retain control over their
assets. As a critical driver of economic growth, inno-
vation, job creation, and societal progress, data re-
quire a robust, coordinated, and trustworthy ecosys-
tem capable of unlocking their full potential.

In a rapidly evolving digital environment, data
spaces have emerged as a foundational framework
for enabling secure, transparent, and reliable data
sharing among multiple stakeholders. By combin-
ing technical infrastructure with the required gover-
nance mechanisms, data spaces strengthen trust
and interoperability across sectors and borders,
thereby reinforcing Europe’s data economy. Ac-
cording to the DSSC glossary, a data space is de-
fined as an “interoperable framework, based on
common governance principles, standards, prac-
tices and enabling services, that enables trusted

1https://ec.europa.eu/
digital-single-market/en/policies/
building-european-data-economy

2https://digital-strategy.ec.europa.
eu/en/policies/data-spaces

data transactions between participants”3. The Data
Act Article 33(1) further states: "[...] common Eu-
ropean data spaces [..] are purpose- or sector-
specific or cross-sectoral interoperable frameworks
for common standards and practices to share or
jointly process data for, inter alia, the development
of new products and services, scientific research
or civil society initiatives". Both definitions highlight
that data spaces are not merely technical platforms,
but structured environments built on shared rules,
common and mutual accountability.

Trust and data sovereignty can only be achieved
if all transactions within data spaces are legally
transparent and fully compliant with applicable reg-
ulatory and contractual frameworks. Both EU and
national legislation, covering areas such as data
protection, competition law, and intellectual prop-
erty rights, must be carefully observed. Key in-
struments including the Data Act4, the Data Gov-
ernance Act5, the Artificial Intelligence Act6, and
the General Data Protection Regulation (GDPR)7

3https://blueprint.dssc.
eu/?pane=glossary&glossary=
1-key-concept-definitions

4https://digital-strategy.ec.europa.
eu/en/policies/data-act

5https://digital-strategy.ec.europa.
eu/en/policies/data-governance-act

6https://digital-strategy.ec.europa.
eu/en/policies/regulatory-framework-ai

7https://eur-lex.europa.eu/eli/reg/
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play a central role in shaping this legal landscape.
In addition, strict adherence to competition rules
is essential to ensure that data spaces operate on
fair and non-discriminatory terms, granting all eli-
gible participants equal access to documentation,
governance structures, and support necessary to
conduct lawful data transactions.

At the same time, data providers must retain the
ability to define the terms/conditions under which
their data are accessed and reused, thereby pre-
serving control over their assets. Conversely, data
users must be clearly informed of, and fully under-
stand, the contractual obligations they assume be-
fore agreeing to such terms, ensuring accountability
in the event of non-compliance. Where feasible,
both parties should be supported by automation
tools and standardised contractual mechanisms to
streamline negotiations, enhance legal certainty,
and reduce transaction costs within data spaces.

This paper presents the strategy adopted for the
implementation of the above principles in the con-
text of the Language Data Space (LDS), focusing
on the contractual framework, as well as the instru-
ments designed and developed to support it.

The following section outlines the topic of the
paper by presenting the background that guides
the legal work in LDS. Section 3 takes a closer look
at the LDS contractual framework, its governing
principles and recommendations, while the next
section is devoted to the tools/mechanisms that
support the contractual specifications in the various
LDS workflows. Section 5 describes relevant work
and, finally, Section 6 concludes with the current
status and an outlook into the next steps to be
undertaken.

2. Background and Requirements

The sharing of language data has a long-standing
tradition within the Language Resources and Tech-
nology (LRT) community. From an early stage,
it became clear that sustainable data sharing re-
quires a coherent and legally sound contractual
framework governing both distribution and reuse.
Assigning a licence, i.e., a formal legal document
specifying the rights granted and the restrictions
imposed on the use of an asset, is essential when-
ever resources are made available beyond their
original creators. Without clear licensing terms,
even high-quality datasets cannot be confidently
(re)used, integrated, or (re)distributed.

In response to this need, the community has
increasingly adopted standardised open licences
over the years to enable clarity and interoperabil-
ity. Widely recognised frameworks, such as the

2016/679/oj

Creative Commons (CC) family of licences8, the
Apache License 2.09, etc., are commonly used for
datasets produced through national and EU-funded
projects. At the same time, community-driven li-
censing schemes have been developed to address
more specific research and commercial require-
ments. Notable examples include the licences used
by the European Language Resources Associa-
tion (ELRA)10 and those developed within META-
SHARE11 (Piperidis, 2012), which offer tailored so-
lutions aligned with the particularities of language
data.

Despite this progress, a substantial volume of
legacy data continues to circulate without a clearly
defined licence. In many cases, such resources
are accompanied only by a brief informal state-
ment (often referred to as “access statement”) that
outlines general conditions of use (e.g., “free for
research purposes”). While these statements may
signal an intention to allow reuse, they typically lack
the legal precision and enforceability of a formal li-
cence. In other cases, even such minimal guidance
is absent. This legal ambiguity creates uncertainty
for potential users, discourages responsible reuse,
and may ultimately render valuable data effectively
unusable.

In today’s data and AI ecosystem, new require-
ments and new opportunities emerge.

In this setting, the demand for a comprehen-
sive and transparent legal framework becomes
even more pressing as data are no longer con-
sumed solely by humans, but are also processed
directly by machines (e.g., AI agents), often with
little or no human intervention. In such environ-
ments, ambiguities in usage conditions can no
longer be resolved through manual interpretation;
consequently, licensing frameworks must evolve
beyond human-readable legal texts. While licences
are indispensable for ensuring legal compliance,
especially in the case of legal disputes, acting
as evidence, the terms included in them must
also be machine-readable and, ideally, machine-
understandable and machine-actionable, enabling
automated compliance checks and dynamic access
control. Achieving this objective requires semantic
accuracy grounded in shared, standardised vocab-
ularies capable of encoding the terms (permissions,
obligations and restrictions) included in licences.
Such vocabularies must be commonly agreed upon
and interoperable, ensuring that both machines and
human actors interpret the same legal concepts
consistently and act upon them accordingly.

8https://creativecommons.org/
share-your-work/

9https://www.apache.org/licenses/
LICENSE-2.0

10https://www.elra.info/
11http://www.meta-share.org/
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Figure 1: LDS architecture

To serve the principles of data sovereignty and
interoperability, a data space is conceived of and
implemented as a set of separate technical com-
ponents ("participant agents", aka "Connectors")
inside which their owners/operators perform all nec-
essary actions related to their own assets and in-
teract with other components (central or other par-
ticipants’ components) through secure communi-
cation channels following specified technical pro-
tocols when specific criteria are met. One of the
most important protocols is the Dataspace Proto-
col (DSP)12, a recently developed standard that
lays the foundations for technical and semantic
interoperability. More specifically, the DSP reg-
ulates data sharing transactions between partic-
ipants in data spaces. Metadata descriptions of
assets are exchanged between participants in the
form of DCAT13 catalogues; DCAT is an RDF vocab-
ulary designed to facilitate interoperability among
catalogues published in the web, catering for the
description of datasets and data services. Data
access and usage conditions are expressed as
policies, encoded as formal statements with the
Open Digital Rights Language (ODRL)14 vocab-
ulary; ODRL is a policy expression language that
provides a flexible and interoperable information
model, vocabulary, and encoding mechanisms for
representing statements about the usage of con-
tent and services. Data (assets) are automatically
negotiated and accessed using the respective data
transfer APIs/protocols. Finally, logs are generated

12https://eclipse-dataspace-protocol-base.
github.io/DataspaceProtocol/2025-1/

13https://www.w3.org/TR/vocab-dcat-3/
14https://www.w3.org/TR/odrl-model/

for each transaction, enabling monitoring and ac-
counting thereof.

The LDS complies with data space principles,
adheres to the recommended standards, such as
the DSP, and is built based on, extending and cus-
tomising relevant technologies to language data
requirements in view of developing AI trustworthy
systems.

Figure 1 shows the architecture of LDS. The LDS
is framed as a decentralised network of organisa-
tions that install and operate the LDS Connector,
which offers functionalities supporting all opera-
tions centered around data exchange, from pub-
lication of language data to their discovery and
actual transfer, as well as the logging of such trans-
actions. Transactions, such as metadata discov-
ery and data flows, are performed Connector-to-
Connector (peer-to-peer). The picture is comple-
mented by the four LDS Central Components de-
picted in Figure 1, which are controlled by the LDS
Governance Board (GB) and aim to facilitate the
interactions between participants at different dimen-
sions.

3. LDS Contractual Framework

3.1. Principles and Considerations
With regard to the contractual framework, it is im-
portant to take into account that LDS end users
come from a variety of backgrounds with different
expertise and, most important, varying levels of
knowledge both on legal and technical issues. Intri-
cate legal concepts, complex and ambiguous terms
in legal contracts can be the source of misunder-
standings and potential disputes for the usage of
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data assets in a legal and legitimate way. Moreover,
familiarity with writing and understanding ODRL
statements is not to be expected from the major-
ity of LDS users. It is, therefore, important that
the contractual framework in the LDS ecosystem
is developed and presented to users in an easy to
understand and apply way, while the technical im-
plementation provides sufficient, flexible and user-
friendly mechanisms for the description and selec-
tion of policies. The LDS, therefore, employs a set
of principles and instruments that aim to cover the
requirements described in Section 2:

• all assets offered through the LDS should be
assigned a licence, preferably from among the
ones recommended by the LDS GB (see Sec-
tion 3.2); yet, respecting the data sovereignty
principle, providers are also allowed to use
their own licences provided that they are com-
pliant with the LDS governance framework; for
such cases, providers are advised to contact
the LDS GB;

• all assets offered through the LDS must be
assigned a "policy" in the form of an ODRL
statement; in the case of an assigned licence,
the policy terms must be aligned with the terms
included in the legal text;

• to support users that have little or no technical
knowledge of ODRL, the LDS technical plat-
form offers a suite of tools described in Section
4;

• to support users with little legal knowledge,
the LDS GB recommends the use of spe-
cific licences (see Section 3.2), while the LDS
helpdesk, offers general consultation services
and collects FAQs and useful documents and
publishes them at the official LDS website.

3.2. Recommended Data Sharing
Licences

The LDS GB recommends specific licences that
can be used by all data providers and which are
compliant with the LDS principles. During the first
period, these were mainly the standard open li-
cences that are most frequently used in the LRT
community.

In the most recent release of LDS (v3.0.0), the
LDS Standard Licence has been introduced and
is proposed to data participants. This standard
licence implements a modular framework for the
provision of data. The licence distinguishes be-
tween the roles of data provider and data recipient
(consumer) and enables to configure through an-
nexes the “acceptable purposes” that are allowed
by a data provider in regard to the data. The licence

presents a common list of definitions that are com-
patible with common practices in the data sharing
ecosystem (e.g., internal use, non-commercial use,
commercial use, data derivation, product develop-
ment, public release).

The licence adopts a liability capping mechanism
in the sense that liability is aggregated per breach
of the licence and is calculated on the basis of the
economic value of the dataset. However, special
mechanisms are set for zero-fee datasets (fixed
per-breach caps), in order to avoid uncapped ex-
posure for open data providers while at the same
time maintaining a deterrent effect for serious non-
compliance.

The licence is aligned with European Union in-
struments relevant to data sharing (notably the Data
Governance Act and the Data Act) and is comple-
mented by specific data protection clauses that al-
locate controllership between the data provider and
data recipient and clarify the obligations of compli-
ance with GDPR principles. Intellectual property
compliance is treated with care as well, in the sense
that the data provider vouches for their ownership
of rights on the shared data.

4. Implementation Mechanisms

Depending on the LDS workflow, various types
of tools and mechanisms are required for the im-
plementation of features related to the contractual
framework. More specifically, the following func-
tionalities need to be supported:

• data owners and providers need to describe in
a formal manner the access and/or usage poli-
cies (e.g. free vs. on-a-fee base, for a limited
time duration, for usage calculated by times or
volume used) under which they wish to share
their data, as well as to give or revoke their
authorisation to the usage of their data, and,
upon conditions, change the access rights for
their data;

• data consumers need to view and understand
the policies under which the data are offered
before requesting to acquire them, get access
to them in compliance with their access rights,
as well as perform any actions required for
getting access to them in a lawful manner (e.g.,
pay the required fee);

• LDS operators and stakeholders must imple-
ment technical enforcement mechanisms that
control, to the extent possible, data access,
and authorise such access only in compliance
with the designated policies, as well as moni-
toring mechanisms that keep track of the trans-
actions in the LDS ecosystem and the flow(s)
of datasets after leaving the providers’ trusted
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boundaries, which can be used as evidence
in the case of breach of usage policies.

Policies in data spaces are distinguished be-
tween publication policies, that define the access
to (aka. visibility of) the metadata descriptions of of-
fers, and contract policies, that regulate access (i.e.,
“who can access data and under what conditions”)
and usage (i.e., “what actions can be performed
and which obligations are provided according to
the policy once accessed) of the actual data.

Furthermore, in data spaces, the offering of as-
sets is performed in separate steps: providers cre-
ate the metadata descriptions for their assets and
define the policies they would like to share them
with, independently of each other. They can then
combine them together assets and policies in or-
der to create "offers". The same asset may be
offered with different policies under different condi-
tions, e.g., for free for research purposes and under
a fee for commercial applications.

4.1. Defining policies
For the definition of policies data providers/owners
have at their portfolio a range of tools covering the
needs and preferences of a varied range of users.

4.1.1. Pre-population with standard licences

The LDS GB has selected and recommends a num-
ber of open standard licences (cf. Section 3.2).
These have been transformed into ODRL policies,
and are included in the LDS Connector, so that they
can be used out of the box during the selection pro-
cess (cf. Section 4.2), thus alleviating providers
from the burden of creating them from scratch.

In this endeavour, we take benefit of existing re-
sources, namely the DALICC License Library15 and
the library of RDF representations of public licences
offered by the Universidad Politécnica de Madrid
(UPM)16. DALICC is a software framework that sup-
ports the automated clearance of rights and pro-
vides various APIs granting access to their licence
database, including the ODRL representations of
standard licences. The UPM library exposes links
to RDF representations of licences popular in the
language data and services community; these in-
clude an ODRL representation for them, as well
as an RDF representation of information derived
from the SPDX License List17. For our purposes,
we have defined a workflow whereby we retrieve
information from these two sources, combine them
and transform them, as needed, in order to cre-
ate the final representations that are imported in
the LDS database of policies. Given that the EDC

15https://www.dalicc.net/
16https://rdflicense.linkeddata.es/
17https://spdx.org/licenses/

connector18, which is the foundation of the LDS
connector, does not support the full ODRL, these
transformations aim to ensure that the imported
policies are valid and compliant with the limitations
imposed by the EDC. In addition, a script automat-
ing this transformation has been developed and
can be adapted to retrieve information from other
sources if found.

Out of this process, 19 contract policies and 1
publication policy (imposing no restrictions on the
visibility) are included in the LDS connector that is
installed by all users.

4.1.2. LDS standard licence editor

As depicted in Figure 2, the LDS licence editor
guides the user into customising and consolidat-
ing the LDS standard licence template through the
selection of a set of predefined options for the ac-
cess and usage of their assets (e.g., scope of use,
permission/prohibition of derived works, charge of
fees, etc.). The outputs of this process are (a) a
human-readable licence, combining the legal text
from the template and the annex with all the options
selected by the user, and (b) the ODRL representa-
tion of the selected options combined into a policy
intended mainly for machine consumption. To avoid
creating duplicates, the licence automatically takes
a title with an aggregation of the acronyms used
for each of the options.

4.1.3. Generic policy editor

The LDS generic policy editor exploits the fact that
licences/policies consist of terms/conditions, in the
form of permissions, prohibitions, obligations and
restrictions imposed on them. Each of these can
be defined in a generic way as a “policy class”, i.e.,
an atomic policy template referring to a specific rule
governing data access and/or usage. For instance,
restrictions can be based on geographic criteria
(e.g., data can only be accessed by participants
registered in certain geographic areas), time crite-
ria (e.g., data can only be accessed or used for a
certain time period), related to purpose of use (e.g.,
data to be used only for research purposes), type
of recipient (e.g., data to be used only by SMEs),
following a financial transaction (e.g., data to be
accessed with a certain fee), etc.

Such restrictions can be represented in the form
of a ready-to-use ODRL abstract statement. The
generic policy editor offers these statements to data
providers like building blocks that they can easily
select, instantiate with their desired values (e.g.,
adding an amount to the fee for a data asset, or
selecting a country where an asset can only be
distributed), bundle together and, thus, create the

18https://projects.eclipse.org/projects/technology.etc
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Figure 2: LDS standard licence editor: Selection of attributes (derivatives)

policies they wish to assign to their data assets, as
shown in Figure 3.

The LDS data governance framework defines the
set of policy classes that can be used by LDS par-
ticipants. The first set has been selected through
(a) the extraction of patterns of conditions that are
common among the most popular licences used
in LRT catalogues and (b) a subset of the policy
classes identified in data spaces (Steinbuss et al.,
2021). The current LDS version includes a set of
11 policy classes for contract policies and 2 for the
publication policies.

4.1.4. Import of user-created policies

The import option, with the upload of a JSON-LD
file with the policy expressed in ODRL, is meant for
(a) advanced users with experience in ODRL and
(b) cases of metadata descriptions imported from
other infrastructures. To avoid unnecessary com-
plexities, it can only be used for contract policies.
The imported file is validated with the built-in valida-
tor of the EDC connector, which means that it must
comply with the ODRL schema as implemented by
EDC. Finally, users of this functionality are warned
that terms included in the policy that don’t belong to
the LDS preset policy classes cannot be enforced,
even if technically feasible, as the software code
that implements the enforcement is specific to each
policy class and cannot automatically be generated
and integrated into the LDS. In general, users are
advised to contact the LDS Governance Board and
technical team for this option.

4.2. Viewing and assigning policies

During the creation of offers, providers are
prompted to select the appropriate publication pol-
icy and contract policy from the predefined list. To
facilitate the selection, the list displays the title, a
description, a link to the URL with the legal code
(if added by the user) and, in the case of policies
charging fees, the respective amount. They can
also use the free text search to narrow the selection.

It should be noted that the EDC connector library
for the display of policies/licences does not sup-
port the view described above. Although the EDC
connector supports adding and storing additional
metadata for policies (besides those of the ODRL
vocabulary), such as title and description, it does
not support their retrieval and hence their display.
To overcome this, an LDS customised extension
was developed.

The same extension is utilised to display the full
legal text alongside its ODRL representation to con-
sumers (Figure 4), thus helping them understand
the terms and make an informed decision.

4.3. Enforcing policies

Requesting and getting grant to access an offer
is electronically negotiated and concluded in data
spaces. Policy enforcement is performed auto-
matically to the extent that this is technically im-
plementable. Thus, the fulfilment of access pre-
requisites must be evaluated together with the appli-
cation of access restrictions before granting access
to an offer. Policy evaluation takes place at specific
stages of the respective implemented workflows.
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(a) Step1: Selecting policy classes

(b) Step2: Instantiating policy classes (location restriction) (c) Step3: Reviewing and publishing policy

Figure 3: LDS generic policy editor

The first stage is when a consumer requests ac-
cess to the catalogue of another participant. At
this point, the evaluation looks into the publication
policies which determine access to the offer, i.e.,
blocking the visibility of an offer in a consumer’s
catalogue. For instance, a provider’s offers may be
visible only by participants registered in the Euro-
pean Union. The checks are implemented via the
respective policy evaluation functions in EDC.

When the consumer finds a specific offering of
interest in the respective catalogue from other par-
ticipants, he/she can initiate the so-called “contract
negotiation” process. The consumer’s connector
contacts the provider’s connector and sends the
request. The provider’s connector checks the va-
lidity of the request. Firstly, it checks the identity
of the connector, and, if valid, further processes
the request. Then, it checks whether the consumer
fulfills the required terms encoded in the contract
policy offer via the respective EDC policy evalua-
tion functions to decide whether to accept or reject

it.
The same policy evaluation functions and checks

may be bound to the data transfer process, thus
blocking the actual access to the dataset. This is
the third policy evaluation point, and it has been
used for the implementation of the exchange work-
flow of on-a-fee datasets, together with the invoic-
ing module that is integrated in the LDS connector.

More specifically, in LDS a policy may define
charges for granting access to a dataset. In this
workflow, consumers negotiate successfully assets
that are offered on a charge basis but cannot get
access to the actual asset immediately. Instead,
an invoice is automatically created at the provider’s
side and transferred (on demand) to the consumer’s
side. The consumer can download the invoice and
perform the payment (outside the LDS). Once the
provider is notified that the payment has been com-
pleted, he/she updates the status of the invoice in
the invoicing module. The new invoice (i.e., the
one marked as "paid") is transferred again to the
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Figure 4: View of licence

consumer’s connector. It is only after this step, that
consumers can get access to the data and transfer
the files to their own connector, since the respec-
tive evaluation function at the provider side checks
whether the invoice is paid.

For the policy enforcement through the aforemen-
tioned evaluation functions, we rely on the EDC
policy engine. The engine has access to the (ac-
cess) token that is included in the request (e.g.,
start transfer) of a consumer’s connector. The func-
tion parses the ODRL policy and checks whether
the required conditions are met. For example, if the
ODRL policy requires that the consumer’s organi-
sation must be active in EU, then it checks whether
the respective (predefined within LDS) claim in-
cluded in the token (e.g., “location”) has a spe-
cific value (e.g., “EU”). If yes, the function returns
"true" and the transfer starts; otherwise, it returns
"false", and transfer is not allowed. Policy functions
are added/registered to the policy engine of the
connector as an EDC extension which is the stan-
dard/recommended way for adding functionalities
to EDC. To the best of our knowledge, the version
of EDC that we use (0.7.0) contains only one built-
in policy function which controls data transfers for
assets offered within a restricted time interval. All
other policy restrictions have been implemented by
the LDS technical team.

4.4. Monitoring contracts

Data sharing transactions are governed by con-
tracts, thus mitigating potential disputes and ensur-
ing more efficient and transparent data manage-
ment. Monitoring and recording of all transactions

related to the exchange of data offerings upon the
conclusion of relevant contracts is of utmost impor-
tance. LDS supports the logging of each contract
concluded among two participants, i.e., the details
of the participants, the metadata descriptions of
the offer, the licence/policy under which it has been
acquired, as well as the data transfer requests and
exchanges following the contract, locally at both in-
volved connectors as well as at the Central Logging
Component. Both participants as well as the GB
members (in the Central Monitoring Component)
have full access to the text and ODRL statement
representing it.

5. Related Work

In the context of data spaces, the Data Spaces
Support Centre (DSSC)19, in their capacity to ad-
vise and assist CEDS setting up their infrastruc-
tures, provides recommendations and relevant in-
formation on the contractual framework and pro-
motes legal and technical interoperability across
data spaces. To achieve this objective, it collabo-
rates with legal as well as technical and business ex-
perts and issues the DSSC Blueprint (Data Spaces
Support Centre, 2026), which crystallises the cur-
rent state-of-the-art and recommendations. The
Contractual Framework building block20 describes
the legally enforceable agreements that underlie
the operation of a data space, as entered into by dif-
ferent parties in a relationship with the data space,

19https://dssc.eu/
20https://blueprint.dssc.eu/?pane=

business&business=contractual-framework
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i.e., not only the data sharing agreements that are
discussed in this paper, but also institutional and
services agreements.

Data spaces are free to define their governance
frameworks in which the selection and recommen-
dation of data sharing policies constitutes an es-
sential part. However, to the best of our knowledge,
no other data space has devised an official legal
document, like the LDS standard licence template,
that can be used by the respective participants.

The concept of "policy classes" is not entirely
novel in the licensing landscape. It shares common-
alities with licensing terms and conditions, such as
the "attribution", "no derivatives", etc. attributes
used in the Creative Commons family of licences
or the "access statements" mentioned in Section 2.
Such terms are usually rendered as metadata ele-
ments accompanying licences, represented as sim-
ple labels/tags or in a more formal way in the meta-
data description of the licence (Rodriguez-Doncel
and Labropoulou, 2015). In data spaces, "policy
classes" and their enforcement mechanisms have
been introduced by IDSA (Steinbuss et al., 2021).

Finally, for the implementation of the LDS generic
policy editor, we have drawn inspiration from the
PAP editor21, which supports data providers to
specify their Usage Control policies in ODRL and
IDS formats, with a set of predifined policy classes.

6. Summary and Next Steps

The principles and foundations of the LDS contrac-
tual framework have already been defined, while
new data sharing licences, especially those submit-
ted by data providers, will continue to be reviewed,
keeping up-to-date with changes and additions in
the licensing domain.

The tools offered through the LDS connector will
implement emerging requirements (e.g., represen-
tation and enforcement of new policy classes in the
generic policy editor, addition of new recommended
licences, etc.). Among the planned enhancements
of the tools, the compatibility of policy classes com-
bined together to create valid policies is one of the
priorities.

The latest release of the LDS infrastructure is
offered in all EU official languages, combining au-
tomatic translation (exploiting the eTranslation ser-
vice22, that is offered by the European Commis-
sion) and, where available, human curation. Given
that the comprehension of legal texts is crucial
for the contract conclusion and avoidance of con-
tract breaches and misuses, this release does
not include translations of licences. For upcom-
ing releases, we plan to re-use existing transla-

21https://odrl-pap.mydata-control.de/
22https://cor.europa.eu/en/etranslation

tions/adaptations of standard licences by legal ex-
perts, where available, and further investigate the
workflow, always in respect of the intended quality.

Finally, in order to assess and enhance both
the contractual framework and the implementation
mechanisms, we intend to conduct a survey among
the LDS users and the LDS Interest Group 23 that
will help us determine their usability and ways of
improving them.
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Abstract 

This article examines the concept of authorship in the context of generative language models and other uses of 
Artificial Intelligence, and how this new ‘authorshipness’ can be represented in metadata. It analyses authorship 
under copyright law and proposes a metadata-based approach to disclosing the use of AI in publications, drawing 
on the widely adopted CRediT taxonomy developed by the National Information Standards Organization (NISO), 
and informed by guidance from the United States Copyright Office (USCO) and the International Association of 
Scientific, Technical and Medical Publishers (STM). 
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1. Introduction 

AI tools have become an integral part of research. 
A recent report by Wiley (2025) indicates that 
84% of researchers use AI tools in their work and 
that demand for expanded use is growing. Writing 
assistance is among the most common use 
cases: 74% of researchers report interest in using 
AI for this purpose, and 59% believe that AI 
already outperforms humans in this task. At the 
same time, researchers call for transparency: 
according to the same report, 66% consider it 
highly important for authors to disclose their use 
of AI in drafting and editing. 

These developments are likely to drive changes 
in the concept of authorship in academia and 
beyond. Authorship is a foundational concept in 
copyright law and can be regarded as central to 
contemporary economic and cultural production. 

This article proposes a mechanism to address the 
need to disclose the use of AI (Section 5), based 
on the well-established CRediT taxonomy. Before 
presenting this solution, Section 2 examines the 
concept of authorship and its implications in 
copyright law; Section 3 introduces the CRediT 
taxonomy; and Section 4 reviews recent 
developments concerning AI and authorship from 
both copyright law and publishing sector 
perspectives. 

2. Authorship in Copyright Law 

The author is placed at the centre of copyright law 
(called “author’s right” in many languages) as the 
initial holder of exclusive rights in a work. 

In EU law, the sufficient and necessary condition 
for a work to be protected by copyright is its 
originality, understood as “author’s own 
intellectual creation”. According to the Court of 
Justice of the European Union (e.g., C-469/17 
Funke Medien), this means that the work must 
reflect the author’s personality, which is the case 
when “the author was able to express his creative 

abilities in the production of the work by making 
free and creative choices”. A logical consequence 
of this approach to originality is that only a work 
created by a human author can be protected by 
copyright, since only humans have a personality 
and are capable of making creative choices. The 
possibility of corporate authorship (like in a work 
for hire, where copyright is initially held by a legal 
entity that employs the human creator), although 
admitted in some (mostly common law) 
jurisdictions, remains an exception from the 
general principle of human authorship. 

In many national jurisdictions copyright is 
transferrable, and in practice it is often transferred 
by the initial holder e.g. to a publisher. However, 
the author remains important throughout the 
lifecycle of a copyright-protected work. For 
example, the term of copyright protection (in most 
jurisdictions, life+70) is determined by the death 
of the author; the author also retains, even after 
the transfer of copyright, the right to claim 
authorship of his or her work (Article 6bis of the 
Berne Convention). Author metadata should be 
treated with great care also for another reason: 
the presumption of authorship of Article 15 of the 
Berne Convention. According to this provision, 
briefly put, in order to file an infringement case, it 
is sufficient that the claimant’s name appears on 
the work “in the usual manner.” Arguably, a “usual 
manner” to indicate the name of an author of a 
born-digital publication is in the metadata. 
Therefore, the person whose name appears as 
author in the metadata can sue for copyright 
infringement, even if the publication was in fact AI-
generated and as such it is not protected by 
copyright. The burden of proving that the work 
was not in fact created by the person identified as 
the author would then rest on the defendant, and 
such proof is becoming increasingly difficult. This 
is one of the reasons why the AI Act (Article 50) 
requires that outputs of generative AI systems be 
clearly identifiable as such, but this requirement is 
particularly difficult to enforce in case of plain text 
outputs. Regardless of this legal obligation 
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(incumbent on the providers of AI systems, not on 
the users), disclosing the AI-generated nature of 
contents should be considered an ethical 
obligation of paramount importance (cf. Kamocki, 
Witt, 2022 and 2024). 

Copyright law does not, on the other hand, 
recognise “Contributor” as an autonomous 
concept: in works created by multiple individuals 
(synchronically or asynchronically), each of them 
is granted the status of an author, as long as his 
or her contribution is original (i.e., in other words, 
as long as he or she left his or her “personal 
stamp” in the work). This is of practical 
significance, e.g. for the term of copyright 
protection, which for works of joint authorship is 
determined by the death of the last surviving co-
author. Hypothetically, if a much younger 
assistant is to be considered a co-author of a 
work, the work is likely to remain in copyright for a 
much longer period. However, contributors who 
cannot be considered co-authors of a work, i.e. 
those whose contribution was not original, are not 
protected by copyright law in any way. Classically, 
a PhD supervisor who contributes ideas and 
provides guidance to a student, but does not 
participate in the drafting process, is not regarded 
as a co-author and therefore does not hold any 
copyright in the thesis. The same holds, e.g, for a 
technical group that contributes the data analyses 
in a life science article – despite the fact that the 
findings presented in such a paper depend on the 
data analysis. 

This may contrast with the established academic 
practice described in the following section. 

3. Authors/Contributors in Academic 
Contexts according to the CRediT 

system 

The academic community tends, for good reason, 
to recognize a wide range of contributions, also 
with ‘faux’ authorship. In a widely quoted 
example, one physics paper had 5,154 authors 
(Aad et al., 2015). Obviously, such “authorship” 
often does not meet the standards of copyright 
law discussed in the previous section. 

This phenomenon is partly addressed by the 
Contributor metadata term (present e.g. in the 
Dublin Core Metadata Terms, DCMI 2020), 
defined as “an entity responsible for making 
contributions to the resource” and distinct from 
the Creator term, defined as “an entity 
responsible for making the resource” (DCMI 
2020; note that the Dublin Core Metadata 
Terms diplomatically avoid the term Author 
altogether). 

In order to allow the community to distinguish 
between the various contributions to a 
published work, the CRediT (Contributor Roles 
Taxonomy, https://credit.niso.org) was 
introduced by the National Information 

Standards Organisation (NISO) (Hosseini et al., 
2026). Approved in 2022 as an ANSI/NISO 
stadard, the Taxonomy recognises the 
following roles, which can be attributed to every 
author of a published paper : 

• Conceptualisation (formulation or evolution 
of overarching research goals and aims), 

• Data Curation (management activities to 
prepare data for initial use and later re-use), 

• Formal Analysis (application of formal 
techniques to analyse or synthesise the data), 

• Funding acquisition 
• Investigation (condctuing a research and 

investigation process, specifically performing 
experiments or data collection), 

• Methodology (development or design of 
methodology, creation of models), 

• Project Administration (management and 
coordination of the research activity planning 
and execution), 

• Resources (provision of metarials, samples, 
instrumentation, computing resources or other 
analysis tools), 

• Software (programming, implementation of 
existing code, testing of existing code), 

• Supervision (oversight and leadership, 
including mentorship), 

• Validation (verification of 
replication/reproducibility of results), 

• Visualisation (preparation of the published 
work, specifically visualisation/data 
presentation), 

• Writing – original draft (drafting original text, 
including substantive translation), 

• Writing – review & editing (specifically 
critical review, commentary or revision, 
including pre- or post-publication stages). 

In the era of generative AI, most of these 
contributions (arguably, all of them, apart from  
Funding acquisition and Supervision) can be 
made with AI assitance. Nevertheless, this 
article focuses on the roles that are decisive for 
authorship as it is understood in copyright law 
(cf. Section 2 above), that is Writing, both the 
“original draft” and “review & editing”. 
Incidentally, these are also the roles (alongside 
Visualisation) where there is the greatest 
demand for disclosure of the use of AI tools 
according to the abovementioned report (Wiley, 
2025).  

Metadata are the right place for such a 
disclosure. Before the specific proposal for how 
to incorporate this information within the 
CRediT taxonomy is made in Section 5, Section 
4 explores the various ways in which AI can be 
used in the writing process. 
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4. AI and Authorship: Copyright and 
Publishing Sector Perspectives 

Widespread use of AI in the writing process is very 
likely to have a disruptive effect on copyright law 
and the publishing sector. 

The issue of copyrightability of AI-assisted works 
is one of the main challenges copyright law will 
have to face in the near future. On the one hand, 
it is rather undisputed that AI-generated works 
should not be protected by copyright (cf. above in 
Section 2); on the other hand, some degree of AI-
assistance in the creative process should not bar 
copyrightability of the output. 

In Part 2 of its Report on Copyright and Artificial 
Intelligence, The United States Copyright Office 
(USCO, 2025) presented the conclusions from a 
large public consultation on copyrightability of AI 
outputs. The Report distinguishes between five 
types of human interactions with generative AI 
systems in the creative process: 

• Assistive uses such as e.g. error correction 
or “brainstorming”. These uses do not affect 
copyrightability of the resulting works; 

• Prompting; according to USCO, prompting 
alone, even very detailed and repeated, 
“[does] not provide sufficient human control to 
make users of an AI system the authors of the 
output”. USCO, however, leaves open the 
possibility that this could change with 
technological progress, if AI tools give users 
greater control over the final shape of the 
outputs; 

• Expressive Inputs that are intended to be 
perceptible in the output (e.g. where AI is used 
for translation); according to USCO, in such 
cases the user retains at least partial 
authorship of the output which, however, does 
not extend to the AI-generated components, in 
a manner analogous to a derivative work; 

• Modifying or arranging AI-generated 
content. In cases where the modifications are 
sufficiently creative, human authors can claim 
copyright in the final result, which, however, 
does not extend to individual AI-generated 
elements. Since this particular use of AI is of 
little relevance for the writing process (as 
opposed to, e.g., data compilation), it will not 
be elaborated upon in this article; 

• Inclusion of AI-Generated Content in a 
larger human-authored work (e.g., special 
effects in a movie) should not affect 
copyrightability of the larger work. 

Also in 2025, the International Association of 
Scientific, Technical & Medical Publishers (STM) 
issued its Recommendations for a Classification 
of AI Use in Academic Manuscript Preparation 
(2025). The document contains 9 categories of AI 
uses: 

1. Refinement, correction, editing and 
formatting the manuscript to improve 

clarity of language, e.g. via the use of 
spell checkers, grammar checkers and 
similar tools – according to STM, this is 
the only use of AI that should not be 
necessary to disclose; 

2. Writing or drafting (parts of) manuscript 
content (either from prompts, or by asking 
to substantially expand or rewrite the 
input); 

3. Translation of manuscript text for the 
purpose of publishing (as distinct from 
translation of source texts in the research 
process); 

4. Refining or formatting of data reported in 
the manuscript; 

5. Generation, refinement, correction, 
editing or formatting of images, diagrams 
or other figures for illustrative purposes 
only; 

6. Generation, refinement, correction, 
editing or formatting of visualisations of 
research data or results; 

7. Refinement or formatting of code 
reported in the submitted manuscript; 

8. Assisting with gathering references; 
9. Presentation of any kind of content 

generated by AI tools as though it were 
original research data/results from non-
machine sources. 

According to STM, the use described in point ‘9’ 
should be prohibited. All the other uses are 
allowed, but should be disclosed (apart from use 
1, for which disclosure is not mandatory).  

Due to its level of detail, the STM classification 
can be tentatively mapped onto the classification 
proposed by USCO, as shown in Table 1. 

USCO STM 

Assistive use Refinement (1),  

Gathering references 
(8),  

Formatting of data (4), 
Refinement of code (7) 

Prompting Writing (2) [from 
prompt] 

Expressive Inputs Writing (2) [from 
expressive input], 
Translation (3) [of 
manuscript] 

Inclusion of AI-
Generated Content 

Generation of figures 
(5),  

Generation of data 
visualisations (6) 

Table 1: The relation between the categories of 
AI uses proposed by USCO and STM 
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5. Disclosure of AI Use in Author 
Metadata: Proposal for Extension 

of CRediT 

Author metadata is an appropriate place to 
disclose the use of AI in the writing process. This 
disclosure should on the one hand ensure a high 
level of transparency and by doing so promote 
trust; on the other hand, the adopted solution 
should not create unnecessary burden or stigma 
that could discourage users from disclosing the 
use of AI or, worse, prevent legitimate uses of AI. 

The authors of this article propose to achieve this 
by extending the existing CRediT taxonomy 
(Section 3). Contributions consisting of Writing 
(be it “original draft” or “review & editing”) should 
come with an additional information concerning 
the use of AI. For the sake of systematisation, the 
authors of this article propose to distinguish 
between five types of AI use (Table 2), based on 
the USCO and STM classifications presented in 
Section 4. 

AI use category Examples 

Assistive use Idea generation, topic 
discovery, argument 
development and 
critique, gap 
identification, 
summarising and 
suggesting sources 

Editing Grammar and syntax 
correction, 
spellchecking, flow 
improvement, style and 
tone adaptation 

Generation of 
minor elements 

Generation of 
introduction/conclusion/
abstract, finding 
examples (including e.g. 
linguistic structures) 

Translation Translation of the entire 
manuscript, translation 
of source 
texts/quotations 

Compression/exp
ansion 

Using AI to shorten or 
expand existing human-
generated input to meet 
word/page limit 

Generation from 
prompt 

 

Generation of an entire 
article from a prompt 
with a human assuming 
editorial control over the 
output. 

Table 2: AI use categories to enrich the CRediT 
taxonomy 

This classification contains two essential 
modifications compared to the USCO and STM 
classifications. 

First, the authors of this article believe that 
“editing”, as a relatively simple and mechanical 
task in which LLMs clearly outperform humans 
should be distinguished from other assistive uses, 
in which the gap in performance between humans 
and AI is much more debatable. 

Second, in the authors’ view translation deserves 
to be distinguished from both the “assistive uses” 
and from “expressive inputs”, and constitute a 
class of its own. The use of AI to take down the 
language barrier should be viewed differently from 
other uses of AI, as it assists rather than 
substitutes the human thinking process. At the 
same time, translation seems too substantial to 
fall within the “assistive use” category. 

The proposed classification is also meaningful 
from the point of view of copyright law: 
“generation from prompt” would most likely 
exclude the output from copyright protection, 
whereas all the other uses should have little 
impact on the output’s copyright status  

As a final step, the specific tool used in the 
process and its version should also be disclosed 
in the metadata. In short, the revised Author 
metadata can be represented as in Table 3: 

Author Person 

CRediT role Writing – original draft 
OR  

Writing – review & 
editing 

AI use category None 

Assistive use 

Editing 

Generation of minor 
elements 

Translation 

Compression/expansion 

Generation from prompt 

AI tool Tool name and version 

Table 3: Author metadata disclosing the use of 
AI 

6. Conclusion and Next Steps 

The article proposes a clear and structured 
approach to disclosing the use of AI in author 
metadata, based on the well-established CRediT 
taxonomy. It addresses one of the most significant 
challenges faced by researchers, publishers, and 
legal scholars in the age of AI. It supports 
transparency and trust, reduces the risk of 
misattribution (thereby safeguarding the author’s 
moral right to claim authorship), and helps to align 
research and publishing practices with the 
copyright system. It preserves the centrality of 
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human authorship while acknowledging the 
growing role of AI in the writing process. 

The authors further contend that the proposed 
approach can be extended to other roles within 
the CRediT taxonomy that may involve AI 
assistance. 

The authors intend to engage with the National 
Information Standards Organization (NISO) and 
its CRediT Standing Committee to advocate for 
the incorporation of this approach into a future 
version of the taxonomy. They will report on the 
outcome at a next conference. 
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Abstract
The increasing availability of sensitive textual data has created an urgent need for robust de-identification methods
that enable compliant data sharing while preserving downstream utility. This paper presents DeID-Clinic, a
multi-layered framework for automated pseudonymization and re-identification risk assessment of clinical free-text
data. Our approach integrates domain-adapted transformer models, including BioBERT and ClinicalBERT, into
the MASK de-identification framework to improve the detection and masking of protected health information (PHI).
Beyond entity recognition, we introduce a novel document-level risk assessment module that quantifies residual
re-identification risk using a combination of k-anonymity, l-diversity, t-closeness, contextual similarity, and entity
co-occurrence analysis. Experiments conducted on the i2b2 2014 de-identification dataset demonstrate strong
performance, achieving macro-level F1 scores above 0.96 for several entity categories, while enabling quantitative
prioritization of high-risk documents for further review. Our results highlight the effectiveness of combining neural
de-identification with explicit risk modeling, supporting privacy-preserving data sharing in sensitive domains. Although
evaluated on clinical text, the proposed framework is generalizable to other privacy-critical domains such as legal and
administrative documents, where reliable pseudonymization and risk-aware anonymization are essential.

Keywords: Automated De-Identification, Risk Assessment, Patient Privacy, Pseudonymization, Personal
Health Information

1. Introduction

The widespread adoption of electronic health
records and other sensitive textual datasets has
created an urgent need for reliable de-identification
methods that not only remove personally identifi-
able information but also quantify the residual risk
of re-identification (Scaiano et al., 2016; Subra-
manian et al., 2024; Sarkar et al., 2024). While
recent neural approaches have achieved high ac-
curacy in detecting protected health information,
most existing systems focus solely on entity mask-
ing without assessing whether the resulting text
remains vulnerable to re-identification through con-
textual clues or rare entity combinations (Sondeck
and Laurent, 2025). This limitation poses a signif-
icant challenge for privacy-preserving data shar-
ing, as effective anonymization requires both accu-
rate pseudonymization and rigorous risk evaluation.
Addressing this gap, we propose a risk-aware de-
identification framework that integrates transformer-
based entity recognition with document-level pri-
vacy risk assessment, enabling more reliable and
accountable anonymization of clinical free-text
data.

The need for privacy-preserving text processing
is particularly critical in healthcare, where clinical

narratives contain sensitive patient information pro-
tected under regulations such as GDPR and HIPAA
(El Emam et al., 2006; Voigt and Von dem Bussche,
2017; Edemekong et al., 2024). De-identification
aims to reduce the risk of re-identification by re-
moving or replacing sensitive information while pre-
serving data utility for research and clinical applica-
tions (Sweeney, 2002a; Dankar et al., 2012). For
example, a clinical sentence containing a patient
name, date, and location may be transformed into
a pseudonymized version that maintains clinical
meaning but protects individual privacy (Meystre
et al., 2010; Stubbs et al., 2015).

Recent advances in neural language models, par-
ticularly transformer-based architectures such as
BERT and its domain-specific variants, have sig-
nificantly improved the accuracy of identifying sen-
sitive entities in text. Models such as BioBERT
and ClinicalBERT (Lee et al., 2020; Alsentzer et al.,
2019) leverage domain-specific pre-training to bet-
ter capture the linguistic characteristics of clini-
cal narratives. These models have demonstrated
strong performance in named entity recognition
tasks, making them promising candidates for auto-
mated de-identification. However, accurate entity
detection alone does not guarantee effective pri-
vacy protection (Kovačević et al., 2024). Even after
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pseudonymization, residual information such as
rare entity combinations or unique contextual pat-
terns may enable re-identification. Consequently,
there is a growing need for methods that not only
perform de-identification but also quantify the resid-
ual risk associated with anonymized text. Such
risk-aware approaches are critical for supporting
responsible data sharing and ensuring compliance
with privacy regulations (Hara et al., 2018).

To address these challenges, we present DeID-
Clinic, a multi-layered framework for automated
pseudonymization and re-identification risk assess-
ment of clinical free-text data. Our approach inte-
grates domain-adapted transformer models into the
open-sourced MASK framework (Milosevic et al.,
2020) to improve entity detection and masking and
introduces a document-level risk assessment mod-
ule to quantify residual privacy risks 1.

This work advances privacy-preserving lan-
guage processing by introducing a risk-aware
pseudonymization framework that integrates neu-
ral entity recognition with quantitative privacy risk
estimation. The key contributions are: 1) Risk-
aware pseudonymization framework: We propose
DeID-Clinic, a unified framework that combines
neural de-identification and document-level re-
identification risk assessment, enabling both auto-
mated pseudonymization and quantitative privacy
evaluation. 2) Document-level privacy risk mod-
eling: We introduce a novel risk scoring method
that integrates classical anonymization metrics (k-
anonymity, l-diversity, t-closeness) with contextual
embedding similarity and entity co-occurrence anal-
ysis to estimate residual re-identification risk in free-
text documents. 3) Integration of domain-adapted
transformer models: We extend the MASK platform
by incorporating BioBERT and ClinicalBERT mod-
els, improving sensitive entity detection accuracy
on clinical text. 4) Comprehensive experimental
and case-study evaluation: We evaluate the frame-
work on the i2b2 2014 dataset and demonstrate its
effectiveness in both entity detection performance
and risk-aware document prioritization.

2. Related Work

Automated de-identification of clinical text has been
extensively studied, with approaches evolving from
rule-based systems to modern deep learning mod-
els. In addition, emerging research has begun to
explore methods for assessing re-identification risk
after de-identification.

1this is an extended work from our 2-page poster pa-
per (Shaji et al., 2025). In this longer paper, we describe
the details on methodology design and carry out more
experimental evaluations and analysis.

2.1. Rule-based and Traditional ML
Early de-identification systems primarily relied on
rule-based approaches, which use manually de-
fined patterns and dictionaries to identify sensi-
tive entities such as names, dates, and locations
(Friedlin and McDonald, 2008; Meystre et al., 2014).
While effective in structured settings, rule-based
systems often lack flexibility and struggle with lin-
guistic variability and ambiguity in clinical narra-
tives.

Machine learning approaches such as Condi-
tional Random Fields (CRFs) were later introduced,
allowing models to learn entity patterns directly from
annotated data (Yang et al., 2019; Liu et al., 2017).
These methods improved adaptability and perfor-
mance but still faced limitations in capturing long-
range dependencies and contextual relationships.

Recurrent neural network architectures, partic-
ularly BiLSTM models, further improved perfor-
mance by modeling sequential dependencies in
text (Dernoncourt et al., 2017; Kim et al., 2018).
However, these models often require extensive fea-
ture engineering and may struggle with complex
contextual interactions, e.g., in long clinical docu-
ments (Lin, 2020).

2.2. Transformer-based De-identification
The introduction of transformer-based language
models has significantly advanced clinical de-
identification. Domain-adapted models such as
BioBERT (Lee et al., 2020) and ClinicalBERT
(Alsentzer et al., 2019) leverage pre-training on
biomedical and clinical corpora to improve en-
tity recognition performance. These models have
demonstrated strong results across multiple clinical
NLP tasks, including PHI detection. Recent sys-
tems have successfully applied transformer-based
architectures to de-identification tasks, achieving
state-of-the-art performance while reducing the
need for manual feature engineering (Kraljevic
et al., 2023).

2.3. De-identification Frameworks and
Systems

The MASK framework (Milosevic et al., 2020) pro-
vides a flexible open-sourced platform for clinical
text de-identification, supporting multiple named
entity recognition models and masking strategies 2.
MASK enables both redaction and pseudonymiza-
tion and allows integration of custom NER models.
Its modular design makes it suitable for deployment
in real-world clinical environments.

Another widely used system is Philter, a rule-
based de-identification tool designed for large-

2https://github.com/icescentral/MASK_
public
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scale clinical text processing (Hartman et al., 2020).
Philter offers high customizability and transparency
through manually defined filtering rules, making
it particularly suitable for environments where ex-
plainability and precise control are required. How-
ever, rule-based approaches may require extensive
manual tuning and may not generalize well across
datasets.

More recently, AnonCAT, integrated within the
MedCAT ecosystem, combines transformer-based
models with biomedical knowledge graphs to im-
prove de-identification accuracy and contextual un-
derstanding (Vakili and Dalianis, 2022; Kraljevic
et al., 2023). By leveraging domain knowledge and
fine-tuning strategies, AnonCAT provides a flexible
and scalable solution for clinical text anonymiza-
tion.

2.4. Risk Assessment and Privacy
Evaluation

While significant progress has been made in entity
detection and masking, fewer studies have focused
on evaluating residual re-identification risk after de-
identification. Privacy models such as k-anonymity
(Sweeney, 2002b), l-diversity (Machanavajjhala
et al., 2007), and t-closeness (Li et al., 2007) pro-
vide formal mechanisms for assessing identifiability
in structured data.

These methods have been adapted to evalu-
ate privacy risks in clinical datasets (Dankar et al.,
2012; Hara et al., 2018). However, their integra-
tion into automated de-identification pipelines for
unstructured clinical text remains limited.

In this work, we extend existing de-identification
frameworks by incorporating document-level risk
assessment alongside neural pseudonymization,
enabling both sensitive entity detection and quanti-
tative evaluation of residual privacy risk.

3. Methods and Design

3.1. Architecture Overview
The system architecture, as depicted in the diagram
(Figure 1), is divided into three major sections: En-
tity Recognition, Masking, and Risk Assessment.
The clinical letters serve as the input to the system,
and they are processed through multiple pipelines
before final redacted or replaced documents are
produced. The steps are as follows: 1) Data In-
gestion: Clinical letters are fed into the system via
the user interface (UI), allowing users to upload
documents in bulk for de-identification. 2) Entity
Recognition: We applied several techniques to
identify sensitive information in the clinical letters,
such as names, professions, dates, ages, and lo-
cations. To accommodate the complexity of clinical

data, we integrated multiple approaches: Dictio-
nary look-up leverages predefined dictionaries to
detect common sensitive information categories
such as names, professions, and locations, ensur-
ing consistent identification of widely known terms
across the dataset. Rule-based search handles
entities with structured formats, such as dates and
ages, using regular expressions to capture varia-
tions in formatting. Additionally, a machine learning
model based on pre-trained BioBERT and Clinical-
BERT is integrated to enhance entity recognition ac-
curacy by capturing contextual information beyond
the capabilities of rule-based and dictionary meth-
ods. 3) Union of Entities: After we have applied
the various methods of entity recognition, the sys-
tem combines the identified entities into a unified
list for further processing, ensuring comprehensive
entity recognition. This phase incorporates multiple
techniques that complement each other. 4) Mask-
ing Strategies: The next phase involves applying
masking strategies. Users can choose between
Redaction and Replacement. Redaction involves
replacing the identified entities with placeholders
(e.g., "XXX-Name"). Replacement, on the other
hand, substitutes sensitive information with synthet-
ically generated or random replacements to main-
tain the structure of the original document. Replace-
ment is more suitable for contexts where document
coherence needs to be preserved, such as for clin-
ical research purposes (Neamatullah et al., 2008).
The Replacement mapping is stored and later used
for reference in the risk assessment stage. 5) Risk
Assessment: The probability of re-identification of
the de-identified data is evaluated, ensuring that
the transformation process sufficiently anonymizes
sensitive information (El Emam et al., 2008). The
integration of these metrics enables a quantitative
assessment of the risk associated with the data
after de-identification. 6) Final Output: Depend-
ing on the chosen masking strategy, the system
generates either redacted or replaced documents.
These documents are returned to the user via the
UI, alongside a risk assessment report.

By integrating advanced language models
with robust masking strategies and risk assess-
ment techniques, this architecture enables unified
pseudonymization and quantitative risk assess-
ment within a single processing pipeline, supporting
privacy-aware text release workflows.

3.2. The Risk Assessment Framework
We implement a set of risk metrics to evaluate the
robustness of the de-identification process and mit-
igate the risk of re-identification.

For entity extraction with context, each entity is
paired with a window of surrounding words to form a
quasi-identifier, simulating realistic re-identification
scenarios where attackers may have access to aux-
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Figure 1: Detailed Architecture of Enhanced MASK framework - DeID-Clinic

iliary information. Text is tokenized using the Bert-
TokenizerFast, and character indices are aligned
with token indices to accurately extract contextual
spans.

For k-anonymity (Sweeney, 2002b), entities are
grouped according to their quasi-identifiers, defined
by both entity type and contextual information. Con-
text is represented through high-dimensional con-
textual embeddings that encode semantic meaning.
The number of similar records within each group
determines the anonymity level, and the smallest
group size defines the overall k-anonymity score.

L-diversity (Machanavajjhala et al., 2007) is com-
puted by measuring the number of distinct sensitive
attribute values (e.g., age or profession) within each
quasi-identifier group to ensure sufficient diversity.

Unicity (De Montjoye et al., 2013) is measured
by counting unique quasi-identifier combinations,
where higher uniqueness implies increased re-
identification risk.

The quasi-identifier risk likelihood is estimated by
assigning each combination a probability inversely
proportional to its dataset frequency, and averag-
ing these probabilities to approximate expected re-
identification risk (El Emam et al., 2011).

T-closeness (Li et al., 2007) is evaluated by com-
paring the distribution of sensitive attributes within
each group to the global distribution across the
dataset using Kullback–Leibler divergence; smaller
divergence indicates stronger privacy preservation.
Cosine similarity is used to measure contextual
similarity between embeddings (Yu et al., 2022).
Similar contexts across documents (scores near 1)
indicate common entities with lower risk, whereas
low similarity (scores near 0) suggests uniqueness
and higher potential re-identification risk.

After computing these metrics for both the origi-
nal and de-identified datasets, a comparative risk
assessment is conducted. The framework analyzes
entity frequencies and co-occurrences, as combi-
nations of entities increase identifiability. Each co-
occurrence is assigned a sensitivity weight, and
the document-level risk score (RS) is defined as:

RS =
∑

(EF + CoWeight) (1)

where EF denotes entity frequency and
CoWeight denotes co-occurrence weight. The
system further counts contexts with cosine sim-
ilarity below a threshold of 0.5, and computes
the proportion of unique contexts within each
document relative to all contexts. This proportion
is combined with the co-occurrence statistics to
obtain the final risk score (FRS):

FRS =
∑

(EF+CoWeight)×
(

Count
TotalCount

)
×100

(2)
The resulting score is expressed as a percent-

age and used to assign documents to three risk
categories: low risk (below 25%), moderate risk
(25–50%), and high risk (above 50%). Finally, doc-
uments are prioritized accordingly, with high-risk
documents requiring manual review and stricter
de-identification, while low-risk documents require
minimal intervention.

Unlike traditional anonymization approaches that
focus solely on entity removal, our risk assessment
framework explicitly models residual identifiability
after pseudonymization. By combining statistical
privacy metrics with contextual semantic similarity,
the proposed approach provides a practical approx-
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imation of real-world re-identification risk, where ad-
versaries may exploit contextual clues rather than
isolated identifiers. This enables more informed de-
cisions regarding data release and manual review
prioritization.

4. Experimental Evaluation

4.1. Dataset Overview
The dataset used in this work is the i2b2/UTHealth
De-identification and Heart Disease Risk Factors
dataset, specifically the 2014 PHI Gold Set 1 and
2 (Stubbs and Uzuner, 2014), which is part of the
National NLP Clinical Challenges (n2c2) initiative
(n2c2 NLP Research Data Sets).3 This dataset
comprises de-identified clinical notes that are exten-
sively annotated for Protected Health Information
(PHI) and are intended for evaluating and advanc-
ing the performance of de-identification systems in
clinical settings. The dataset is sourced from the
Research Patient Data Registry (RPDR) at Part-
ners Healthcare and was manually annotated by
domain experts. The dataset consists of 790 clini-
cal notes spanning multiple years of patient data.
The dataset contains the following de-identification
entities: 4,456 names, 7,495 dates, 897 medical
identifiers, 2,767 locations, 234 professions, 323
contact details, and 1,424 ages. This annotation
process provides a dataset for training and evaluat-
ing de-identification models across a diverse range
of PHI categories. The dataset is structured to facil-
itate research in clinical text de-identification, with
annotations corresponding to several categories
of PHI. The entity categories can be further cate-
gorised as direct identifiers (e.g., names and con-
tact information) and quasi-identifiers (e.g., ages,
locations). Direct identifiers refer to information that
identifies an individual, such as names, contact de-
tails, or Social Security numbers. Quasi-identifiers
are pieces of information that do not directly identify
an individual but can be combined with other data
to re-identify someone (Scaiano et al., 2016).

4.2. Model Setup and Finetuning
The BioBERT and ClinicalBERT models are inte-
grated into the MASK framework to identify and
classify sensitive entities in clinical text. The mod-
els are further fine-tuned using the i2b2 dataset to
adapt them for clinical NER tasks.

We implement NER following a common token
classification approach, where each token in a se-
quence is assigned a label. Given the nature of
clinical notes, where a single entity may span mul-
tiple tokens, the model uses BIO tagging (Begin,
Inside, Outside tagging) to ensure that multi-token

3https://n2c2.dbmi.hms.harvard.edu

entities are labelled correctly. For the sentence,
“John Smith visited the hospital on 12th August
2024.", the BIO tags might be as in Table 1.

Here, the name “John Smith" is recognised as a
“NAME" entity, the “hospital" as an “ORG" (Organi-
zation) entity, and “12th August 2024" as a “DATE"
entity. Each of these entities has appropriate "B"
and "I" tags depending on whether the token is at
the beginning (B) or inside (I) of the entity.

The finetuning of Bio/ClinicalBERT involves the
following key steps: I) Data Preprocessing: 1)
The input text is split into sentences using the
sent_tokenize function from NLTK, ensuring
that the model processes manageable text chunks.
2) Each sentence is then tokenized using the
BioBERT and ClinicalBERT tokenizer, which han-
dles subword tokens. This is crucial for preserving
the granularity of clinical entities. 3) The tokenized
sentences are padded to a maximum length of 75
tokens, ensuring uniformity in batch processing.

II) Training Setup: 1) The model is set up to utilise
a GPU (T4) with CUDA when available; otherwise,
it will default to running on the CPU. 2) BioBERT
and ClinicalBERT are finetuned on the i2b2 2014
dataset, specifically focusing on the NER task. 3)
The training process uses the AdamW optimizer
with a learning rate of 3× 10−5 and weight decay
to prevent overfitting. This value was found to be
small enough to ensure stable convergence during
training while allowing the model to learn efficiently
from the dataset. 4) The model was trained using
a batch size of 4 to optimize memory utilisation on
GPU hardware. The training process was carried
out over 20 epochs, with loss computed at each
step.

III) Learning and Evaluation: 1) During the learn-
ing process, the model’s parameters were updated
iteratively based on the cross-entropy loss between
predicted and true labels. 2) After each epoch, the
model’s performance was evaluated using valida-
tion data, and loss curves were plotted to moni-
tor overfitting or underfitting tendencies. 3) The
primary evaluation metrics used were Precision,
Recall, F1-score, and Accuracy.

4.3. BioBERT and ClinicalBERT Results
Based on the comparisons in Table 2 of BioBERT
and ClinicalBERT in each entity category, we sum-
marise the results as follows. 1), BioBERT wins
more precision than ClinicalBERT, e.g. on DATE,
AGE, LOCATION, CONTACT. 2), ClinicalBERT
wins more recall than BioBERT, e.g. on NAME,
DATE, ID, LOCATION, CONTACT, and PROFES-
SION, except for the only entity category AGE. 3),
BioBERT wins four entities on F1, i.e. NAME, AGE,
LOCATION, and PROFESSION. 4), ClinicalBERT
wins the rest three entity types, i.e. DATE, ID,
and CONTACT. 5), in average across all entities,
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Token John Smith visited the hospital on 12th August 2024
Tag B-NAME I-NAME O O B-ORG O B-DATE I-DATE I-DATE

Table 1: BIO Tagging

Entity BioBERT ClinicalBERT itemsP R F1 P R F1
NAME 0.963 0.960 0.985 0.970 0.970 0.970 622
DATE 0.974 0.974 0.974 0.960 0.982 0.971 655
ID 0.948 0.973 0.988 0.986 0.993 0.989 75
AGE 0.956 0.978 0.967 0.930 0.974 0.951 89
LOCATION 0.933 0.903 0.928 0.919 0.922 0.921 278
CONTACT 0.955 0.928 0.941 0.947 0.960 0.954 69
PROFESSION 0.810 0.630 0.748 0.844 0.643 0.730 27
Micro Avg 0.959 0.964 0.965 0.955 0.963 0.959 1816
Macro Avg 0.817 0.793 0.804 0.820 0.805 0.811 1816
Weighted Avg 0.958 0.961 0.964 0.953 0.963 0.958 1816

Table 2: Evaluations of BioBERT and ClinicalBERT models with higher scores in bold

BioBERT wins micro avg scores and weighted avg
scores, while ClinicalBERT wins macro avg scores
on P/R/F1.

The F1 scores across all entity types mostly fall
between 0.92 (LOCATION) and 0.99 (ID), except
for PROFESSION who has the lowest F1 scores
0.748 (BioBERT) and 0.730 (ClinicalBERT). This
lower performance suggests that professions are
more ambiguous and context-dependent, making
them harder to identify in comparison to other enti-
ties such as IDs or Names; this is a known issue
(Uzuner et al., 2007; Dernoncourt et al., 2017).

4.4. Baseline Results

We also list the comparisons on BERT, BiLSTM,
and CRF in Table 3, where it shows that the BERT
model wins the most Precision scores on 4 entities,
versus BiLSTM (1) and CRF (2). In comparison,
the CRF model wins the most Recall scores on 4
entities (NAME, ID, LOCATION, PROFESSION),
versus BERT (3 including 1 tie) and BiLSTM (1),
which indicates that CRFs produce more false posi-
tives for the sake of true positives. This is especially
true for the PROFESSION entity type, where CRFs
give the lowest precision score of 0.470. In contrast,
the BERT model has much higher Precision than
Recall (0.907 vs 0.680), indicating that it sacrifices
potential true outputs by restricting false positives.
Interestingly, the BiLSTM model has a more bal-
anced P/R on the PROFESSION category (0.81
vs 0.78). Looking at both Table 2 and 3, we can
see that the domain adapted models BioBERT and
ClinicalBERT have improved the performance on
entity types NAME, ID, and AGE in comparison to
BERT model from (0.979, 0.962, 0.893) to (0.985,
0.989, 0.967) on F1 scores.

Figure 2: Heat-Map of All Evaluated Models

4.5. Heat-maps from All Models

Figure 2 presents the heat-map comparative re-
sults of F1-scores of MASK-BioBERT/ClinicalBERT
and other MASK NER models. The results indicate
that Biomed-Clinical BERT models consistently per-
form strongly or match the performance of other
models in key entity categories, demonstrating
their effectiveness for clinical data de-identification.
Notably, MASK-BioBERT demonstrated very high
performance for structured entity types like IDs,
Dates, and Names, where it consistently achieved
higher or equal F1-scores compared to Clinical-
BERT, NER-BERT, and NER-CRF, all likely bene-
fiting from domain-specific pre-training.

However, while MASK-BioBERT excels in struc-
tured entity recognition, its lower performance on
context-dependent entities like Profession (0.75
F1-score) highlights its limitations in handling am-
biguity. This is an area where even ClinicalBERT,
which focuses on clinical texts, struggles.
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Entity BERT BiLSTM CRF
P R F1 P R F1 P R F1

NAME 0.979 0.980 0.979 0.980 0.960 0.970 0.940 0.980 0.960
DATE 0.965 0.988 0.977 0.960 0.970 0.960 0.960 0.980 0.970
ID 0.940 0.986 0.962 0.980 0.860 0.920 0.950 0.990 0.970
AGE 0.878 0.908 0.893 0.740 0.990 0.850 0.910 0.980 0.940
LOCATION 0.943 0.937 0.940 0.890 0.940 0.910 0.850 0.970 0.900
CONTACT 0.953 0.994 0.973 0.950 0.930 0.940 0.930 0.990 0.960
PROFESSION 0.907 0.680 0.777 0.810 0.780 0.790 0.470 0.930 0.630
Micro Avg 0.962 0.972 0.967 0.940 0.950 0.950 0.920 0.980 0.950
Macro Avg 0.821 0.809 0.813 0.790 0.800 0.790 0.750 0.850 0.790
Weighted Avg 0.960 0.972 0.966 0.950 0.950 0.950 0.930 0.980 0.950

Table 3: Comparison of evaluation metrics for BERT, BiLSTM, and CRF models.

Metric M-BioBERT M-ClinicalBERT
TP 171 181
FP 10 12
FN 2 0
Precision 0.9448 0.9378
Recall 0.9948 1.0000
F1 0.9648 0.9679

Table 4: NER evaluation comparisons.

4.6. Qualitative Case Study
To illustrate the practical behavior of the proposed
framework in realistic deployment scenarios, we
conducted a qualitative case study on five ran-
domly selected clinical documents from the i2b2
dataset. This case study complements the quan-
titative evaluation presented earlier by providing
insight into system behavior at the document level,
including entity detection accuracy and masking
effectiveness. These documents originally con-
tained a total of 181 sensitive entities. From the
annotations by two fluent English speakers (MSc
graduates), the system using MASK-BioBERT and
MASK-ClinicalBERT identified a total of 183 and
193 entities, respectively, in Table 4 (left and right),
with the key metrics observed from this test.

Here’s a detailed analysis of the metrics ob-
served: 1) On Precision: The systems achieved
the precision of 0.944 and 0.937, indicating a high
level of accuracy in identifying entities. These val-
ues suggest that the majority of identified entities
were correct, with only a small number of false posi-
tives identified when running the MASK-Bio/Clinical-
BERT. 2) On Recall: A recall score of 0.9948 and
1 reflects the system’s ability to correctly identify
nearly all relevant entities present in the dataset.
Out of all potential entities, only 2 false nega-
tives for MASK-BioBERT were missed, indicating
a highly efficient model in terms of capturing the
intended entities. In addition, MASK-ClinicalBERT
had 0 false negatives on this task. 3) On F1 Score:
The F1 score, calculated as the harmonic mean

Correct <LOCATION id=P13 start=967
end=977 text=Clarkfield
TYPE=HOSPITAL>

False Positives 2071(1576–1580, Date),
US(1602–1604, Location),
2071(1745–1749, Date),
Thiel(4026–4031, Name),
4(2138–2139, Age), Clark-
field(1317–1327, Name),
Thiel(5890–5895, Name)

Table 5: Sample false positives of MASK-BioBERT.

of precision and recall, stood at 0.964 and 0.967
for the two models. The robust F1 score illustrates
that the model strikes an effective balance between
precision and recall, providing reliable and consis-
tent performance across different entity types. The
10 and 12 false positives from two systems indi-
cate some over-identification by the models. These
might arise from the model’s sensitivity in identi-
fying entities, where certain words are incorrectly
flagged as entities, likely due to ambiguity in the
context or overlaps in entity types. As seen in Table
5 ‘Clarkfield’ is identified as a name, when in reality
it’s actually a location.

Despite these challenges, the system’s high pre-
cision, recall, and F1 score suggest that it per-
forms reliably in recognising sensitive information
in clinical documents. These metrics highlight
the system’s potential to be a strong candidate
for real-world applications in medical entity de-
identification.

The masking process, both redaction and re-
placement, was successfully implemented. In
redaction mode, sensitive entities such as names,
dates, and ages were replaced with their respective
entity type placeholder (e.g., "XXX-NAME", "XXX-
DATE"). In replacement mode, realistic replace-
ments were used for names and temporal entities
from the list of full names and surnames extracted
from the i2b2 2014 dataset, ensuring that the struc-
ture of the clinical document was maintained while
still protecting the patient’s identity.
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Replacement output
Oakley→Jones; 2065→2063; 3/67→01/65; 2068-12-
05→2066-09-09; 37→34; 66→62

Table 6: Example replacements produced.

Figure 3: Risk Assessment Results for Batch up-
load of documents

4.7. Risk Assessment Results
Figure 3 risk assessment visualisation underscores
the system’s proficiency in identifying documents
that still pose re-identification risks and provides
actionable insights for further mitigating potential
vulnerabilities in sensitive data. The risk assess-
ment results in Figure 3 effectively categorise doc-
uments based on the risk of re-identification. As
shown, the system assigns each document a risk
level — high (red), medium (yellow), or low (green)
— depending on how many instances of unique en-
tity contexts were found, referring to Section 3.2
(Risk Assessment).

For example, data_sample_220-02.xml is
marked with Medium Risk, having 9 unique con-
texts, while data_sample_220-01.xml similarly
displays Medium Risk with 7 occurrences. These
files flagged as medium risk suggest that while
some sensitive information has been de-identified,
there is still a non-negligible possibility of re-
identification due to the unique contexts of certain
entities.

In contrast, data_sample_220-03.xml is
classified as Low Risk with only 5 instances of
unique contexts, suggesting that most of the entities
in this document share common contexts across
the dataset, thus significantly lowering the chances
of re-identification.

4.8. Error Analysis and Limitations
Through manual inspection of the model outputs,
we identified some primary sources of errors. First,
boundary errors occurred when the model slightly
misidentified the start or end of an entity, a common
issue in NER tasks, particularly for names that in-
clude prefixes or titles (e.g., “Dr. Oakley” in Figure 7,

Appendix). Second, the model produced false pos-
itives for dates and ages by misclassifying numeri-
cal values unrelated to temporal information (e.g.,
medical measurements such as ‘2071’ in Table 5),
which negatively affected precision. Third, frequent
terms were occasionally over-masked as sensitive
entities; for example, “US” was sometimes labeled
as a location (Table 5), reducing precision by mask-
ing non-sensitive content. Forth, overlapping enti-
ties and patterns introduced ambiguity, as the same
text segment could be detected as multiple entity
types by different methods (e.g., a place name mis-
classified as a person name). Fifth, the rule-based
component occasionally fragmented multi-word en-
tities into separate tokens, particularly for dates,
where a single expression was split and treated as
multiple independent entities.

From the experimental investigation outcomes
of our work, several limitations and areas for im-
provement remain. First, the model was optimized
for a single dataset due to the paucity of readily
available data, resulting in dataset-specific perfor-
mance and limited generalization to diverse clinical
settings or real-world hospital deployments. Sec-
ond, due to limitations of computational facilities,
we only tested on domain-specific BERT models for
integration into the Mask framework, without using
LLMs. 4

5. Conclusions and Future Work

This work presents DeID-Clinic, a risk-aware
pseudonymization framework for privacy-
preserving processing of clinical free-text
data. By integrating domain-adapted transformer
models with document-level privacy risk assess-
ment, the proposed system extends traditional
de-identification pipelines beyond entity masking
toward quantitative privacy evaluation.

Experimental results on the i2b2 dataset demon-
strate strong performance in sensitive entity detec-
tion, while the proposed risk scoring framework en-
ables identification of documents with elevated re-
identification risk. This capability is particularly im-
portant in real-world privacy-sensitive applications,
where automated de-identification alone may not
fully eliminate privacy threats. More broadly, this
work highlights the importance of combining neural
language models with explicit privacy risk modeling
to support responsible data sharing. While evalu-
ated on clinical data, the proposed framework is ap-
plicable to other privacy-critical domains, including
legal and administrative text, aligning with emerg-
ing requirements for privacy-preserving language
technologies.

4Recent work using LLMs for biomedical NER in-
cludes (Mazzucato et al., 2026) for Dutch and Italian
languages (preprint).
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Future work will focus on extending the proposed
framework in several directions: 1) evaluate the
risk assessment module across multiple datasets
and domains to further validate its effectiveness in
estimating re-identification risk; 2) integrate newer
LLMs, which may improve performance on context-
dependent entity types such as professions and or-
ganizations; 3) explore adaptive risk thresholds and
user-configurable privacy settings to support more
flexible deployment in real-world privacy-sensitive
environments.
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9. Appendix

Data Statistics and Training

Figure 4 shows the entity occurrence distribution
in the i2b2 dataset. Figure 5 is an example of how
loss evolved during training, which is indicative of
the model’s learning trajectory.

Figure 4: Entity occurrence distribution in the i2b2
dataset, showing value counts and unique counts
for each entity type

Figure 5: Training curve visualisation

Tools and Technologies in Detail

Some technical details are listed below:
• This work is built on the MASK API developed

by the Northern Care Alliance NHS Founda-
tion Trust, available publicly on GitHub (Milo-
sevic et al., 2020; NCA NHS Foundation Trust,
2021).

• Risk Assessment Metrics: Libraries such as
Scikit-learn and SciPy were used for calculat-
ing re-identification risk metrics (Dwork, 2006).

• Google Colab provides the necessary T4-GPU
resources for fine-tuning.

Platform Interface: Human-in-the-loop

The de-identification platform, as demonstrated in
Figure 6, can support both single file and multiple
files processing. The De-identificaiton procedure
is:

• Load Finetuned (saved) models, e.g. MASK-
BioBERT/ClinicalBERT

• Run De-identification using the loaded model

• Mark/Remove Entities Option, human-in-the-
loop, editable results

• Store/Download final output
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Figure 6: Interface Demo with De-identification output using uploaded letter (cancer domain text)

Figure 7: Boundary Error Example in MASK-BioBERT (cardiac domain text)
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Abstract

Accurate privacy evaluation of textual data remains a critical challenge in privacy-preserving natural language process-
ing. Recent work has shown that large language models (LLMs) can serve as reliable privacy evaluators, achieving
strong agreement with human judgments; however, their computational cost and impracticality for processing sensitive
data at scale limit real-world deployment. We address this gap by distilling the privacy assessment capabilities of Mis-
tral Large 3 (675B) into lightweight encoder models with as few as 150M parameters. Leveraging a large-scale dataset
of privacy-annotated texts spanning 10 diverse domains, we train efficient classifiers that preserve strong agreement
with human annotations while dramatically reducing computational requirements. We validate our approach
on human-annotated test data and demonstrate its practical utility as an evaluation metric for de-identification systems.

Keywords: privacy evaluation, knowledge distillation, de-identification

1. Introduction

Quantifying privacy in textual data remains an open
challenge due to the absence of a unified defi-
nition and the inherently contextual nature of pri-
vacy (Bambauer et al., 2022; Tesfay et al., 2016).
Formal frameworks such as differential privacy
(Dwork, 2006) provide rigorous guarantees, and
proxy-based evaluation through attack success
rates or information-theoretic measures are well-
established in practice (Ren et al., 2025). How-
ever, these approaches capture specific, well-
defined threat models rather than the broader,
human-perceived notion of what constitutes sensi-
tive content. Large language models (LLMs), with
their capacity for nuanced language understand-
ing, have emerged as promising candidates for
human-aligned evaluation, demonstrating strong
agreement with human judgments across a variety
of NLP tasks (Zheng et al., 2023; Li et al., 2024).

Recent work by Meisenbacher et al. (2025) rep-
resents a significant step toward closing this gap
in privacy evaluation by applying the LLM-as-a-
Judge paradigm to this domain. Across 10 datasets
and 677 human annotators, they show that LLMs
can approximate a “global human privacy perspec-
tive” with strong agreement to aggregated human
ratings, even exceeding inter-human agreement.
These findings suggest that LLMs can serve as
practical, human-aligned privacy evaluators.

Yet, deploying frontier LLMs for privacy assess-
ment poses two central challenges. First, their
computational and financial costs limit large-scale
use. Second, evaluating sensitive text through third-
party APIs introduces additional privacy concerns,
as the very data being assessed may not be share-

able. This creates a paradox: using powerful exter-
nal LLMs to evaluate privacy may itself compromise
privacy constraints.

In this work, we address this deployment gap
through knowledge distillation. Using Mistral Large
3 (Mistral AI, 2025) as a teacher model, we
annotate 200,000 user-written texts with privacy
sensitivity scores following the structured Likert-
scale methodology of Meisenbacher et al. (2025).
We then distill these judgments into lightweight
encoder-based classifiers, enabling fast, local, and
privacy-preserving inference. Our central research
question is whether the privacy reasoning capabil-
ities of LLMs can be transferred to smaller mod-
els without sacrificing alignment with human judg-
ments.

We validate the distilled models on human-
annotated test data and show that they can match
the agreement of their teacher model with ag-
gregated human ratings. Beyond benchmark
validation, we demonstrate that distilled privacy
evaluators can serve as scalable automatic met-
rics for quantifying privacy reduction in text de-
identification systems1. Our contributions are three-
fold:

1. We curate a large corpus of 200,000 texts, au-
tomatically annotated for privacy sensitivity us-
ing a state-of-the-art open LLM.

2. We distill these LLM-generated privacy judg-
ments into lightweight encoder models that
achieve strong agreement with human anno-

1Models, code, and data are available at
https://github.com/gabrielloiseau/
privacy-distillation
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Rating Name Description Dataset (%)
1 Harmless Completely free of any private or sensitive information, including direct

or indirect identifiers.
46.01

2 Mostly not private May contain some indirect identifiers, but is largely free of sensitive or
personal information.

16.58

3 Somewhat private Contains some direct or indirect identifiers and can be considered mod-
erately personal.

16.81

4 Very private Contains several direct or indirect identifiers and clearly includes personal
information.

14.21

5 Extremely private Contains highly sensitive personal information or direct identifiers. 6.38

Table 1: Privacy rating annotation scheme and resulting dataset distribution

tations (α = 0.737), surpassing the teacher
model’s own human alignment (α = 0.716),
while enabling efficient and fully local infer-
ence.

3. We demonstrate that distilled privacy evalu-
ators function as scalable automatic metrics
for assessing privacy reduction in text de-
identification systems, and outline how com-
pact privacy models open new research direc-
tions for privacy-aware NLP evaluation and
system design.

2. Related Work

Privacy Evaluation in NLP. In privacy-
preserving NLP, evaluation commonly relies
on proxy metrics such as re-identification success
rates, simulated attacks, plausible deniability, or
semantic similarity measures (Shahriar et al.,
2025). While these metrics capture specific threat
models, they do not directly reflect how humans
perceive the sensitivity of a text. Complementary
research on automated privacy policy analysis
(Wilson et al., 2016) and anonymization bench-
marks (Lison et al., 2021; Pilán et al., 2022;
Loiseau et al., 2025) provides structured evaluation
frameworks, primarily focusing on entity-level
redaction quality. However, these approaches do
not measure text-level privacy sensitivity or its
alignment with human judgment across domains.
Recent work has proposed LLM-as-a-Judge as
a scalable alternative to human evaluation for
many NLP tasks (Li et al., 2024; Chiang and Lee,
2023; Bavaresco et al., 2025; Li et al., 2025),
with potential for modeling perceived privacy risk
(Meisenbacher et al., 2025).

LLM Distillation. Knowledge distillation (Hin-
ton et al., 2015) transfers capabilities from large
teacher models to smaller student models. In NLP,
it has produced efficient transformer variants such
as DistilBERT (Sanh et al., 2019) and compressed
generative LLMs into lightweight classifiers. Dis-
tillation can also rely solely on predicted labels,
enabling black-box knowledge transfer when logits
are unavailable (Chen et al., 2024).

3. Methodology

3.1. Privacy Annotation Framework
We adopt the five-point Likert privacy sensitivity
scale introduced by Meisenbacher et al. (2025) and
detailed in Table 1, ranging from 1 (Harmless) to
5 (Extremely private). The scale operationalizes
text-level privacy sensitivity by considering both di-
rect identifiers (e.g., names, contact details) and
broader contextual signals, including topical sensi-
tivity (e.g., health conditions, legal situations), self-
disclosure of personal experiences, and indirect
identifiers that could enable re-identification in con-
text. Sensitivity under this scale is therefore not
limited to the presence of named entities or de-
mographic attributes, but also encompasses the
overall nature and intimacy of the disclosed con-
tent. The scale was previously validated through a
large-scale human annotation study, and the result-
ing survey data were publicly released, providing a
human-aligned target for supervision.

3.2. LLM Annotation and Distillation
Pipeline

Data. We construct a corpus from the 10 pub-
licly available datasets of user-written text from the
original study spanning diverse domains: Blog Au-
thorship Corpus (BAC), Enron Emails (EE), Medical
Questions (MQ), Reddit Confessions (RC), Reddit
Legal Advice (RLA), Mental Health Blog (MHB),
Reddit Mental Health Posts (RMHP), Trustpilot Re-
views (TR), Twitter (TW), and Yelp Reviews (YR).
We sample 20,000 texts per dataset, excluding
those used in the original human benchmark, re-
sulting in approximately 200,000 texts. All data is in
English; extending the approach to other languages
remains future work. Additional details about each
dataset are reported in Appendix A.

Teacher Model Annotation. We use the open-
weight Mistral Large 3 (Mistral AI, 2025) as a
teacher model to assign privacy sensitivity scores.
We employ the structured prompting strategy of
Meisenbacher et al. (2025), which provides explicit
scale definitions and enforces discrete ratings. The
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Dataset Avg tokens S̄ % Priv.
MHB 272 3.31 77.4
RMHP 225 2.92 64.7
RC 306 2.89 60.6
RLA 283 2.84 60.3
MQ 136 2.34 44.6
EE 332 2.16 33.5
BAC 264 1.78 23.5
TR 69 1.28 5.2
YR 129 1.21 2.6
TW 50 1.11 1.7
All 207 2.18 37.4

Table 2: Per-dataset statistics, sorted by mean pri-
vacy score. Avg tokens: mean BPE token count.
S̄: mean teacher-assigned privacy score (1–5). %
Priv.: percentage of texts rated ≥ 3 (Somewhat
private or above).

full annotation prompt is provided in the Appendix B.
This yields a large, automatically labeled dataset
reflecting LLM-based privacy judgments.

Table 1 shows the target rating distribution of the
resulting dataset. The class distribution is notably
imbalanced: nearly half of the texts (46%) are rated
as harmless, while the most sensitive category ac-
counts for only about 6% of samples, reflecting the
natural scarcity of highly private content in everyday
online communication.

Table 2 provides a per-dataset breakdown, re-
vealing variation in both text length and privacy
sensitivity across domains. Health and confession-
oriented domains (MHB, RC, RMHP, RLA) contain
the highest proportions of private content, driven
by self-disclosure of personal experiences, medi-
cal conditions, and sensitive life events. In con-
trast, review and microblog platforms (TR, TW,
YR) are overwhelmingly rated as harmless (less
than 6% rated somewhat private or above), con-
sistent with their public-facing, non-personal com-
munication norms. Intermediate domains such as
emails (EE) and blog posts (BAC) reflect a mix-
ture, where privacy signals arise from incidental
identifiers (names, contact details) rather than topi-
cal sensitivity. This diversity is essential for train-
ing a privacy evaluator that generalizes across the
contextual factors that shape perceived sensitivity.
Table 3 provides examples illustrating each rating
level across different domains.

Student Models. We distill these annotations into
encoder-based classifiers trained for 5-class clas-
sification. We evaluate four models: Ettin-150M,
Ettin-17M (Weller et al., 2025), BERT-base (Devlin
et al., 2019), and ModernBERT-base (Warner et al.,
2024). All models are fine-tuned using the same
training recipe: learning rate 2× 10−5 with 10% lin-
ear warmup, batch size 16, and 3 epochs. Due to

its large size, the dataset is split into 90% training,
5% validation, and 5% test sets. We select the best
checkpoint by validation macro F1.

4. Experiments

We evaluate whether distilled encoder models can
(1) learn the LLM-defined privacy task, and (2) pre-
serve alignment with human privacy judgments.
Our evaluation therefore combines standard clas-
sification metrics on our held-out test set with
agreement-based analysis on the publicly released
human benchmark from Meisenbacher et al. (2025).
We quantify agreement using Krippendorff’s α (Krip-
pendorff, 2011), an inter-rater reliability coefficient
defined as α = 1 − Do

De
, where Do denotes the

observed disagreement and De the disagreement
expected by chance; α = 1 indicates perfect agree-
ment and α = 0 corresponds to chance-level agree-
ment. We report two complementary agreement
scores: agreement with the average human rating
per text, and the average pairwise agreement with
all individual annotations, for which we also report
the standard deviation across annotators.

4.1. Learning the Distilled Task
We first assess how well models learn the 5-class
privacy classification task on our held-out test set.
Table 4 reports accuracy, macro F1, mean absolute
error2, and per-class F1 scores.

The Ettin-150M model achieves 74.9% accu-
racy and 68.1 macro F1, substantially outperform-
ing majority (45.9%) and random (20.0%) base-
lines. Performance is strong across the full pri-
vacy spectrum, including the most sensitive class
(C5), where F1 reaches 68.6. Results are compara-
ble to ModernBERT-base, while clearly surpassing
BERT-base and the smaller Ettin-17M variant. F1
for the intermediate classes (C2–C4, ranging from
58 to 64) is lower than for the extreme classes
(C1 at 91.5, C5 at 68.6). This is expected for an
ordinal scale where adjacent categories are diffi-
cult to distinguish: texts at the boundary of “Mostly
not private” and “Somewhat private” are inherently
ambiguous. Importantly, classification errors for
these middle classes are predominantly adjacent-
class confusions (e.g., predicting C2 instead of
C3), as reflected in the low MAE. Overall, these
results confirm that privacy sensitivity, as defined

2Mean Absolute Error (MAE) captures the average
absolute distance between predicted and true privacy
levels, treating the task as ordinal. Unlike accuracy or F1,
MAE penalizes predictions proportionally to how far they
deviate from the correct class (e.g., predicting 5 instead
of 1 is penalized more than predicting 2 instead of 1),
making it particularly suitable for ordered label spaces
such as Likert-scale privacy ratings.
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Domain Rating Example
TW 1 “Happy First Day of Spring!”
TR 2 “I have not received my item, even though I had an email from Royal Mail stating it had been delivered on 27/12/24”
EE 3 “Rick, Attached are drafts of the letters notifiying Williams, Apache and Lone Star that ENA will be acting as agent for

Tenaska IV. Please review the letters and get back to me”
MQ 4 “Hi, Im asking for a friend that went to the hospital today by ambulance. she is 61 years old and has been sick for

over a month.”
MHB 5 “I have suffered severe anxiety and depression for a very long time (first panic attack eight years old). I’ve seen plenty

of psychologists ect but nothing seems to work.”

Table 3: Examples illustrating the range of privacy ratings across domains.

Model Params Acc. ↑ Macro F1 ↑ MAE ↓ Per-class F1 ↑
C1 C2 C3 C4 C5

Ettin-150M 149M 74.9 68.1 0.28 91.5 58.3 58.5 63.6 68.6
ModernBERT-base 149M 73.7 67.2 0.28 91.9 57.4 57.7 62.8 68.2
BERT-base 110M 73.3 65.9 0.29 91.3 55.4 55.7 60.6 66.4
Ettin-17M 17M 71.1 62.5 0.34 90.1 51.2 52.8 57.5 60.7

Table 4: Classification performance on the held-out test set. Accuracy and F1 scores are in %. MAE is the
mean absolute error on the 1–5 ordinal scale (range: 0–4). All encoder models are trained with identical
hyperparameters. For reference, a Majority Class baseline achieves 45.9% accuracy (12.5 macro F1),
while a Random baseline achieves 20.0% accuracy (18.0 macro F1).

Comparison Krippendorff’s α

Ettin-150M vs. Human avg 0.737
Ettin-150M pairwise w/ humans 0.514 (±0.265)
Ettin-17M vs. Human avg 0.708
Ettin-17M pairwise w/ humans 0.498 (±0.259)
Mistral Large 3 (675b) vs. Human avg 0.716
Mistral Large 3 (675b) pairwise w/ humans 0.502 (±0.264)
Mistral-7b vs. Human avg 0.563
Mistral-7b pairwise w/ humans 0.409 (±0.250)
Inter-Human (overall) 0.39
Inter-Human (pairwise avg) 0.54

Table 5: Agreement metrics on the 250-text bench-
mark from Meisenbacher et al. (2025). “Human
avg” denote agreement with the average rating of
all human annotators.

by the teacher model, can be learned reliably by
lightweight encoders without architecture-specific
tuning.

4.2. Alignment with Human Privacy
Judgments

We next evaluate agreement with the 677 human
annotations from the original benchmark, which
covers 250 texts in total (25 from each dataset).
Table 5 presents the central findings. The distilled
Ettin-150M model achieves α = 0.737 agreement
with the average human rating. Notably, this ex-
ceeds the agreement of its teacher model, Mistral
Large 3 (α = 0.716). For completeness, we also re-
port results for Mistral-7b (Jiang et al., 2023), which
achieves substantially lower agreement compared
to both Mistral Large 3 and our distilled encoder
models.

When compared pairwise with individual human

annotators, the model achieves α = 0.514 (±0.265),
closely matching the inter-human pairwise average
(α = 0.54). This suggests that disagreements be-
tween the model and individual humans are of the
same magnitude as disagreements among humans
themselves. Our models align well on the general
perception of privacy, whereas they cannot cap-
ture the unique perspectives and experiences of all
represented annotators.

4.3. De-Identification Evaluation
To demonstrate a practical application, we eval-
uate our model’s ability to assess anonymization
quality using the Text Anonymization Benchmark
(TAB) (Pilán et al., 2022). TAB comprises English-
language court cases from the European Court of
Human Rights, with expert annotations of entity
mentions categorized as direct identifiers (e.g.,
names, passport numbers), quasi-identifiers (e.g.,
age, nationality, profession), or no_mask. Using
the 555-document test split, we create four ver-
sions of each document: original, direct-masked
(1,612 entities replaced with [REDACTED]), quasi-
masked (19,197 entities), and fully masked (both
types).

Table 6 reveals three key patterns. First, masking
direct identifiers (∆ = 0.34) has a larger per-entity
effect than masking quasi-identifiers (∆ = 0.23),
despite far fewer entities (1,612 vs. 19,197), yield-
ing higher privacy impact per entity for direct iden-
tifiers. This aligns with established personally iden-
tifiable information (PII) categorizations: names
and other direct identifiers are inherently more indi-
vidualizing than demographic attributes.

Second, comprehensive masking (∆ = 1.86) pro-
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Condition S̄ ∆ % Class 1
Original 3.25 – 25.2
Mask direct 2.91 0.34 30.5
Mask quasi 3.02 0.23 28.5
Mask ALL 1.39 1.86 84.1
Mask 30% random 3.56 -0.31 17.3

Table 6: Privacy scores on TAB test set. S̄: mean
score (1–5). ∆: reduction from original. % Class 1:
proportion rated “Harmless.”

duces a larger reduction than the sum of individual
effects (0.34+0.23 = 0.57), revealing a strong inter-
action between identifier types. When both direct
and quasi-identifiers are present, direct identifiers
enable identification of the person’s identity while
quasi-identifiers provide additional sensitive infor-
mation, thereby increasing the overall privacy risk
of the text.

Third, after full masking, 84.1% of documents
are rated “Harmless” (class 1), compared to only
25.2% in the original. This demonstrates that TAB’s
expert-defined masking scheme effectively reduces
model-perceived privacy sensitivity. These results
validate that our classifier captures privacy-relevant
information consistent with expert annotations.

As a sanity check, we also randomly replace 30%
of words with [REDACTED] tokens. Rather than
reducing privacy, random masking increases the
mean privacy score (S̄ = 3.56, ∆ = −0.31). This
occurs because uninformed redaction disrupts co-
herence while preserving identifying content. This
confirms that the classifier is sensitive to what is
masked, not merely to the presence of masking
tokens.

5. Discussion & Future Work

Performance Measurement. A notable outcome
is that the distilled Ettin-150M slightly exceeds the
teacher model in agreement with the average hu-
man rating. This does not imply that the student
is intrinsically “more correct” than the teacher us-
ing our approach; rather, distillation can act as a
denoising process. Training on a large volume of
teacher-labeled examples can smooth prompt-level
stochasticity and compress the teacher’s reasoning
into a deterministic decision boundary that gener-
alizes better on a small human benchmark. Future
work should explicitly test this hypothesis by study-
ing more teacher behaviors or varying the amount
of distillation data.

Use cases. Beyond benchmarking, an on-device
privacy sensitivity classifier unlocks workflows that
are difficult or undesirable with API-based LLM
judges: (i) Dataset curation: assigning sensitivity

scores to large corpora to route high-risk examples
for manual review, filtering, or access control be-
fore model training; (ii) Privacy-aware evaluation
for rewriting/anonymization: using the score as an
automatic metric to compare de-identification or pri-
vatization systems across datasets and parameter
settings, complementing attack-based proxies; (iii)
User-facing privacy assistance: real-time warnings
in writing assistants (e.g., “this message contains
likely identifying details”) and suggestions for min-
imal edits. This is particularly valuable given evi-
dence that users routinely leak PII when interacting
with external LLMs (Mireshghallah et al., 2024).

Future Work. Compact evaluators enable re-
search that is otherwise compute- or policy-
constrained. First, they make it feasible to study
privacy signals at scale via attribution and counter-
factual edits, helping disentangle identifiability cues
(names, locations, unique events) from topic sensi-
tivity (health, legal issues, mental health). Second,
the model can serve as a training signal: combined
with a utility measure (e.g., semantic similarity), it
can define privacy–utility trade-offs and support
search or learning procedures that find minimal
changes that reduce privacy sensitivity. Third, fu-
ture work should move beyond a single “global”
notion of privacy by incorporating context (audi-
ence, purpose, setting) and exploring personaliza-
tion with small amounts of user-provided preference
data. Finally, robustness remains open: calibrating
scores, dealing with out-of-domain inputs, and au-
diting domain- and demographic-dependent failure
modes are essential before deploying the model
as part of automated pipelines.

6. Conclusion

We presented a knowledge distillation approach
for creating efficient privacy sensitivity classifiers
from LLM judgments. Responding to calls for
lightweight privacy evaluation models, we dis-
tilled Mistral Large’s privacy assessments into
a 150M-parameter Ettin encoder that achieves
strong agreement with human annotations while
enabling private and faster inference. Our evalua-
tion on the Text Anonymization Benchmark demon-
strates that the classifier captures meaningful dif-
ferences between direct and quasi-identifiers in
expert-annotated documents, validating its utility
for de-identification assessment. We release our
code, models and dataset to support reproducible
privacy evaluation in NLP.

Limitations

Our models inherit the privacy notion and potential
biases of the teacher LLM: privacy is compressed
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into a single 1–5 sensitivity score, which may con-
flate multiple dimensions such as identifiability and
topic sensitivity. The training data is English-only;
multilingual transfer remains untested. Privacy is
contextual (Nissenbaum, 2004), yet the classifier
evaluates texts largely in isolation without explicit
information about audience, purpose, or setting.

Teacher labeling can be stochastic due to the
non-deterministic nature of large language mod-
els (Song et al., 2025); using multiple teachers,
or a small amount of human-labeled calibration
data could reduce noise and improve robustness.
We also did not systematically study alternative
teacher models or distillation strategies. Finally,
the score should not be interpreted as a formal
privacy guarantee or as a proxy for adversarial re-
identification risk: it captures perceived sensitivity
under the adopted scale.

Ethical Considerations

This work processes potentially sensitive user-
generated content. All source datasets are pub-
licly available and have been previously used in
research. Our classifier is intended for evaluat-
ing privacy-preserving methods and supporting pri-
vacy research, not for making decisions about in-
dividuals or for surveillance purposes. We caution
against using the model as a hard gate without hu-
man oversight: the privacy scale is a subjective
construct, and model scores should inform rather
than replace human judgment.
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A. Dataset Sources Description

To construct a diverse and coherent valid privacy
corpus, we aggregate user-written texts from ten
publicly available datasets spanning blogs, emails,
health-related forums, legal advice, reviews, mi-
croblogs, and online discussions. Together, these
datasets cover varying genres, platform norms, and
disclosure styles, enabling us to capture multiple
dimensions of privacy risk: explicit identifiers, con-
textual clues, health and legal sensitivity, and stylo-
metric linkability.

Blog Authorship Corpus (BAC). BAC consists
of long-form blog posts, capturing personal story-
telling and opinionated writing with strong stylistic
signatures—a setting commonly associated with
authorship and user profiling tasks. Such stylo-
metric consistency makes it a natural domain for
studying linkability-based privacy risks, beyond
overt identifiers. We use the HuggingFace ver-
sion of the corpus (https://hf.co/datasets/
tasksource/blog_authorship_corpus).

Enron Emails (EE). EE comprises semi-private
organizational communication, where texts often
include operational details, social relations, and
direct contact information. This domain contributes
a complementary privacy profile: not necessarily
self-disclosure, but high likelihood of concrete
identifiers and workplace context. We use the Hug-
gingFace release (https://hf.co/datasets/
sujan-maharjan/enron_email_dataset),
totaling 362,180 emails from the sent items folder.

Medical Questions (MQ). The Medical
Question Answering dataset contains over one
million user-written medical question-answer
pairs; we keep only the questions. These texts
are representative of information-seeking and
triage-like tasks in health NLP, and they frequently
contain sensitive attributes (symptoms, medi-
cations, ages, conditions), making MQ a core
pillar of the corpus for health-related privacy.
We use the processed HuggingFace version
(https://hf.co/datasets/Malikeh1375/
medical-question-answering-datasets),
comprising 246,678 questions.

Mental Health Blog (MHB). MHB contains posts
from a mental health forum (2011–2020), reflect-
ing long-form self-disclosure and peer support—a
genre often used for mental-health-related classifi-
cation and risk detection. Privacy signals here are
typically driven by sensitive topics and personal ex-
periences, even when explicit identifiers are absent
(Boinepelli et al., 2022). (This dataset is not hosted
on HuggingFace.)

Reddit Confessions (RC). This corpus
(https://hf.co/datasets/SocialGrep/
one-million-reddit-confessions) con-
sists of one million posts from four confession-
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oriented subreddits, emphasizing anonymous
self-disclosure and narrative accounts. As a
domain, it broadens our corpus toward “voluntary
disclosure” settings, where privacy sensitivity is
often rooted in intimate content rather than formal
identifiers.

Reddit Legal Advice (RLA). RLA contains
nearly 100k informal legal help-seeking posts from
/r/legaladvice (Li et al., 2022). We use the Hug-
gingFace version (https://hf.co/datasets/
jonathanli/legal-advice-reddit), which
provides 79,136 posts. This domain introduces
a distinct mix of sensitive situational details (dis-
putes, employment issues, alleged wrongdoing)
and contextual clues (locations, timelines, involved
parties).

Reddit Mental Health Posts (RMHP). RMHP
provides over 150k posts from five mental-health-
related subreddits. Compared to MHB, RMHP
adds a different platform style (shorter, conver-
sational, often more fragmented) while covering
similar sensitive themes. This contrast helps en-
sure our privacy corpus captures both topic sen-
sitivity and platform-/genre-specific expressions
of disclosure. We use the HuggingFace ver-
sion (https://hf.co/datasets/solomonk/
reddit_mental_health_posts), comprising
151,288 posts.

Trustpilot Reviews (TR). Trustpilot reviews are
consumer-facing evaluations of services and prod-
ucts, commonly used in sentiment and sociolin-
guistic analyses (Hovy et al., 2015). While re-
views may appear “less private” on average, they
regularly include incidental identifiers (names, lo-
cations, service interactions) and thus provide
valuable coverage of everyday privacy leakage
in ostensibly public feedback. We use the Hug-
gingFace dataset (https://hf.co/datasets/
Kerassy/trustpilot-reviews-123k), con-
taining 123,181 en-US reviews.

Twitter (TW). TW represents short, public
microblog posts, often used for topic, sentiment,
stance, or event-oriented analyses. Including
Twitter ensures the corpus captures privacy signals
in highly compressed text, where identifying cues
can arise from usernames, mentions, location
hints, or contextual references rather than explicit
PII. We sample from the HuggingFace version
of the 100M tweets corpus (https://hf.co/
datasets/enryu43/twitter100m_tweets),
containing 88,084,332 tweets.

Yelp Reviews (YR). YR contains user re-
views of local businesses—a domain frequently
associated with sentiment and recommenda-
tion tasks, grounded in real-world places and
experiences. This setting contributes privacy
risks tied to location context, routines, and
named venues (even without explicit iden-

tifiers). We use the HuggingFace release
(https://hf.co/datasets/yashraizad/
yelp-open-dataset-reviews), which con-
tains 6,990,280 reviews.

B. Teacher Prompt

We use a structured prompt that enforces the dis-
crete 1–5 privacy scale:

Provide a privacy rating scoring on how sen-
sitive or private the user_text, for example in-
cluding personal information or indirectly iden-
tifiable information.
Give your answer on a scale of 1 to 5, where
1 means that the user_text is not sensitive or
private at all, and 5 means that text contains
highly sensitive or private information.
Here is the scale you should use to build your
answer:
1: The user_text is harmless: completely free
of any private or sensitive information, either
direct or indirect identifiers.
2: The user_text is mostly not private: may
contain some indirect identifiers, but is mostly
free of sensitive information.
3: The user_text is somewhat private: con-
tains some direct or indirect identifiers, and
can be deemed somewhat personal informa-
tion.
4: The user_text is very private: contains sev-
eral direct or indirect identifiers, and it is clear
that this text contains personal information.
5: The user_text is extremely private: contains
highly sensitive information, such as direct per-
sonal identifiers, and the text is clearly some-
thing that should not be made public.
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Abstract
Personally identifiable information (PII or PI) can appear in a wide variety of linguistic data, posing both ethical
and legal challenges for conducting research and developing applications involving such texts. In this paper,
we investigate the alignment between automatic clustering of FastText and Transformer embedding represen-
tations of personal information spans sourced from essays written by adult learners of Swedish as a second
language and the general and detailed personal information labels assigned to these spans by expert annotators.
Our goals are to assess the extent of overlap between the semantic categories and evaluate the semantic
coherence of the human-assigned classes, which may have implications for de-identification procedures. We
observe that while contextual embeddings, especially ones from a specialized word-in-context model, produce rel-
atively good clustering results, they only partly map to the human understanding of how to classify personal information.

Keywords: personal information, PII, de-identification, pseudonymization, anonymization, clustering

1. Introduction and Prior Research

The presence of personally identifiable information
(PII, PI)1 in language data poses undeniable ethi-
cal and legal challenges. There is a need for the
development of tools aimed at automatizing the
time-consuming task of personal information detec-
tion, followed by redaction or labeling and replace-
ment. PI detection and labeling is a ubiquitous step
in Named Entity Recognition-like approaches to
de-identification of such data (Lison et al., 2021;
Volodina et al., 2025). Many such approaches rely
on (contextual) embedding representations of the
tokens in the text to carry out the classification (cf.
Grancharova and Dalianis, 2021 or Pilán et al.,
2022), as rule-based methods can only capture
some PI types that show less diversity in terms of
form (Volodina et al., 2020). However, it has been
shown that such systems can be sensitive to how
internally consistent personal information classes
are (Sierro et al., 2024; Szawerna et al., 2025).

In this exploratory paper, we set out to address
the question to what degree do embedding rep-
resentations of PI words and phrases capture the
semantic knowledge of humans, where that seman-
tic knowledge is approximated by a PI taxonomy
developed by human annotators (i.e., division of
spans identified as PI into classes salient for hu-
mans). Our goal is to improve the semantic un-
derstanding of PI annotation labels and to assess
how representations used by models align with
a human-devised taxonomy, which could help im-
prove both PI detection and labeling methods and
the taxonomies themselves. From the PI annota-

1Henceforth often simply ‘personal information.’

tion perspective, such findings could be relevant for
identifying the categories or their parts that are par-
ticularly confusing for the models and may benefit
from a reinterpretation of the human-assigned la-
bels or by identifying new categories salient for the
detection and labeling model. Determining which
embedding models permit a good level of distin-
guishing between different human-assigned labels
yields insights into what models are worth inves-
tigating for automatic PI detection and labeling in
practice. Investigating the semantic alignment be-
tween humans and language models in this specific
domain may also hint at some more general pat-
terns. In that sense, our work is reminiscent of lan-
guage games pioneered by Steels and Belpaeme
(2005), where they evaluate the similarity between
natural language categories and categories in a
an automatically-induced language emergent from
situational grounding of two artificial agents.

We address our research question through clus-
tering embedding representations of personal in-
formation. Clustering embeddings to understand
the distributional properties of language data has
previously been employed by e.g. Hertzberg et al.
(2022) in the domain of political dogwhistles; while
there are several differences in our approaches,
the main one is our comparison being conducted
against ground truth labels, whereas theirs tries to
determine whether the successfulness of clustering
correlates with inter-annotator agreement.

Given that per their definition, some of the PI cat-
egories are rather internally diverse, we expect to
only see a partial overlap between automatic clus-
tering and the pre-existing annotation. We also ex-
pect the embedding representations sourced from
models with better understanding of the role that

62



context plays for the meaning of a word or a phrase
to yield more distinct clusters that better map to at
least some of the human-assigned categories.

2. Materials

In our experiments, we use 947 texts (totaling
301095 tokens) from SweLL-pilot and SweLL-
gold (Volodina, 2024; Språkbanken Text, 2025b).2
These two SweLL corpora are collections of es-
says written by learners of Swedish as a second
language (L2). Many of these texts contain vari-
ous kinds of PI, which are pseudonymized in the
released versions of the corpora; however, we use
the essays with the original PI intact.

The PI spans in the SweLL data are annotated
with PI categories (see Megyesi et al. (2021) and
Volodina et al. (2020)). This taxonomy is hierarchi-
cal, with 7 overarching general categories and 37
possible detailed PI categories. For instance, in
the fictitious example of mitt namn är Sonja och
jag är 29 ‘my name is Sonja and I am 29’, Sonja
would be labeled by an expert annotator as the de-
tailed class firstname_female (which belongs
to the general category personal_name together
with surnames, masculine names, etc.), and 29
would be marked as age_digits (belonging to
the general category age). In our data only 32
of those detailed categories are present.3 Both
singular tokens and multi-word expressions may
be annotated as PI; 3348 tokens constituting 3076
spans are annotated as PI in our data. Table 2 in
Appendix A shows the detailed counts of the anno-
tated tokens and phrases alongside information as
to which detailed categories correspond to which
general ones.4 As that table shows, some classes
are much more frequent in the data than others,
which is likely to negatively affect the discriminabil-
ity of the infrequent classes.

As we are working with Swedish data, we chose
three models trained for this language to obtain
embedding representations of the PI spans:

1. Kubord-fasttext - Dagens Nyheter
2010–2024 - token (Språkbanken Text,
2025a): one of the FastText embedding
models for Swedish (see Bojanowski et al.
(2016)). Embedding size: 300. Henceforth
FastText;

2. KB/bert-base-swedish-cased (Malm-
sten et al., 2020): the Swedish version of the

2SweLL access can be requested at https://
sunet.artologik.net/gu/swell

3initials, area, url, personid_nr, ac-
count_nr, license_nr are absent.

4The latter is also explained better in Megyesi et al.
(2021); Volodina et al. (2020); Szawerna et al. (2025).

original BERT model (Devlin et al., 2019).
Embedding size: 768. Henceforth KB-BERT;

3. pierluigic/xl-lexeme (Cassotti et al.,
2023): a specialized multilingual word-in-
context (WiC) model based on XLM-RoBERTa-
large (Conneau et al., 2020). Embedding size:
1024. Henceforth XL-LEXEME.

The FastText embeddings serve as a non-
contextual baseline. KB-BERT has previously been
used in many token classification tasks for Swedish,
including PI detection and labeling applications
(e.g., by Grancharova and Dalianis (2021), Vak-
ili et al. (2022), or Szawerna et al. (2024)). XL-
LEXEME belongs to a similar language model cate-
gory as KB-BERT, but as it is specialized for word-
in-context tasks, it may capture more of the nu-
ances of personal information. Embeddings for
each token or subword token in a PI span were
obtained from each model. Maximum input size
of 100 KB-BERT subword tokens was used for the
masked language models to ensure that a compara-
ble context was provided for the phrase in question.
For KB-BERT, the last-layer representations were
obtained, as those are more sensitive to semantics
and context (Jawahar et al., 2019). In the cases
of multi-token spans, a mean of the embeddings
was obtained for FastText and BERT to preserve
dimensionality; it was possible to directly obtain an
embedding for the whole span from XL-LEXEME.
These three sets of embeddings will henceforth be
referred to as embedding types.

3. Methods

In order to evaluate the alignment between the
embeddings of different PI spans and the human-
assigned labels, we perform automatic clustering
on the embeddings. We first reduce the embed-
ding size using Uniform Manifold Approximation
and Projection (UMAP, McInnes et al., 2020). This
step already helps capture the underlying patterns
and speeds up computation. We then perform a pa-
rameter search for four clustering algorithms: Hier-
archical Density-Based Clustering (Campello et al.,
2013), Affinity Propagation (Frey and Dueck, 2007),
Mean Shift (Fukunaga and Hostetler, 1975), and
Agglomerative Clustering,5 in their scikit-learn im-
plementations (Pedregosa et al., 2011). These four
algorithms all permit varied cluster size, which is
essential given the uneven distribution of human-
annotated PI classes in our data. We evaluate the
intrinsic quality of the clustering using the silhouette
score (Rousseeuw, 1987), which is a measure of

5To the best of our knowledge, there is no single cita-
tion for hierarchical agglomerative clustering, and only
various linkage methods have standard references, see
Müllner (2011).
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how well data points fit their clusters and how well-
bounded those clusters are on a scale between -1
and 1, and select the best clustering algorithm and
parameters for each embedding type.

We calculate extrinsic measures for the selected
results, comparing the emergent clusters to the hu-
man annotation. We focus on completeness (data
points from one ground truth class being grouped
in one cluster), homogeneity (the internal purity of
clusters relative to the ground truth), and the com-
bined v-score (Rosenberg and Hirschberg, 2007)
as interpretable measures of specific properties
of the clustering relative to the human annotation
at both the detailed and general label level. We
consider homogeneity to be more important than
the other two in understanding how the machine
clustering relates to the human-identified classes;
it is clear that completeness will be much lower
in clustering outcomes which result in hundreds
of clusters, but as long as those are internally ho-
mogeneous, one can conclude that the clustering
simply splits a human-assigned category into even
more granular ones. Additionally, we calculate en-
tropy (Shannon, 1948) per cluster and normalize
it6 to further inspect how pure the specific clusters
are, analogous to how Dobnik and Kelleher (2013)
or Dobnik and Kelleher (2014) use this measure to
assess the purity of semantic categories against a
set of labels.

4. Results and Discussion

The best silhouette scores were obtained for all
embedding types by the HDBSCAN algorithm when
the outlier category that it predicts was excluded
from the calculation (0.83 for FastText, 0.67 for
KB-BERT, and 0.72 for XL-LEXEME).7

Given that the silhouette score ranges from -1
(very bad) to 1 (perfect), these scores are good,
and it is unsurprising to see clustering algorithms
that eliminate outliers perform well on the intrinsic
metric. However, as shown in Table 1, between
18 and 42% of the data was excluded as outliers,
indicating that a large part of the data is hard to
cluster cleanly. Across all embedding types, nearly
all detailed PI categories are represented among
the outliers. When inspecting the items identified
as outliers, some trends can be noted, such as
classes that are generally infrequent being more
likely to have a large proportion of outliers, personal
names and dates being hard to cluster with Fast-
Text embeddings, or KB-BERT struggling with ge-

6Entropy of a cluster X here is defined as H(X) =
− ∑

x∈X

p(x)log2p(x) and it is normalized by the maximum

possible entropy for the cluster, i.e. −log2(|X|).
7Parameter details can be found in Appendix A.

ographic and transportation classes.8 Results for
XL-LEXEME stand out here, with the lowest num-
ber of embeddings that are treated as outliers and
a high homogeneity score. While the KB-BERT em-
beddings result in a large number of outliers, the
number of detected clusters is the closest to the
number of detailed labels in the human taxonomy
and the lowest out of the three outcomes. Finally,
FastText embeddings result in noticeably worse
results than the contextual embeddings.

An interesting, but not entirely unexpected, ob-
servation can be made by comparing the scores rel-
ative to the detailed and general human-assigned
labels. Overall, completeness and v-score are
lower when the comparison is made to the gen-
eral classes, as the number of clusters is always
much larger than the 7 general classes, meaning
that multiple clusters will consist of examples from
one such class. Homogeneity improves noticeably
for contextual embeddings when the comparison
is made to general human-assigned labels instead
of detailed. This indicates that even though not all
clusters are pure, elements that belong to different
detailed classes but the same overarching general
classes are still grouped together. This does not
hold for the FastText embeddings, implying that
the clusters there have more random impurities.

This is further corroborated by the per-cluster en-
tropy scores pictured in the histograms in Figure 1.9
A cluster being perfectly homogenous relative to
ground truth means it has an entropy of 0, whereas
an entropy of 1 means a maximally random assort-
ment of human-assigned labels in the cluster. For
FastText embeddings, there are relatively minor
differences between the entropy scores for detailed
and general labels. What can be noticed is that
comparing to general labels leads to a small in-
crease in the lower entropy scores, whereas com-
paring to detailed labels is what is responsible for
entropy scores above 0.5. A similar pattern occurs
in the case of the contextual embeddings, but the
differences are more pronounced, especially in the
case of XL-LEXEME, where the percentage of near-
zero entropy clusters skyrockets when the compar-
ison is made to general labels. This indicates that
while the XL-LEXEME embeddings appear to be the
best for clustering PI (with a relatively small number
of outliers and high homogeneity), they do not per-
mit the same fine-grained distinctions as the human
annotation and instead group the information differ-
ently at that level of detailedness, though within the
same general classes. When it comes to group-
ing the samples according to the detailed classes,
KB-BERT appears to perform best, with propor-

8The detailed counts can be found in Appendix A.
9Visualized using pandas (pandas development team,

2020), matplotlib (Hunter, 2007), and seaborn (Waskom,
2021)

64



Embedding Clustering Homogeneity Completeness V-score N clusters N outliers
FastText HDBSCAN 0.69 (0.67) 0.44 (0.24) 0.54 (0.35) 66 1132
KB-BERT HDBSCAN 0.72 (0.84) 0.53 (0.35) 0.61 (0.50) 41 1304
XL-LEXEME HDBSCAN 0.77 (0.86) 0.50 (0.31) 0.60 (0.46) 70 561

Table 1: Metrics per embedding type for the best clustering results. Scores in black are compared against
human-assigned detailed labels, whereas the (gray scores) are relative to the general labels.

Figure 1: Histograms of entropy distribution, in percent for comparability across embedding types.

tionally only slightly fewer 0-entropy clusters than
FastText, but with a tendency for overall lower en-
tropy scores. Given that KB-BERT’s general-level
entropy is only slightly lower than XL-LEXEME’s,
this model’s embeddings could be interpreted as
more versatile when it comes to PI labeling.

This can be visualized by reducing the dimen-
sionality of the embeddings to 2 using UMAP and
plotting the datapoints. Figure 2 shows this data
for XL-LEXEME embeddings, colored according to
detailed and general human annotation (Figure 2a,
Figure 2b) and with the clusters assigned by HDB-
SCAN (Figure 2c). While the correspondence be-
tween colors and actual labels is not provided due
to the number of labels, the differences between
detailed human labels and the HDBSCAN clusters
are quite apparent.10

It can be observed that for the contextual embed-
dings, some human-assigned labels correspond
rather uniformly to a given area in the embedding
space; for certain other categories, this distinction
is much more blurred. For example, in Figure 2a,
the pastel purple11 points constituting the two large,
distinct clusters near the top of the figure belong to
the fam detailed category, which includes words
describing relatives; this category is quite distinct
and shares only a small overlap with the sensi-

10See Appendix A for plots for FastText and KB-
BERT.

11We acknowledge the difficulty of relating this descrip-
tion to the figure in grayscale or for people with color
vision deficiency, which is why we additionally try to pro-
vide the location of the discussed points in the figure. Due
to the number of labels, using shapes rather than color
to distinguish between categories was decided against
as it made the plots largely unreadable.

tive detailed category, marked in bright pink to
the right and below the fam clusters. The sensi-
tive category, in turn, does not appear to cluster
well and is dispersed rather broadly, overlapping
with several other categories. While Figure 2b does
show that personal_name (red, left side of the
figure), other (yellow, top of the figure), and ge-
ographic (purple, right side of the figure) seem
to generally be confined to their own areas of the
embedding space, there is a relatively distinct area
at the bottom left, which is made up of date, age,
and other; these are predominantly examples of
PI that has to do with numbers (both in digit and
string format), and that this characteristic was very
salient for the model. Finally, Figure 2c shows —
same as the entropy analysis did — that the auto-
matically identified clusters subdivide the general
labels rather finely, but not the same way that hu-
man annotators divided them. For instance, the
aforementioned distinct fam groupings get clus-
tered much more finely.

Inspecting the samples contained in the automat-
ically detected clusters that make up fam shows
the different types of family relations captured by
XL-LEXEME. One cluster is made up of words like
bror ‘brother,’ farfar ‘paternal grandfather,’ or pappa
‘dad.’ Separate clusters emerge for moster ‘mater-
nal aunt,’ faster ‘paternal aunt’ together with styv-
mamma ‘stepmom,’ for mamma ‘mom’ and mormor
‘maternal grandmother,’ as well as for various forms
of the word syster ‘sister.’ Another cluster contains
words relating to children (barn ‘child,’ son ‘son,’
syskon ‘sibling’). Yet another cluster within fam
groups together more distant or loose relations and
gender-agnostic ones, with kusin ‘cousin,’ pojkvän
‘boyfriend’ and brorsfru ‘sister-in-law’ clustered to-
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(a) Detailed human labels

(b) General human labels

(c) HDBSCAN labels

Figure 2: XL-LEXEME scatterplots. Due to the
number of classes the legend is not provided. For
HDBSCAN, the outliers are marked with translus-
cent orange points.

gether, and one more consists of various forms of
the word familj ‘family.’

Investigating the clusters emerging for the gen-
eral category of geographic illustrates the opposite
situation, where various detailed categories (e.g.
city, place, geo) are grouped together based on
a similarity in spelling or location. This shows that
the most salient characteristics of the embeddings
are not what is the most salient about a given entity

to a human annotator in the context of annotating
personal information. This issue seems to appear
more frequently with proper nouns.

These results indicate that while some seman-
tic similarity is captured by clustering, the original
classes become fragmented. If the goal is for the
embedding representations to mirror the human
annotation, this could perhaps be mitigated both by
tweaking how the embeddings are obtained (which
layer, what context window) and by what the ground
truth reference is. On the other hand, an analysis of
the contents of the emergent clusters may help re-
fine the taxonomy used to annotate PI: in the case
of the broad fam detailed category, it is clear that
it could be subdivided into e.g. female relatives,
male relatives, and children at the very least.

5. Conclusions and Future Work

In this paper, we explored the effectiveness of auto-
matic clustering of authentic PI spans from Swedish
texts, represented using three different types of em-
beddings, in order to increase our understanding of
the semantics of PI labels and their alignment with
computational representations. We observed that
in both non-contextual and contextual embeddings,
a certain number of PI instances are hard to cluster,
but a specialized word-in-context model struggled
less with this issue. Clustering algorithms tend to
identify more clusters than the human-assigned
detailed PI classes. Their boundaries sometimes
align with the human annotation, depending on
the embedding and annotation type. Impurities in
clusters identified for the contextual embeddings
tend to stem from semantically similar concepts
being grouped together (e.g., different types of ge-
ographical information) and natural subdivisions
form within certain clusters.

In the future, it could be interesting to use this
approach to try to identify which models’ representa-
tions (and from which layers) are sensitive to the dif-
ferences between PI types and non-personal infor-
mation with the goal of establishing how and what
to train for PI detection and labeling, and whether
the performance in experiments such as ours cor-
relates with that and what effect model fine-tuning
has on these representations. As shown, investigat-
ing what sets the separate clusters containing the
same human-annotated class apart could be an in-
teresting way to potentially help refine the taxonomy
used for annotating PI. Comparing which human-
assigned labels have the lowest inter-annotator
agreement and which kinds of personal information
are the hardest to cluster could bring more nuance
to an analysis of this type. Finally, semantic relat-
edness between various PI clusters could perhaps
be exploited in studies on semantic coherence of
pseudonyms used to replace personal information.
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Limitations

A natural limitation of this research is that it is con-
ducted only on one genre of texts. However, to
the best of our knowledge, there exists no other
PI-annotated corpus in Swedish or another cor-
pus annotated with the same categories as SweLL
that is possible for us to access, which would be a
very valuable comparison allowing us to generlize
our observations about the nature of personal in-
formation. Similarly, the use of authentic PI data
severely limits the reproducibility of this study; how-
ever, it shows our compliance with legal and ethical
standards. We believe that this methodology can
be successfully applied to any other PI-annotated
dataset, making the research replicable, if not re-
producible.

Another limitation is that this comparison only
includes three models from which embeddings are
obtained. While still fewer than for some other
languages, there are many models that can, to
some extent, handle Swedish text and that could
be included in a larger-scale comparison.

Our experiment does not clearly assess the use-
fulness of the embedding representations for PI
detection (i.e., telling it apart from the surrounding
non-personal context), but only for its subsequent
classification.

Since a part of the representations stand for multi-
word expressions, the way in which they are cal-
culated (a mean of the constituent embeddings for
FastText and KB-BERT) could make them harder
to cluster and result in them being rejected as out-
liers.

Any more qualitative analysis of the purity of the
identified clusters was hindered by the sheer num-
ber of clusters and the fact that we were comparing
three such results.

Ethical Considerations

Research about PI and de-identification is, in large
part, fueled by ethical considerations and legal re-
quirements when it comes to processing language
data. Continued exploration of such questions can
contribute to a better understanding of the effec-
tiveness and the consequences of de-identification,
as well as help improve the methods employed; in
the case of this paper, it could inform the choice
of model for PI detection tasks and perhaps assist
with the development of refined PI taxonomies.

As we are using authentic PI, which is not avail-
able in the current release of the corpus that we
are working with, we cannot go into a too detailed
analysis of clusters (we cannot provide specific, au-
thentic PI span examples), nor can we share the
data or the embeddings used in the analysis. We
assess the risks of information leakage from the

results that we provide to be low, as they are only
shown aggregated and without any references back
to the texts that the phrases are extracted from, and
all the experiments were conducted locally.
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A. Appendix

(a) Detailed human labels

(b) General human labels

(c) HDBSCAN labels

Figure 3: FastText scatterplots. Due to the num-
ber of classes the legend is not provided. For HDB-
SCAN, the outliers are marked with transluscent
orange points.

(a) Detailed human labels

(b) General human labels

(c) HDBSCAN labels

Figure 4: KB-BERT scatterplots. Due to the num-
ber of classes the legend is not provided. For HDB-
SCAN, the outliers are marked with transluscent
orange points.
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Category Tokens Phrases
personal_name 624 612
firstname_male 234 228
firsname_female 289 287
firstname_unknown 49 47
middlename 1 1
surname 51 49
geographic 1186 1135
city 587 561
geo 17 17
country 401 399
place 112 94
region 39 36
street_nr 21 21
zip_code 9 7
institution 160 111
school 69 44
work 2 2
other_institution 89 65
transportation 20 19
transport_name 6 5
transport_nr 14 14
age 94 94
age_digits 82 82
age_string 12 12
date 179 165
day 27 27
month_digit 9 9
month_word 46 46
year 53 53
date_digits 44 30
other 1085 940
phone_nr 7 6
email 10 10
other_nr_seq 170 168
extra 40 32
prof 14 12
edu 7 5
fam 467 453
sensitive 370 254
TOTAL 3348 3076

Table 2: Token and phrase (MWE) counts for the PII spans in our data. General categories, given in bold,
appear above the corresponding detailed labels.

Embedding Clustering Best parameters Silhouette
FastText HDBSCAN cluster_selection_method=’leaf’, min_cluster_size=12 0.83
KB-BERT HDBSCAN cluster_selection_method=’leaf’, min_cluster_size=17 0.68
XL-LEXEME HDBSCAN cluster_selection_method=’eom’, min_cluster_size=14 0.72

Table 3: Best clustering algorithm and parameters per embedding type.

71



Category FastText KB-BERT XL-LEXEME
personal_name 356 (58.17%) 216 (35.29%) 87 (14.22%)
firstname_male 135 (59.21%) 105 (46.05%) 39 (17.11%)
firsname_female 159 (55.40%) 75 (26.13%) 23 (8.01%)
firstname_unknown 28 (59.57%) 22 (46.81%) 11 (23.40%)
middlename 1 (100.00%) - -
surname 33 (67.35%) 14 (28.57%) 14 (28.57%)
geographic 327 (32.78%) 594 (52.33%) 246 (21.67%)
city 166 (29.59%) 273 (48.66%) 88 (15.69%)
geo 11 (64.71%) 12 (70.59%) 5 (29.41%)
country 123 (30.89%) 211 (52.88%) 118 (29.57%)
place 40 (42.55%) 51 (54.26%) 17 (18.09%)
region 19 (52.78%) 27 (75.00%) 10 (27.78%)
street_nr 10 (47.62%) 17 (80.95%) 6 (28.57%)
zip_code 3 (42.86%) 3 (42.86%) 2 (28.57%)
institution 42 (37.84%) 49 (44.14%) 22 (19.82%)
school 13 (29.55%) 23 (52.27%) 4 (9.09%)
work 2 (100.00%) 2 (100.00%) 1 (50.00%)
other_institution 27 (41.45%) 24 (36.92%) 17 (26.15%)
transportation 9 (47.37%) 16 (84.21%) 9 (47.37%)
transport_name 4 (80.00%) 5 (100.00%) 1 (20.00%)
transport_nr 5 (35.71%) 11 (78.57%) 8 (57.14%)
age 21 (22.34%) 33 (35.11%) 3 (3.19%)
age_digits 21 (25.61%) 26 (31.71%) 3 (3.66%)
age_string - 7 (58.33%) -
date 81 (49.09%) 57 (34.55%) 41 (24.85%)
day 13 (48.15%) 7 (25.93%) 7 (25.93%)
month_digit 4 (44.44%) 4 (44.44%) 3 (33.33%)
month_word 14 (30.43%) 23 (50.00%) 21 (45.65%)
year 31 (58.49%) 17 (32.08%) 9 (16.98%)
date_digits 19 (63.33%) 6 (20.00%) 1 (3.33%)
other 251 (26.70%) 339 (36.06%) 153 (16.28%)
phone_nr 2 (33.33%) - -
email 5 (50.00%) - 1 (10.00%)
other_nr_seq 28 (16.67%) 92 (54.76%) 14 (8.33%)
extra 16 (50.00%) 17 (53.12%) 13 (40.62%)
prof 9 (75.00%) 3 (25.00%) 8 (66.67%)
edu 4 (80.00%) 5 (100.00%) 3 (60.00%)
fam 63 (13.91%) 83 (18.32%) 24 (5.30%)
sensitive 124 (48.82%) 139 (54.72%) 90 (35.43%)

Table 4: Outlier counts per embedding type (for its best associated clustering method) by original human-
assigned class. The value in brackets is the % of all the phrases of this type that the outliers constitute.
General classes are given in bold.
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Abstract
Recent research calls for data management infrastructures that explicitly operate within the bounds of ethical and
legal constraints, and facilitate adherence to Open Science principles by integrating automated support for planning,
collection, storage, use, reuse, and sharing of data within. Legal and ethical requirements of data processing have
become increasingly complex, introducing administrative barriers to scientific research investigating data generated
by human participants, which encompasses a vast majority of humanities research. In response to this, we present
RUDI (“Research-centered User-oriented Data Infrastructure”), a modular framework grounded in an interdisciplinary
approach informed by legal, computational and linguistic expertise. This paper introduces its first component: a
configurable and dynamically adaptive consent form generator in the form of a wizard web application. We outline
how legal aspects are modelled within, and highlight its concrete benefits for administrative aspects of research.
Further, we discuss the contextualisation of data within the research domain by leveraging the use of standardised
ontology within the framework.

Keywords: informed consent, data management, data life cycle, personal data, GDPR, linguistics, ontology

1. Introduction

Research involving data generated by human par-
ticipants operates at the intersection of two nor-
mative commitments. On the one hand, Open Sci-
ence practices seek to promote transparency and
collaboration benefiting all of society, and ‘FAIR’
principles (Wilkinson et al., 2016) correspondingly
dictate that research data should be Findable, Ac-
cessible, Interoperable, and Reusable. On the other
hand, strict ethical and legal limitations on data col-
lection, processing, management, use and re-use
reinforced by the General Data Protection Regu-
lation in the European Union (GDPR, 2016) and
similar legislation adopted elsewhere (e.g., Brazil,
Canada, Israel, California) aim to protect the pri-
vacy and autonomy of the individuals who are the
‘data subjects’, i.e., the original sources of said data.
Both objectives are of considerable importance, but
often in conflict with each other. Reconciling them
presents a substantial challenge for researchers
who collect, process, and store human-generated
data.

In response, recent work has argued for data
management infrastructures that embed legal and
ethical requirements directly into user-friendly and
comprehensive technical architecture that supports
research workflows, integrates and promotes aware-
ness of legal and ethical compliance aspects, and
facilitates Open Science practices across research
projects and throughout the entire data life cycle
(e.g., Siegert et al., 2020; Kamocki and Witt, 2024;
Jorschick et al., 2024).

In this context, we present ‘RUDI’ (Research-
centered User-oriented Data Infrastructure), devel-
oped within the ‘INF’ project of the Collaborative
Research Center CRC 1646 Linguistic Creativity in
Communication at Bielefeld University, Germany,
where heterogeneous study designs, data types,
and participant populations across projects are the
norm rather than the exception.

RUDI is an interdisciplinary infrastructure frame-
work developed in close collaboration between le-
gal, linguistic, and technical experts. Conceptually,
it specifies how legal norms, ethical constraints,
and research-specific requirements can be repre-
sented in a structured and machine-actionable way.
Its central, practical goal is providing a comprehen-
sive data management platform that implements
these specifications and supports researchers in
planning, data collection, storage, controlled ac-
cess, use and re-use of human-generated data.

Core features of this data management platform
should enable researchers to

(i) inform and automate the process of creating
meaningful (i.e., GDPR-compliant and ethi-
cally sound) informed consent forms and re-
lated materials for participants,

(ii) collect, store, and access individual instances
of participant consent pertaining to specific
collected data points,

(iii) index and contextualise available data within a
research domain in order to facilitate sharing
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and reuse in accordance with Open Science
principles, and conversely

(iv) locate, retrieve and reuse available data within
a research domain restricted to the boundaries
of participant consent.

While originating within the field of linguistics and
spanning the specific research domains of the CRC
1646, the platform is designed to be adaptable to
the requirements of any field of research involving
human participants.

In this paper, we present the first component
of RUDI and the data management platform: the
web-based consent wizard. The technical imple-
mentation of the principles outlined above adheres
to established principles of interface design, in par-
ticular Nielsen’s ten usability heuristics (Nielsen,
1994), and to ensure an efficient and user-friendly
workflow. Additionally, we employ an iterative devel-
opment process that incorporates continuous user
testing and systematic integration of user feedback
(Matera et al., 2006).

2. Consent Wizard Web Application

The first stage of the platform’s implementation,
mapping to its core feature (i), is the ‘consent wiz-
ard’, a dynamic and configurable web application
that allows researchers to easily generate consent
forms and other information material for participants
that are tailored to the specific context and require-
ments of a study. They are both for participants
to ensure informed consent as well as for the re-
searchers to be informed of legal specifications
pertaining to their research from the participants’
perspective.

The consent wizard, pending user feedback in-
tegration as part of iterative development, is func-
tionally implemented as a web application and (for
now) stand-alone component of the data manage-
ment platform.1 It maps a set of legal properties
to a study based on the researcher’s inputs on a
dynamically generated, questionnaire-style form,
and automatically generates corresponding output
documents for potential participants to review and
sign.

The current implementation still requires the re-
searcher’s manual involvement both in having par-
ticipants sign and then managing the resulting con-
sent forms. At this point, researchers are the only
immediate users of the wizard. Future versions will
incorporate participants as users of the platform by
providing them the possibility to fully or partially con-
sent2 from within the platform. This consent data

1https://purl.org/crc1646/RUDI-wizard
2Partially consenting means opting out of consent

to specific data processing steps, e.g., publication or
third-party sharing.

is stored in a database, eliminating the need for
manually distributing and managing (signed) legal
documents.

The wizard application is where the vast majority
of legal aspects of the framework are situated and
modelled in. The following section details how this
is implemented in practice.

3. Modelling Legal Compliance

With modularity as a core design principle of the
platform infrastructure, the wizard’s software archi-
tecture heavily relies on the use of configuration
templates. This facilitates legal and ethical compli-
ance by leveraging knowledge from law and ethics
experts for configuration, as well as allowing for
swift and comfortable adaptation of the wizard to
future changes in legislation.

Dynamic form generation. The core configura-
tion template of the wizard defines a set of legally
and ethically relevant “properties” that a study may
assume, with the choices informed by legal expert
counsel. Examples of these properties include:

• processing of personal data according to the
GDPR (see Section 3.2); represented as a
binary value,

• permitted age groups of the participants; rep-
resented as a list of standardised string keys,

• participants under 14 years of age; represented
as a binary value which may be programmat-
ically inferred from the list of permitted age
groups.

• whether legal guardian consent may be re-
quired for the participants; represented as a
binary value.

A corresponding form steps template contains
instructions for the program to dynamically assem-
ble a questionnaire that maps the researcher’s an-
swers to this set of properties as concrete values,
with the ability to conditionally render pages and
questions (or other components) based on specific
property values. Figure 1 exemplifies this: if the
user specifies that the contact person of the project
differs from the person responsible for the project,
additional questions are displayed to collect the
contact person’s information.

The wizard then uses these values to adapt text
parts within the output documents intended for the
participant, showing changes to the researcher in a
live preview. The output forms, comprised of partici-
pant information and consent forms, are generated
from configurable XML files based on document
templates provided by a legal expert.
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(a) The user specifies that the contact person is identical
with the individual responsible for the project.

(b) The user specifies that the contact person differs from
the individual responsible for the project.

Figure 1: Example demonstrating the consent wizard’s conditional rendering of input form components.
Additional input components are rendered in (b), and the output is adapted accordingly.

With every input, the wizard evaluates complete-
ness and validity of the researcher’s answers. If
the form is determined to be sufficiently completed,
the researcher is able to download the finalised
consent and information forms in PDF format. In
future versions it will be possible to make the output
forms accessible to participants within the platform
for review and electronic signing.

3.1. Modelling Legal Constraints
A third configurable template defines autofill rules
based on legal constraints informed by expert coun-
sel, and instructs the wizard to conditionally set and
‘lock’ certain properties based on present sets of
property values per study instance.

Example of legal guardian consent. Study par-
ticipation may require guardian consent under cer-
tain circumstances, e.g., for children or people with
mental disabilities affecting their cognition (Schrader
and Joppek, 2025). This is due to the fact that
the GDPR requires the data subject’s capacity to
consent in order for consent to be effective. If the
person giving consent is not capable of doing so,
consent must be given by their legal representa-
tive. The GDPR does not define in detail when
exactly the data subject is capable of giving con-
sent and how this is determined. Essentially, it is
important that the person giving consent is able
to sufficiently understand the data processing that
concerns them.

Usually, the researcher conducting the study must
independently assess whether personal data are
involved. Criteria such as the purpose, type, and
scope of data processing as well as mental maturity
can be included in the assessment. Nevertheless,
it may not be possible to make an unequivocal judg-
ment in individual cases. In cases of doubt, both
the consent of the person concerned and that of
their representative should therefore be obtained
as a precautionary measure.

Fixed age limits may be considered as a pos-
sible solution. In the case of consent by minors,
Art. 8 GDPR provides partial age thresholds for
processing operations in certain contexts. However,
due to the narrow scope of the provision, these re-
quirements cannot be easily transferred to consent
into research contexts and instead provide, at best,
rough guidance. For other vulnerable groups, such
as people with mental disabilities, such age limits
do not apply. It therefore remains that the deter-
mination of capacity to consent is fundamentally
case-specific.

Guardian consent within the wizard. The wiz-
ard explicitly asks whether the researcher presumes
that legal guardian consent may be required, with
an expandable information display summarising the
legal situation outlined above. In our present aut-
ofill rules configuration template, the requirement of
legal guardian consent is automatically set for par-
ticipants under 14 years of age, or for participants
under 18 years of age if the researcher has selected
any special risks to the participants’ mental or phys-
ical well-being associated with study-participation.

Based on this configuration setting, the autofill
evaluation routine determines for each study in-
stance whether either of the above conditions ap-
plies,3 and locks the binary choice component to
affirmative input, as shown in Figure 2. Furthermore,
a corresponding explanation is displayed inside a
yellow box and a clickable information display ad-
ditionally outlines relevant legal situations where
guardian consent may be required as described
above. The resulting output documents are adapted
accordingly, with additional forms for parents or le-
gal guardians to sign.

3This mechanism is presently simplified, as we only
have access to information pertaining to the study, not
yet to information pertaining to the individual participant.
Future versions that integrate participants as direct users
of the platform will adapt this.
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Figure 2: Example demonstrating a locked input
component as a result of the autofill evaluation
routine. The binary choice input is locked based on
the researcher’s prior input, with a corresponding
explanation shown in a yellow box.

This same process can be applied to any number
of explicit legal constraints based on an arbitrary
set of determining parameters. Values that are con-
ditionally (and automatically) set may correspond
to (and override) parameter values that the user
may otherwise set directly, as demonstrated in the
example. In principle, they may also map to latent
parameters without being directly bound to any spe-
cific input component; allowing full administrative
control over setting conditions that determine the
flow of information via the input form steps and
study parameter templates.

3.2. Considerations for Personal Data

An important aspect of data management guid-
ance for research projects in general, but especially
for the consent wizard, is to clearly distinguish be-
tween personal and non-personal data in a way
that is understandable to researchers. Understand-
ing what is considered personal data is of central
importance: the GDPR (2016) applies only when
personal data are actually processed in accordance
with Art. 2 para. 1 GDPR. This means, among other
things, that the processing must be carried out in
accordance with the principles of Art. 5 para. 1
GDPR, be based on a legal basis in accordance
with Art. 6 para. 1 GDPR and the data subjects
must be adequately informed about the data pro-
cessing in accordance with Art. 13, 14 GDPR.

The term ‘personal data’ is defined in Art. 4 (1)
GDPR. According to this, personal data are any in-
formation relating to an identified or identifiable nat-
ural person (‘data subject’); an identifiable natural
person is someone who can be identified, directly or
indirectly, in particular by reference to an identifier
such as a name, an identification number, location
data, an online identifier, or to one or more factors
specific to the physical, physiological, genetic, men-
tal, economic, cultural or social identity of that nat-

ural person. Recital 26 GDPR specifies this as fol-
lows: to determine whether a natural person is iden-
tifiable, account should be taken of all the means
reasonably likely to be used, such as singling out, ei-
ther by the controller or by another person to identify
the natural person directly or indirectly. Ultimately,
whether an information is relatable to an individual
must be determined from the controller’s perspec-
tive. As a consequence, pseudonymised data can-
not necessarily be regarded as personal data in
every case (C-413/23 P, para. 86; of Justice of the
European Union, 2025). Whether or not personal
data is processed in a specific situation, often de-
pends on the circumstances of the individual case.
For reasons of transparency, obtaining consent un-
der data protection law purely as a precautionary
measure and providing data protection information
in accordance with Art. 13, 14 of the GDPR without
first reliably establishing whether personal data are
in fact being processed should be avoided. Never-
theless, even in cases of exclusively anonymous
data processing, consent to study participation is
advisable for ethical reasons (e.g., Gauthier et al.,
2010).

Data protection training courses or fact sheets
are particularly suitable for communicating to re-
searchers who are not legally experienced which
data is considered personal data in individual cases.
These measures can initially create a sound basic
understanding. If there are still uncertainties in a
specific case, these can be resolved through low-
threshold counselling if necessary. In the long term,
however, the aim is to minimise external input as
much as possible: The categorisation of whether
or not personal data is being processed should be
computationally supported within the tool.

Personal data within the wizard. We currently
determine whether personal data are processed
by letting the researcher make this distinction via a
binary selection. In cases of uncertainty, we refer
the user to a third-party tool (‘iVA’; Herklotz and
Oberländer, 2022), which guides them through a
four-step decision process. In future versions, this
decision process will be integrated into the wizard’s
own questionnaire.

If personal data are determined to be processed,
information forms are required to reflect

• which particular personal data is collected for
the purpose of the research goal, and

• the period for which the data will be stored,

as well as further information concerning data pro-
cessing, such as sharing and publication. When this
is the case, the questionnaire steps of the wizard
are expanded accordingly, and a separate infor-
mation form on the processing of personal data is
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Figure 3: Example showing one of the extrapolated
questionnaire steps if personal data is collected as
part of the study, inquiring about specific personal
data types collected and the data retention period
per data processing goal. An additional information
form with GDPR-specific information for the par-
ticipant is populated with the additional input, and
added to the set of output documents.

added to the output documents (see Figure 3) to
comply with Art. 13, 14 of the GDPR.

3.3. Availing Legal Expertise to Users
Besides researchers who design studies and col-
lect, use, and manage data and represent the main
user group of the current stage of platform devel-
opment, users also encompass study participants
who provide data (‘data subjects’ in GDPR) in fu-
ture development stages. For both user groups, we
generally assume limited legal expertise.

For researchers, breaking down legal concepts
into modular sets of questionnaire components and
omitting any aspects that are irrelevant to their spe-
cific situation substantially reduces the burden of
navigating legal considerations as laypeople. How-
ever, beyond just alleviating administrative work-
load by automating the consent and data manage-
ment process, our goal is also to enhance aware-
ness of legal aspects by embedding educational
support seamlessly into the interaction process
within the platform. To this end, the wizard features
the ability for legal experts to embed extendable
information displays into each questionnaire com-
ponent via the form steps template: Figure 4 shows
an example component that asks for (optional) in-
formation pertaining to the disclosure of the study’s
source of funding. When clicked, the display in-
forms the researcher that the source of funding
should be disclosed especially if there is reason
to assume that this knowledge might influence the
participant’s decision. Another example of an infor-
mation display is shown in Figure 2.

Additionally, the wizard’s form steps template al-
lows for full configurability in displaying conditional
warnings and reminders: for example, a visually
highlighted warning is shown that any published

Figure 4: Example showing an information display
for a text input component of the wizard question-
naire, pertaining to when disclosure of the study’s
source of funding is advisable. Clicking the info but-
ton displays the additional text box.

Figure 5: Example of a visual highlight warning,
which is only displayed if both binary choice com-
ponents shown in the image are answered affirma-
tively by the user.

results must always be anonymous or anonymised,
and may never allow for drawing conclusions about
the identity of individual participants (see Figure 5).
This is only shown if the researcher selects that
(a) personal data is being processed for the study,
as well as (b) there is an intent to publish the re-
sults, e.g., in scientific journals, or use them within
lectures or seminars. This is achieved by outfit-
ting input components with warning text and corre-
sponding ‘warnIf’ conditions within the form steps
template, which are dynamically evaluated at run-
time based on the current study parameter values.

This dynamic evaluation of study parameter con-
ditions also allows for displaying situational sugges-
tions for best practices and measures that may sim-
plify the downstream data management process.
Examples of this are yet to be implemented in the
current version of the wizard; we are presently at-
tempting to determine specific sets of personal data
collection conditions that allow for anonymisation
or pseudonymisation, which would both protect the
data subject’s privacy and avoid special considera-
tion requirements under GDPR. Those conditions
could then be embedded into the template and al-
gorithmically flagged, and enable the application to
inform the researcher of the possibility when given.
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Another related feature that promotes researcher
awareness of legal ramifications is the automated,
conditional setting of values and locking of inputs
based on a separate constraints template, as shown
in the example already mentioned in Section 3.1: if
a specific set of values set earlier dictates a future
value, the researcher is informed by clear visual
feedback and explanation (see Figure 2).

Finally, to benefit both user groups, great care is
taken to translate legal concepts into easily under-
stood (albeit legally accurate) language, tailored
to their respective perspectives; this reflects the
position of the European Data Protection Board
(EDPB) that consent-related information must be
formulated in clear and plain language that is un-
derstandable to the average person (Board, 2020,
p. 18). The use of configurable templates where
possible ensures a quick integration and address-
ing of user feedback from both groups, e.g., by
amending phrasing that is perceived as confusing
by users in either the study questionnaire or output
forms.

4. Integrating Linguistic Perspective

Modular configurability of the platform facilitates the
iterative development process and accommodates
various legal and ethical aspects – but beyond that,
it also provides crucial infrastructure for integrat-
ing aspects and requirements that are relevant to
the specific research domain. Mapping studies to a
modular set of data collection-related properties en-
ables multifaceted downstream processing, includ-
ing contextualisation of the collected data within
a larger research ecosystem. Combined with in-
tegrated recording and storage of participants’ in-
dividual consent choices, it allows for automated
decisions regarding which operations (e.g., pro-
cessing, sharing, publication, or controlled access)
are permissible for specific datasets or even indi-
vidual ‘data points’ (Jorschick et al., 2024).

This integrated approach sets our tool apart from
prior approaches that implement standardised guid-
ance, such as the ‘DARIAH Consent Form Wizard’
(Hannesschläger et al., 2020), which also supports
template-based generation of consent forms, or
‘Ethiktool’ (Bendixen et al., 2025, 2026), which pro-
vides software-guided collection of information rel-
evant for ethics review while generating participant
information and privacy-related documents. Both
tools treat the generated documents as the final
output, rather than as one step in the data life cycle.

4.1. Leveraging Ontologies
Following the FAIR principles, we investigate an
ontology-based implementation to enhance the find-
ability of collected data. The use of inconsistent

terminology risks creating broken links between
related data and may result in data being lost in
search processes. Principles of data visibility and
reusability require that newly collected data are
semantically linked to existing resources. This is
particularly important here, given that RUDI com-
prises multiple modules which must work together
consistently and integrate seamlessly with external
resources. Ontological resources are thus shared
across all modules. Mohammadi et al. (2026) iden-
tify the relevant data types and associated (meta)da-
ta within the linguistics domain. Although such infor-
mation could be coded directly into the platform, we
use ontologies, taxonomies and controlled vocabu-
laries, to facilitate semantic alignment and connect
our data to the broader semantic Web.

Given the growing need to address personal
data considerations in different domains, numer-
ous authors have proposed corresponding legal
taxonomies (e.g., Pandit et al., 2019). Since lin-
guistic demographic data substantially overlap with
categories of personal data, we adopt and adapt es-
tablished ontologies and standards wherever possi-
ble. For widely used classifications, we rely on ISO
standards, including ISO 639-3 for language codes
(ISO, 2023) and ISO 3166-1 for country codes
(ISO/IEC, 2020). We also use domain-specific vo-
cabularies such as BioPortal and the WHO Interna-
tional Classification of Diseases for medical infor-
mation. To model personal data, we use the GDPR-
aligned Data Privacy Vocabulary (DPV; Pandit et al.,
2025; Esteves et al., 2025).

Within the context of the CRC 1646 research do-
mains, we are developing the eXperimental Linguis-
tics taxonomy (XLing), which defines a minimal set
of field-specific concepts. Crucially, XLing entries
are linked to CLARIN vocabularies to enable fu-
ture integration and reuse. We employ established
semantic web standards, including Resource De-
scription Framework Schema (RDFs), Dublin Core
Terms (dcTerms), and the Simple Knowledge Orga-
nization System (SKOS). Notably, these schemata
have been implemented dynamically within the wiz-
ard application and will be extended to downstream
components of the platform. This ensures that ad-
ditions or changes in values can be integrated im-
mediately at any stage, while practical usage of the
platform can, in turn, inform further development of
the ontologies.

5. Summary and Future Perspectives

In this work, we have introduced the present imple-
mentation of our consent wizard application, which
is being developed as the first component of a
more comprehensive, modular and configurable
research data management platform. As a central,
practical goal, this web-based platform is situated
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Figure 6: A visualisation of the planned data man-
agement platform, its components and its users sit-
uated within the Research-centered User-oriented
Data Infrastructure (RUDI).

within our interdisciplinary infrastructure framework
RUDI, which aims to support user-friendly linguis-
tic research data management throughout the en-
tire data lifecycle, by intuitively integrating the legal
and ethical requirements of data management and
facilitating Open Science practices and the FAIR
principles. Figure 6 provides a simplified, general
visual overview of how the wizard and the data
management platform integrate into RUDI.

We have detailed how legal and ethical aspects
of data processing are modelled and presented
within the existing wizard application, and how they
interface with linguistic research domain contextual-
isation aspects. Further, we have discussed the role
of standardised ontology within RUDI, presented
XLing as a taxonomy that is tailored to the spe-
cific research context of the CRC 1646, and how it
integrates into the wizard component of the data
management platform.

Further platform development. Pending server-
side deployment, the consent wizard is to enter its
first iterative development cycle with feedback from
researcher users. The next concrete development
milestone of the surrounding data management
platform is the integration of an online database.
Persistent, server-side storage enables implement-
ing user management, which in turn enables (i)
integrating participants as direct users, allowing
for direct signing and storage of consent instances
within the application and thus introducing the sec-
ond core component of the platform, and (ii) shar-
ing of study design templates between researchers.
It also allows for collection and evaluation of us-
age (meta)data of the wizard and platform, laying
the groundwork for further iterative platform devel-
opment and meta-analysis within the surrounding
research domain.

Following this, we plan to integrate the consent
management capabilities into an open repository of
metadata about empirical datasets; expanding the

platform to act as a hub that facilitates discovery of
legally reusable data and collaboration between the
projects within its domain, thus fully encompassing
the operationalisation of both legal compliance and
Open Science practices.

General future goals of the project. While the
platform is intended to be a stand-alone application,
a general objective of the project is to establish
compatibility with existing infrastructure support-
ing research workflows specific to Bielefeld Univer-
sity and, in the long term, with data infrastructures
across Europe. An immediate goal is localisation
of the wizard, the platform, and its configurations
into English, which poses the challenge of creating
legally accurate translations of, e.g., the wizard’s
input forms and output documents.

Pending completion of development, we intend
to release the source code of the data manage-
ment platform as a fully configurable and research
domain-agnostic open-source project.
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Abstract
This paper presents a governance framework developed within the research project ROADS to support the
sustainable management of oral archives, which constitute essential linguistic resources for interdisciplinary research
and cultural heritage preservation. Oral archives raise complex ethical and legal challenges due to the hybrid nature
of voice data, which function simultaneously as historical documents, scientific sources and biometric identifiers,
thereby creating tensions between open science principles and data protection regulations. The proposed framework
integrates FAIR principles (Findable, Accessible, Interoperable, Reusable) with Privacy by Design and the GDPR
accountability principle through a multilayered approach. It introduces an access model that distinguishes between
publicly available metadata and controlled access to identifiable audio materials, following trusted repository
standards. The framework also incorporates consent management procedures and safeguards for legacy collections,
enabling responsible data sharing while preserving scientific usability. More broadly, ROADS provides a transferable
model to guide the transition from project-based archives to FAIR, sustainable and reusable research resources,
ensuring compliance with data protection requirements and respect for the sensitivity of the documented contexts.

Keywords: GDPR, speech data, ethics, oral archives, FAIR principles, language resources

1. Introduction

Access to speech data is essential for linguistic
research, language technologies and cultural her-
itage preservation (De Dominicis, 2002; Sornicola
et al., 2019). A central challenge in oral archives
lies in the hybrid nature of voice data: audio record-
ings simultaneously function as historical docu-
ments, scientific sources and biometric identifiers,
creating tensions between open science principles
and data protection regulations.

Managing oral archives requires an interdisci-
plinary approach integrating humanistic, archival,
technological and legal expertise. Researchers
must reconcile data openness and reuse with the
protection of data-subject rights while ensuring
long-term sustainability and integration into Digi-
tal Humanities ecosystems. In Italy, the digitization
and reuse of oral archives remain limited due to
heterogeneous practices, local preservation con-
straints and regulatory uncertainty. Recent regu-
latory frameworks, particularly the General Data
Protection Regulation (GDPR), have reshaped how
sensitive linguistic resources can be collected, pro-
cessed and shared. Ethical principles such as fair-
ness, transparency and trust are no longer abstract
ideals but concrete design constraints for research
infrastructures.

Within this context, the ROADS project has de-
veloped a governance framework to overcome the

fragmentation of Italy’s oral heritage through stan-
dardized scientific and regulatory practices. To
guarantee the long-term sustainability of the model,
ROADS relied on legal experts embedded within
the participating institutions-professionals capable
of mediating between the philosophy of Open Sci-
ence and the stringent constraints imposed by the
GDPR. Their contribution has been crucial in en-
suring the legal integrity of the resources produced,
making them fully legitimate and transparent sci-
entific sources for future generations (Abete et al.,
2026).

The paper is structured as follows: Section 2 de-
scribes ROADS and its pilot archive, together with
the challenges encountered; Section 3 presents the
proposed solutions for FAIR- and GDPR-compliant
reuse; Section 4 outlines the conclusions.

2. The ROADS project as a model for
oral data

ROADS1 is a national Italian Project of Relevant
National Interest designed to coordinate and sus-
tain Italy’s oral heritage by developing models and
tools for the recovery, preservation, description and
scholarly reuse of oral archives, adopting a FAIR-
by-design approach integrating technical, ethical

1https://csc.dei.unipd.it/roads-project/index.html
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and legal considerations from the beginning of the
data lifecycle (Abete et al., 2025b). Core project
activities include a national survey of oral archives
in Italian public universities, development of a man-
agement and access infrastructure, deposit of a
pilot archive and training initiatives to build capacity
for sustainable stewardship of oral sources (Abete
et al., 2025a).

ROADS addresses two types of sources: (i) pre-
existing historical oral archives, collected before
the current regulatory framework; (ii) new oral in-
terviews collected within the project, targeting a
representative selection of researchers to gather
information on the genesis of collections, their size
and composition, archival criteria, and conservation
status. This dual perspective enables differentiated
methodological and legal solutions tailored to dis-
tinct data-production contexts, helping make FAIR
principles operational (Calamai and Frontini, 2018;
Wilkinson et al., 2018) even when normative and
ethical constraints are heterogeneous.

A key element of the governance framework is
the Data Management Plan (DMP), which specifies
how data are collected, documented, preserved
and shared. The DMP applies FAIR principles
across all stages of the data lifecycle and links
them to legal, ethical and technical requirements.
It defines procedures for consent, anonymisation,
licensing and access control, ensuring GDPR com-
pliance and safeguarding sensitive historical and
biometric information. This ensures that resources
are usable for research while respecting the rights
and privacy of data subjects.

2.1. The pilot archive

The selected pilot archive is the research collection
of historian Gabriella Gribaudi2, based on fieldwork
conducted since 1974 on the social history of South-
ern Italy during World War II (Gribaudi, 1980, 1990,
2005, 2016, 2023). The collection comprises 148
audio carriers (audiocassettes, minicassettes, and
digital audio tapes) and approximately 189 inter-
viewees (born 1909-1945), including both direct
witnesses and individuals who reported family nar-
ratives. Beyond its historical relevance, the archive
is particularly suitable for linguistic analyses, as
it contains rich, naturally produced speech with
speaker and contextual diversity supporting pho-
netic, sociolinguistic, and discourse-oriented stud-
ies. This case provides a realistic benchmark for
implementing differentiated access and reuse poli-
cies for historically sensitive, inherently identifiable
oral data.

2Professor at the University of Naples Federico II and
founder and first president of the Italian Oral History
Association.

2.2. Challenges requiring legal and
governance measures

Oral archives in the Italian context are often pre-
served locally, described with heterogeneous meta-
data practices, and shared under unclear condi-
tions. This hinders discoverability, long-term sus-
tainability, and reuse. A major source of complexity
lies in the intrinsic nature of oral data: audio record-
ings contain not only biographical information and
opinions, but also biometric traits (voice) and di-
alectal or cultural cues.

Within the project, a further limitation arises from
the coexistence of legacy collections and newly
collected data. Legacy recordings, such as the
Gribaudi archive, were produced before the GDPR
and often lack documentation that would now be
expected (e.g., explicit consent forms, clear infor-
mation on intended dissemination, and standard-
ized provenance). In many cases, data subjects
cannot be contacted due to decease or irretriev-
ability, which makes it impossible to update con-
sent and requires careful legal framing and propor-
tionate safeguards. By contrast, newly collected
interviews can be designed to meet GDPR trans-
parency and accountability requirements from the
outset, but they still contain inherently identifiable
voice data and potentially sensitive contextual in-
formation. These two regimes create a practical
governance challenge: a single infrastructure must
support FAIRness and scientific usability while ap-
plying differentiated access and reuse rules aligned
with the origin, documentation, and sensitivity of
each dataset.

3. Solutions for FAIRness, legal and
ethical compliance

Managing personal data within ROADS required
fulfilling regulatory obligations to ensure legitimate
research activity. These steps constitute the back-
bone of a protection system that safeguards in-
dividuals. In line with the accountability principle,
ROADS formalized roles among partners, identified
legal bases, defined secure preservation protocols,
and implemented transparent information flows to
data subjects.

3.1. Legal framing and governance
The project follows two parallel methodological
tracks: the ethical valorization of historical oral
archives and the collection of new testimonies,
both aimed at building a sustainable and secure
research infrastructure compliant with FAIR princi-
ples. Given the multicentric and interdisciplinary
nature of the project, governance has been for-
malized through a joint controllership agreement
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(Art. 26 GDPR) among ROADS partners. This in-
strument clarifies each partner’s responsibilities,
appoints a single contact point for exercising data-
subject rights (Arts. 15–22 GDPR), and identifies
the national research infrastructure CLARIN-IT as
the technological custodian supporting long-term
preservation.

One of the main challenges is that informed con-
sent cannot be obtained for part of the legacy ma-
terials because many interviewees are deceased
or no longer traceable. ROADS addresses this
issue through a formal “Diligent Search” protocol,
based on public notices on institutional websites
that inform data subjects (or their heirs) about dig-
itization and reuse while preserving the right to
object on legitimate grounds. Although the GDPR
does not apply to deceased people, this approach
is aligned with Art. 2-terdecies of the Italian Privacy
Code, which enables heirs to exercise the data sub-
ject’s rights post mortem. The framework further
balances the public interest in protecting cultural
heritage with privacy safeguards by minimizing or
removing identifying metadata and restricting ac-
cess to full audio through controlled procedures
(e.g., excerpts or partial access), thereby reducing
the risk of unlawful or inappropriate reuse.

3.2. A multilevel system of legal bases
ROADS relies on an integrated set of legal bases,
calibrated to the nature of the processing and the
institutional mandate of the partners:

• Scientific research (Art. 6(1)(e) GDPR): core re-
search activities are grounded in the public inter-
est. This legal basis derives from a combined
reading of the GDPR and Art. 2-ter of the Italian
Privacy Code (D.Lgs. 196/2003), which recog-
nizes scientific and historical research as a pri-
mary institutional function of Universities and Pub-
lic Research Bodies. This framework ensures
that processing is not contingent upon individ-
ual withdrawal where the data serves a broader
collective scientific purpose, provided that the
principle of data minimization is strictly observed.

• Archiving and Historical Research (Art. 9(2)(j)
GDPR; Art. 2-sexies Italian Privacy Code): this
legal basis is particularly relevant for legacy col-
lections where consent cannot be obtained due to
the decease of the data subject or their untrace-
ability. In such cases, the framework incorporates
Art. 2-terdecies of the Italian Privacy Code, which
provides that heirs may exercise the relevant data
protection rights on behalf of the deceased. Ap-
propriate safeguards are implemented through
a formal “Diligent Search” protocol (e.g., public
notices and the right to object), combined with
robust technical and organizational measures,

including controlled access via ILC4CLARIN. In
particular, the protocol requires the anonymiza-
tion of descriptive metadata in legacy archives,
ensuring that identifying references are protected
and not publicly accessible, while restricting full
audio access to authenticated researchers in or-
der to mitigate risks such as unauthorized voice
harvesting.

• Informed Consent and releases (Art. 6(1)(a)
GDPR): in coordination with applicable copyright
provisions, this legal basis governs optional and
ancillary processing activities. Adopting a gran-
ular approach, ROADS distinguishes between
essential research operations and specific au-
thorizations—such as video dissemination, third-
party reuse, or potential commercial exploita-
tion—which remain fully revocable by the data
subject at any time.

To illustrate this model, consider the
ILC4CLARIN repository workflow for video
interviews. The system adopts a differentiated
access model: a curated “Partial Version” is
made available for public dissemination, while
the complete recording is distributed under a “Re-
stricted” license. Access to the full version requires
institutional Single Sign-On (e.g., IDEM/Edugain),
thereby preventing unauthorized voice harvesting
and ensuring traceability in line with GDPR ac-
countability requirements. For legacy data lacking
valid consent, the “Diligent Search” protocol is
systematically applied.

3.3. Operational implementation:
acknowledgement, stratified
consent and transparency

The main complexity lies in the intrinsic nature of
oral data: audio recordings may contain not only
biographical information and opinions, but also bio-
metric traits (voice) and dialectal or cultural cues.
This requires a granular governance approach that
distinguishes what is necessary for science from
what pertains to dissemination. To translate this
complexity into practice, the project implements a
stratified consent architecture (Modules 01, 02, 03)
that supports informed control:

MOD 01 - participation and originality: formalizes
participation and a declaration that provided con-
tent does not infringe third-party rights.

MOD 02-A - mandatory acknowledgement of
the information notice: supports scientific trans-
parency and accountability, including awareness
that identifying metadata may be publicly available
for scholarly attribution and long-term findability.

MOD 02-B and MOD 03 - optional modules: sepa-
rate choices on re-contact, dissemination-oriented
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video use, and third-party reuse for external sci-
entific/didactic purposes.

3.4. Security, preservation and scientific
authorship

In accordance with what is stated in the information
notice, and following the participant’s acknowledg-
ment of the FAIR protocols, the security of data pro-
cessing is ensured through a multi-level, accredited
access system designed to balance individual pro-
tection with the needs of the scientific community:

• Attribution and traceability: since these are
methodological contributions provided by schol-
ars, the identifying metadata (name and affilia-
tion) are made public. This step is essential not
only to meet FAIR requirements, but also to en-
sure the proper scientific authorship of the col-
lected testimony and its traceability over time.
The partial version of the archives, comprising
descriptive metadata and curated audio excerpts,
is available in Open Access to the general public.
This version is indexed by general search engines
to ensure maximum findability, but it is carefully
processed to reduce the risk of re-identification.

• Multi-level and accredited access: while attribu-
tion is public, the full audio/video files are de-
posited in a restricted-access digital archive. Ac-
cess is protected by authentication protocols and
reserved exclusively for the international schol-
arly community, preventing indiscriminate dissem-
ination of the content and of biometric data be-
yond the research context. Access to these in-
tegral versions is strictly shielded: they are not
indexed by search engines and are accessible
only to verified scholars through strong authenti-
cation protocols (e.g., IDEM/Edugain/Shibboleth)
via the ILC4CLARIN certified repository. This
prevents indiscriminate dissemination and auto-
mated voice-harvesting, limiting use to verified
research contexts.

• Preservation: the data are deposited in the certi-
fied repository, which ensures protection against
unauthorized access and the safeguarding of the
information assets beyond the duration of the
project, in accordance with Article 99 of the Pri-
vacy Code for purposes of public interest. Specif-
ically, data processed for historical or scientific
purposes are preserved indefinitely as a public
information asset, provided they are not used for
decisions affecting the specific data subject.

4. Conclusions

ROADS demonstrates that managing oral archives
is a complex interdisciplinary challenge, combining

legal compliance, ethical accountability and robust
infrastructure. Challenges addressed include the
hybrid nature of voice data, which simultaneously
function as historical testimony, scientific sources
and sensitive biometric identifiers, and the temporal
stratification of archives, requiring harmonization
of legacy pre-GDPR collections with current Euro-
pean standards.

The approach preserves the integrity of record-
ings in the transition from analog to digital formats
and defines specific protocols to protect the pri-
vacy of witnesses, often deceased or unreachable.
Structured governance, multilevel access, and rig-
orous transparency protocols make ROADS a ref-
erence model for Digital Humanities, ensuring his-
torical memory is preserved within a fully legal and
ethically robust ecosystem.

From a research-infrastructure perspective, the
project operationalizes FAIR-by-design for inher-
ently identifiable speech: public metadata en-
able discovery and attribution, while controlled ac-
cess preserves scientific usability and data-subject
rights. Components such as role allocation, joint
controllership, calibrated legal bases, access tiers,
and documentation practices can be replicated in
other projects dealing with sensitive speech or oral
history collections. Currently, the application and
replicability of the defined model are being tested
on project archives to support their transition into
FAIR, sustainable and GDPR-compliant resources.
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Abstract 
This paper examines the legal implications of using synthetic data to develop and fine‑tune general‑purpose AI 
models in the European Union, using the LLMs4EU project as a case study. It situates synthetic data within the 
Union’s broader data policy and highlights it as a candidate tool for reconciling data availability with regulatory 
constraints. From a data protection perspective, it analyses whether and when synthetic data should be classified 
as “personal data” under the GDPR. From a copyright and contractual standpoint, the paper assesses the risks that 
synthetic datasets may embed infringing content or derive from other models, in light of the GEMA v. OpenAI ruling 
on memorised works and emerging analyses of liability for AI‑generated outputs, and considers the constraints 
imposed by model licensing and acceptable‑use policies on using models to generate training data for other models. 
The paper concludes that synthetic data can play a valuable role in mitigating legal risks and enabling compliant AI 
development in LLMs4EU, but only if its generation and use are embedded in robust governance frameworks that 
address data protection, copyright and contractual obligations across the entire data value chain. 
 
Keywords: Synthetic data, finetuning, training data

 

1. Introduction 

LLMs4EU is an EU-funded project that aims to 
fine‑tune general‑purpose AI models capable of 
addressing concrete, domain-specific cases, with 
a particular consideration given to linguistic 
diversity. This objective presupposes access to 
diverse datasets, which in turn raises recurrent 
legal and practical challenges concerning both 
personal and non‑personal data. In this context, 
the project considers synthetic data as an 
important component of the training mix, 
complementing human‑generated data and 
potentially reducing the dependency on scarce or 
legally constrained datasets. 

Recent technical work has stressed that, under 
current trajectories, the stock of publicly available 
human‑generated text will be insufficient to 
sustain large‑scale LLM training, with projections 
of exhaustion between now and 2032 if present 
trends continue (Villalobos et al., 2024). This 
scarcity is a focal point for the Union’s data policy, 
in which the 2020 European Strategy for Data and 
the subsequent Data Union Strategy of 2025 urge 
for a systematic increase in data availability for 
innovation and competition. Such efforts to limit 
data scarcity are also reflected in the adoption of 
data space initiatives such as the Language Data 
Space. 

In the framework of the legal bundle referred to as 
the EU data laws, the Data Act adopts a broad 
and technology‑neutral understanding of “data” in 
its article 2(1), agnostic of form, source and 
structure, and encompasses personal and 
non‑personal data, thereby opening the door to 
the application of multiple legal regimes 
depending on provenance and use. Synthetic 
data are not therefore specifically defined in this 

legal instrument, but such agnostic definition 
englobes it. 

Synthetic data is increasingly presented as a 
means to reconcile the objective of quality data 
and the respect of legal constraints. In LLMs4EU, 
synthetic data thus appears as a technical 
response to data scarcity and as a potential 
regulatory tool to mitigate legal risks mainly 
related to data protection and intellectual property 
rights. 

The turn to synthetic data also reflects the 
sensitivity around copyright in the context of 
generative AI training although emphasis on 
synthetic data as a possible way to reduce 
reliance on protected material is confronted to the 
fact that such data presents its set of legal 
challenges. LLMs4EU must therefore navigate 
this regulatory landscape and identify under which 
conditions synthetic data can lawfully support 
model development in the Union. 

2. Synthetic data as an opportunity 
for AI developers 

2.1 Definitions of synthetic data   
 
Synthetic data can be defined in functional terms 
as data generated by an algorithm that statistically 
resembles real‑world datasets but does not 
directly reproduce any specific record. It serves 
multiple functions such as filling gaps where data 
is missing or cannot be accessed, or to exhibit 
particular distributions or properties that are hard 
to obtain in practice. Synthetic data has been for 
example used operationally for debiasing through 
techniques such as the Synthetic Minority 
Over‑sampling Technique (SMOTE), which 
creates synthetic examples of under‑represented 
classes in supervised learning.  
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Contemporary synthetic data for AI training is 
predominantly generated using deep‑learning 
models. In the context of LLMs, synthetic text can 
be used to augment existing corpora, to create 
specialised or domain‑specific datasets, and to 
explore hypothetical scenarios that would be 
difficult to document otherwise. 

Recently, so‑called data distillation approaches 
have been proposed to compress large training 
corpora into smaller, high‑utility synthetic sets. In 
such approaches, models are trained or 
fine‑tuned on structured synthetic datasets 
generated by a base model with the aim of 
preserving performance while reducing dataset 
size. Such synthetic data can be generated in an 
environment in which a large language model is 
prompted to produce outputs that are then 
re‑used as training inputs, either for itself 
(self‑training) or for other models. Such iterative 
loops promise cost‑effective scaling of training 
data. It is to be noted that empirical work in the 
LLM field suggests that carefully curated synthetic 
data can, under certain conditions, support further 
training or fine‑tuning of models, although 
repeated training on model‑generated data can 
also introduce biases and degradation 
(Shumailov et al., 2024) 

2.2 Synthetic data as a mitigator of 
legal risk in AI training 

2.2.1 Synthetic data in support of data 
protection compliance 

Advanced analytical techniques have shown that 
even heavily processed and cleaned datasets 
used to train AI may contain sufficient information 
to re‑identify individuals or to infer sensitive 
attributes, particularly when combined with other 
data. This undermines the effectiveness of 
traditional anonymisation methods and supports 
the view of supervisory authorities and the 
European Data Protection Board (EDPB) that 
anonymisation must be robust and 
context‑specific to prevent re‑identification, since 
in cases where there is a mere prevention of 
attribution, the data cannot be considered as 
anonymous (European Data Protection Board, 
2025). The question therefore remains whether 
synthetic data constitute “personal data” within 
the meaning of Article 4(1) General Data 
Protection Regulation (GDPR) where they allow 
information relating to an identifiable person to be 
inferred. Synthetic data is often proposed as a 
potential solution, as it can, in principle, either be 
fully anonymous in fully synthetic data, or at least 
cut the link between records and identifiable 
persons while preserving utility in the case of 
partially synthetic data (Zhang et al., 2022). 

Some researchers (Gal and Lynskey, 2023) have 
argued that synthetic data challenges the 
conceptual foundations of data protection law 
because, even where a synthetic dataset no 
longer contains any record corresponding to an 

actual individual, it can still be used to make 
decisions and inferences that affect real persons. 
Their analysis suggests that many synthetic 
datasets should be treated as personal data 
whenever they allow for individual‑level impacts, 
even if the data points themselves are artificially 
generated. 

In all cases, synthetic data produced via other 
models are dependant in its compliance on 
whether the underlying model is trained lawfully or 
not. The EDPB’s opinion on AI models 
emphasises that developers must ensure that 
models are not trained on unlawfully processed 
personal data and that data protection principles 
apply across the lifecycle of AI models, including 
training, validation and deployment (European 
Data Protection Board, 2024). The Joint Research 
Centre’s work on synthetic data in digital finance 
indicates that, with appropriate rules for 
generation, synthetic datasets can yield analytical 
results closely aligned with those obtained from 
original data while ensuring compliance with 
confidentiality requirements (European 
Commission’s Joint Research Centre, 2024). 

Synthetic data, depending on how its generation 
is carried out, must not be regarded as a way to 
circumvent data protection constraints, but rather 
as a privacy-enhancing instrument that aims to 
minimise privacy risks, provided that its use 
remains grounded in a compliant governance 
framework, as clear risks remain to be mitigated, 
as analysed in section 3.3.   

2.2.2 Mitigating copyright risks through 
synthetic data 

Synthetic data may mitigate copyright risk in LLM 
fine-tuning because it can reduce direct 
dependence on protected material. Where a fine-
tuning corpus is built from human-authored works, 
the legal exposure arises principally from the 
possibility that the training set contains protected 
expression, whether in full works, substantial 
parts, or fragments that remain recognisable in 
downstream outputs. This is sensitive in 
generative AI, where the model may reproduce or 
closely imitate protected sequences, and where 
the line between lawful learning and infringing 
reproduction is often contested (Tyagi, 2025).  

Synthetic data offers a partial answer to the 
copyright question because, when it is generated 
from a model rather than from direct reuse of 
protected expression, it is less likely to replicate 
copyrighted works verbatim or to preserve 
expressive choices that are protected by 
copyright. In other words, the legal risk is not 
eliminated, but it is shifted: the compliance 
question moves from the downstream corpus to 
the upstream generation process. If the synthetic 
corpus is generated by model, thus without 
directly copying protected text, and if it is 
sufficiently transformed so that it no longer 
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contains substantial parts of any pre-existing 
work, it is generally less problematic from a 
copyright perspective than a corpus assembled 
by scraping or reusing protected works directly.  

That said, synthetic data is not a categorical 
panacea. If the synthetic generator itself is trained 
on copyrighted material without legal scrutiny, or 
if it emits outputs that reproduce protected 
expression with sufficient similarity, the resulting 
corpus may still carry copyright risk. This is why 
LLMs4EU should treat synthetic data as a risk-
reduction technique rather than as a substitute for 
copyright clearance. The relevant operational 
question whether the outputs are sufficiently 
detached from protected source works is 
analysed in section 3.3. 

3. Legal hurdles to the adoption of 
synthetic data in AI development  

Synthetic data used in LLM training lies at the 
intersection of several legal regimes that may 
apply cumulatively. From a data protection 
perspective, the qualification of synthetic datasets 
as personal or non‑personal data determines the 
applicability of the GDPR. From a copyright 
perspective, synthetic data derived from models 
trained on protected works may constitute 
adaptations or reproductions, and their generation 
may require appropriate legal scrutiny. In addition, 
contractual provisions in model licences and 
data‑sharing agreements can impose further 
restrictions on the generation and reuse of 
synthetic data, especially in relation to acceptable 
uses and redistribution. 

3.1 Model licensing and acceptable 
uses 

Many foundation models are distributed under 
licences that include acceptable use policies 
prohibiting certain applications, such as 
generating abusive content, violating privacy or 
using the model to develop competing models. 
Such provisions may explicitly or implicitly restrict 
the generation of large synthetic corpora for 
downstream model training or may condition such 
uses on obtaining additional permissions. For 
LLMs4EU, which contemplates using existing 
models to generate synthetic data, careful 
scrutiny of such acceptable use clauses is 
necessary to ensure that the planned uses do not 
constitute misuse and thus do not result in a 
breach of contractual obligations. 

The emergence of “open‑source” or 
“open‑weight” models has raised debates about 
what openness entails in the AI context, including 
whether there are restrictions on commercial use, 
re‑distribution of weights, or model‑as‑a‑service 
deployment. Even where model weights are 
openly accessible, associated licences may limit 

training on model outputs or prohibit using the 
model to generate data that is then used to train 
another model that competes with the original. In 
LLMs4EU, relying on such models to create 
synthetic training data requires an analysis of 
licence compatibility, particularly when the aim is 
to finetune AI models that may themselves be 
released under open policies. 

In addition to model licences, and depending on 
the mechanism of data synthesis, licences 
governing the data used to generate synthetic 
data may impose downstream obligations. Where 
synthetic data is generated from licensed 
datasets, the question arises whether the 
synthetic corpus is a derivative work or whether it 
falls outside the scope of the licence. Given that 
some rights‑holders and collecting societies take 
the view that output generation constitute 
reproductions and adaptations, contractual terms 
may attempt to extend protection to synthetic 
derivatives as well. In LLMs4EU, both the 
licensing of input data and the allocation of rights 
and responsibilities over synthetic outputs must 
therefore be considered. 

3.2 Synthetic data constituted of 
copyright infringing outputs  

AI‑generated outputs that closely resemble 
pre‑existing works used in training can give rise to 
copyright infringement, and liability may attach 
both to the user who inputs the prompts and to the 
developer or provider who made the model 
available (Rosati, 2025). For LLMs4EU, this 
entails that synthetic data used for further training 
must be assessed in terms of the concrete risk 
that it contains infringing sequences that could be 
reproduced or amplified in downstream models. 
This entails that the models used to generate the 
synthetic data need to be assessed on whether 
they are resilient enough to possibilities of them 
“leaking” the original data it was trained on, which 
was feasible with early generative AI models that 
were not subjected to sufficient alignment 
procedures (Carlini et al., 2021).  

The GEMA v. OpenAI decision is an important 
case in this regard as it clarified that AI models 
can embody protected works in a way that triggers 
copyright liability. The Munich Regional Court 
held that specific song lyrics were “physically 
fixed” in the model, that they could be indirectly 
perceived through prompts, and that this 
memorisation constituted reproduction within the 
meaning of Article 2 of the InfoSoc Directive. The 
court further rejected defences based on 
quotation, parody or other limitations and ordered 
OpenAI to provide information and pay damages, 
finding that the company acted at least negligently 
despite legal uncertainty. 

Synthetic datasets used for training may consist 
wholly or partly of outputs generated by models 
that have been trained on unlicensed or infringing 
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data. In such cases, even if the synthetic data 
does not contain verbatim reproductions, it may 
still be tainted by the initial unlawfulness of the 
training process or may in practice reproduce 
protected expression when prompted in specific 
ways. In this sense, research on memorisation 
and extraction in large language models shows 
that generative systems can regurgitate training 
material (Ahmed et al., 2026). The possible 
persistence of such behaviour makes it necessary 
for LLMs4EU test synthetic corpora for near-
duplication, long-span overlap, and other forms of 
recoverable expression before relying on them for 
fine-tuning. Indeed, a synthetic dataset derived 
from other models cannot automatically be 
regarded as free from legal constraints. 

The legal analysis of synthetic data in LLMs4EU 
focuses on the specific layer of the value chain at 
which synthetic outputs are generated and 
reused. Even when the consortium does not 
directly process the original human‑generated 
data when creating synthetic datasets, it may still 
incur responsibility for using synthetic data that 
embed protected expression or personal 
information in a way that is functionally equivalent 
to using the original data. 

3.3 Residual data protection risks in 
synthetic data 

When synthetic data is generated by models 
trained on datasets containing personal data, 
traces of that data can be found in the output. 
Synthetic data can therefore be deemed "not 
inherently anonymous" (Achterberg et al., 2025). 
This is true as synthetic data can still encode 
patterns that are traceable to specific individuals. 
 
Privacy evaluations assessed on synthetic data 
shows that the reidentification risk is residual, at 
least compared to real world datasets: A study 
conducted on synthetic data in the field of child 
and adolescent mental health performed three 
attack-based privacy evaluations on the synthetic 
data used. The evaluation shows that while "the 
overall risk remains quite low", "there is some 
potential for linking data to individuals" (Haizoune 
et al., 2026). From a legal point of view, such risk 
is sufficient for the GDPR to apply. Such research 
is also in line with previous findings that 
distinguish between partially synthesised data 
that remains “vulnerable to membership 
inference” and fully synthesised data that remains 
quite resilient when met with adversarial attacks 
(Zhang et al., 2022). 

For LLMs4EU, this implies that synthetic datasets 
must be subjected to rigorous privacy assessment 
and testing to demonstrate whether there are 
risks in reidentifying the legal persons in synthetic 
datasets. In practice, this assessment should 
rather include structured tests of whether 
individuals can still be singled out. A first step is 
to evaluate the generation process itself: the 

consortium should verify whether the synthesis 
method preserves rare combinations, exact 
values, or patterns that could disclose information 
about identifiable persons. A second step is to 
conduct re-identification testing, for instance by 
attempting membership inference, attribute 
inference, and reconstruction attacks on the 
synthetic dataset, in order to measure whether an 
attacker could recover data about specific 
individuals. A third step is to document all 
mitigation measures when these are carried out. 
In this sense, compliance should be 
demonstrated through clear methodologies and 
not only a declaration of the synthesised nature of 
the data.  

4. Conclusion 

Synthetic data offers significant opportunities for 
LLMs4EU in terms of mitigating legal risks, 
challenging data scarcity and enhancing 
representativeness, particularly for under‑served 
languages and domains. It can reduce direct 
reliance on personal data and copyrighted works 
in training and facilitate wider sharing of data. 
Nonetheless, synthetic data cannot be assumed 
to be legally neutral; its generation and use 
remain embedded in the broader framework of 
data protection, copyright and contractual law. 

Given the persistent risks of re‑identification, 
infringing outputs and contractual 
non‑compliance, LLMs4EU should endorse 
synthetic data as part of its training strategy only 
under robust safeguards. These include careful 
selection of models used for generation, ensuring 
that acceptable use policies and licences permit 
synthetic data creation for model training and that 
their own training processes are sufficiently 
transparent and reliable not to introduce 
additional compliance risks; rigorous privacy and 
copyright audits of synthetic corpora; and 
documentation of generation processes as part of 
accountability under the GDPR and the AI Act. In 
particular, using models to generate data that will 
then train other models should be explicitly 
permitted and appropriately governed. It needs to 
be highlighted that when synthetic datasets are 
treated as legally “easier” to use and share, there 
is a risk that they will be used in contexts where 
their limitations are not sufficiently understood, 
which could lead to potential liability. 

The legal status of synthetic data will remain 
dynamic as courts and regulators confront new 
cases, including further decisions on AI training 
and output liability and evolving interpretations of 
personal data and copyrightability. In LLMs4EU, 
synthetic data will be thus treated as a component 
of a broader legal and technical governance 
framework that is periodically reassessed in light 
of new case law, regulatory guidance and 
technical evidence on the behaviour of models 
trained on synthetic data.  
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Abstract

Removing explicit protected health information does not fully eliminate re-identification risk in clinical text. Contextual
attributes such as socio-economic status, institutional affiliations or detailed life circumstances may still enable
linkage attacks. These heterogeneous and often sparsely distributed elements are referred to as Indirect Personal
Identifiers, i.e., textual elements that are not always identiyfing in isolation but may enable re-identification when
combined with external knowledge. They extend de-identification beyond fixed identifier lists and pose new modeling
challenges. Therefore, we present a systematic comparison of encoder-only models, prompt-based LLMs and hybrid
pipelines for span-level IPI detection in English discharge summaries. A fine-tuned RoBERTa-large model improves
on an existing baseline and substantially outperforms ChatGPT-5.2, achieving 0.906 micro-F1 and 0.724 macro-F1,
compared to 0.509 micro-F1 and 0.487 macro-F1. Our findings indicate that IPI detection constitutes a distinct
modeling regime characterized by class imbalance and high intra-class variability, where scaling model capacity
alone does not guarantee macro-level robustness. We show that supervised encoder models currently provide the
most reliable foundation for extending anonymization guarantees and future research.

Keywords: anonymization, privacy, de-identification, indirect personal identifiers

1. Introduction

Clinical natural language processing (NLP) de-
pends on access to large collections of medical
documents such as discharge summaries. These
texts contain rich diagnostic and procedural detail,
which makes them invaluable for research, but they
also include information that may enable patient re-
identification. Reliable privacy protection is there-
fore a prerequisite for responsible data sharing and
reproducible clinical NLP.

Traditionally, privacy in clinical text has been
achieved through de-identification, i.e., the de-
tection and removal of explicitly defined personal
health information (PHI) such as names, addresses,
and dates, following regulatory frameworks like
HIPAA1. However, the absence of explicit identifiers
does not always eliminate re-identification risk. Re-
search on indirect identifiers showed that combina-
tions of seemingly benign demographic attributes
can uniquely identify large portions of the popula-
tion (Sweeney, 2002). Similar concerns arise in
clinical free text. Even after removal of direct PHI,
residual contextual traits such as occupation, fam-
ily structure, or living situation may narrow the set
of possible individuals (Feder et al., 2020). These

*These authors contributed equally.
1https://www.hhs.gov/hipaa/

Discharge Summary ID: [REDACTED]

Patient: [NAME] MRN: [ID-NUMBER]

42yo Lead Architect from [ZIP CODE] .

Admitted [DATE] for crush injuries following a

commercial crane collapse at the downtown site .

Patient is a local marathon runner with a history

of Langerhans Cell Histiocytosis ...

COMBINED INDIRECT IDENTIFIERS

Adversary’s Search Query:

‘‘42yo’’ + ‘‘architect’’ + ‘‘crane

collaps’’ + ‘‘marathon runner’’

Public Evidence

News: “Local Architect Jonathan B. injured in
crane accident.”

X: “So sad to hear about Jonathan. He’s a pillar of
our running club and a brilliant architect. Get well
soon!”

Linkage Attack
(e.g., search engine)

Direct ID (High Risk) Indirect ID (Combinatorial Risk)

Figure 1: Illustration of re-identification risk through
indirect identifier linkage in an artificial MIMIC-style
document with already redacted PHI.

markers are rarely identifying in isolation, but may
become identifying when combined with external
knowledge or contextual inference.

This broader, risk-oriented understanding of pri-
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vacy is framed in regulations such as the GDPR,
which emphasizes “acceptable re-identification risk”
rather than fixed identifier lists 2. Building on this
perspective, Baroud et al. (2025) introduced an-
notation guidelines for Indirect Personal Identifiers
(IPIs), which are textual spans that may contribute
to re-identification despite not being explicit PHI.
Compared to PHI, IPIs are heterogeneous, often
infrequent and exhibit substantial lexical and se-
mantic variability. Examples include detailed body
descriptions, socio-economic circumstances or ref-
erences to specific institutions (Figure 1).

Extending de-identification to include IPIs offers
therefore stronger anonymization guarantees, yet
also introduces new modeling challenges. While
LLMs have demonstrated strong performance on
several clinical information extraction tasks (Erez
et al., 2025; Hu et al., 2026), prior comparative
studies report that fine-tuned encoder models are
competitive in supervised span-level extraction
and clinical de-identification, often outperforming
zero-shot LLM approaches (Kocaman et al., 2023;
Diaz Ochoa et al., 2025). It is therefore an open
question how these performance trends generalize
to IPI detection. Hence, in this work, we systemati-
cally evaluate encoder-based models, LLM-based
approaches and hybrid pipelines for span-level IPI
detection in English clinical discharge summaries.
We answer the following question:

RQ1: Which modeling paradigm yields robust and
high-recall IPI detection suitable for privacy-
preserving anonymization pipelines?

Our contributions are threefold: First, we provide a
systematic comparison of fine-tuned encoders and
frontier LLM-based approaches for span-level IPI
detection. Second, we establish a strong encoder
baseline, improving upon the best results reported
in Baroud et al. (2025). Third, we show that IPI
detection constitutes a distinct modeling regime
characterized by severe class imbalance and high
intra-class variability, where scaling model capacity
alone does not ensure macro-level robustness.

2. Related work

Prior work relevant to this study spans between
privacy-preserving text processing and compara-
tive analyses of encoder-based and LLM-based
model approaches in clinical NLP.

De-identification and Privacy of Clinical Text
Large-scale clinical corpora such as MIMIC-III
(Johnson et al., 2016) and MIMIC-IV (Johnson
et al., 2024) provide central datasets for public de-
identified electronic health records. Building on

2https://tinyurl.com/eu-lex-32016R0679

these resources, annotation efforts such as i2b2
(Stubbs and Uzuner, 2015) enabled supervised
approaches for PHI detection in clinical text. In ad-
dition, prior work has addressed de-identification
from a data governance and publication perspec-
tive, proposing minimum standards for preparing
clinical datasets prior to sharing or journal publica-
tion (Hrynaszkiewicz et al., 2010).

Privacy research has advanced risk-based
anonymization frameworks that account for adver-
sarial re-identification through auxiliary information
(El Emam and Arbuckle, 2013). Earlier work on in-
direct identifiers, mainly in structured data, demon-
strated that combinations of seemingly benign at-
tributes can enable re-identification, even when
explicit identifiers are removed (Sweeney, 2002).
Subsequent work focused on formalizing such in-
direct information beyond well-defined PHI cate-
gories that may carry re-identification risk in clinical
text data (Feder et al., 2020; Baroud et al., 2025).

Encoder-only vs. LLM comparison in clini-
cal text Recent studies compare encoder-based
models and LLMs for clinical information extraction
(IE). Instruction-tuned LLMs have shown strong
performance in structured extraction tasks, some-
times outperforming fine-tuned BERT models (Erez
et al., 2025; Hu et al., 2026). However, results ap-
pear to be task-dependent, at higher computational
cost, and fine-tuned encoder models remain com-
petitive in specific NER settings (Kocaman et al.,
2023; Diaz Ochoa et al., 2025). IPI are semantically
heavily diverse, i.e., in discharge summaries, they
may range from lifestyle behaviors (e.g, long-term
smoker), family context (e.g., widowed) to hospital
references. It therefore remains an open empirical
question whether performance trends observed for
clinical IE tasks generalize to IPI detection.

3. Data and Methods

We use the annotations introduced by Baroud et al.
(2025), which define IPIs as span-level textual ele-
ments that may contribute to re-identification risk
despite not being explicit identifiers. The annota-
tion schema consists of nine categories with dif-
ferent types of potentially sensitive information:
BODY_DESC, SOCIO, DETAILS, DIRECT_ID,
FAMILY, HEALTH_FCLT, RELATIVE_TIME, LFSTL
and OTHER. These labels cover a wide range of
attributes, including physical appearance, socio-
econonomic and demographic characteristics, in-
stitutional references, temporal expressions and
lifestyle factors that may reveal identifying informa-
tion when combined. For example, in Figure 1,
individual mentions such as a patient’s occupation
(e.g., lead architect), details about a specific event
(e.g., commercial crane collapse), or lifestyle traits
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(e.g., local marathon runner) can form a distinc-
tive combination that enables re-identification when
linked with external sources, while direct identifiers
are redacted.

The dataset consists of 100 de-identified dis-
charge summaries from MIMIC-III (Johnson et al.,
2016). Annotations are performed at span-level to
preserve clinically relevant information, while isolat-
ing potentially identifying information and avoiding
the removal of entire sentences. The corpus con-
tains 6199 annotated spans with an inter-annotator
agreement of 0.87. The label distribution is imbal-
anced: the majority of annotations represent infor-
mation about relative time or health facilities and
personnel, while other information, such as events
or socio-economic and criminal history occur rarely.

Methodically, we evaluate three classes of ap-
proaches for IPI detection: encoder-based mod-
els, LLM-based methods and hybrid pipelines com-
bining both. Even comparatively structured labels
such as RELATIVE_TIME exhibited substantial vari-
ation in expression. We therefore focus on learning-
based approaches that better capture contextual
variability. Performance is measured using relaxed
span-level precision, recall and F1-score following
the evaluation protocol from Baroud et al. (2025).
Further, to ensure comparability across models, all
input documents are processed to chunks of up to
512 tokens to address the context window limita-
tions of encoders.

Encoder-based detection As an encoder-based
baseline, we fine-tune transformer models for span-
level IPI classification. After preliminary testing,
we found that RoBERTa-large (Liu et al., 2019)
achieved the strongest and most stable fine-tuning
performance. In particular, domain-specific en-
coders such as BioBERT (Lee et al., 2019) and
ClinicalBERT (Huang et al., 2019), as well as a
more recent ModernBERT (Warner et al., 2024),
did not provide gains in macro-level performance
against other models for IPI categories. We hy-
pothesize that this reflects the domain agnostic
complexity of IPI, i.e., semantically diverse classes
rather than strict clinical jargon, which limits the
benefit of domain-specific pretraining. We there-
fore adopt RoBERTa-large as the encoder in all
encoder-only and hybrid experiments.

LLM-based detection For LLM-based IPI detec-
tion, we use both open- and closed-source state-
of-the-art models, DeepSeek-V3.2 and ChatGPT-
5.2 (OpenAI, 2025; DeepSeek AI, 2025) (via Mi-
crosoft Azure). We evaluate two configurations:
(i) a single-stage few-shot prompting setup (LLM-
Fewshot) that directly extracts and labels IPI spans,
and (ii) a two-stage LLM pipeline in which the model
first proposes candidate spans and then assigns

Label Span Recall Covered / Total
BODY_DESC 0.931 27 / 29
SOCIO 0.857 12 / 14
DETAILS 0.633 19 / 30
DIRECT_ID 0.500 2 / 4
FAMILY 0.764 55 / 72
HEALTH_FCLT 0.712 257 / 361
RELATIVE_TIME 0.636 638 / 1003
LFSTL 0.800 28 / 35
OTHER 0.857 6 / 7
Overall Micro 0.671 –
Overall Macro 0.743 –

Table 1: Recall of the LLM-based filtering stage via
ChatGPT-5.2.

IPI labels in a separate step. The two-stage de-
sign aims to test whether decoupling span detec-
tion and label assignment may improve reliabil-
ity for minority classes. In particular, separating
candidate generation from classification allows the
model to first leverage high-recall span extraction
before label assignments. We additionally con-
ducted exploratory parameter-efficient fine-tuning
experiments (QLoRA) with Qwen-14B. However,
these did not result in consistent performance im-
provements over few-shot prompting frontier LLMs.

LLM-based filtering We additionally evaluate an
LLM-based filtering stage that identifies candidate
spans prior to downstream classification. Filtering
is done at sentence level for all IPI categories.

Hybrid pipeline Inspired by recent work on de-
composing NER pipelines (Chen et al., 2024), in
the hybrid setup, candidate spans proposed by
the LLM-based filtering stage are passed to a fine-
tuned RoBERTa-large encoder for final classifica-
tion. This pipeline combines the contextual knowl-
edge of LLM-based candidate generation with the
efficiency of encoder-based classification.

4. Results and Discussion

Table 2 summarizes performance across model-
ing paradigms and addresses RQ1. The encoder-
only model achieves the strongest overall results
(micro-F1 0.90; macro-F1 0.72), clearly outperform-
ing both LLM-based and hybrid configurations. This
extends the findings of Baroud et al. (2025), who re-
port a BERT-base baseline (micro-F1 0.78; macro-
F1 0.50) and similarly observe weaker performance
for LLM-based approaches. While their study pro-
vides initial results of LLMs for IPI detection, our
results show that even more recent and larger mod-
els continue to exhibit lower precision and recall
on this task. All LLM-based approaches in our
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LLM-Few (DS) LLM-Few (GPT) LLM-Pipeline (GPT) Encoder-only Hybrid (GPT/BERT)
P R F1 P R F1 P R F1 P R F1 P R F1

Overall Performance
Micro Avg. 0.509 0.302 0.379 0.459 0.572 0.509 0.443 0.601 0.510 0.859 0.958 0.906 0.885 0.531 0.664
Macro Avg. 0.464 0.463 0.380 0.485 0.616 0.487 0.446 0.684 0.484 0.660 0.824 0.724 0.791 0.523 0.606
Per-label Performance
BODY_DESC 0.254 0.552 0.348 0.253 0.828 0.387 0.343 0.828 0.485 0.759 0.759 0.759 0.824 0.483 0.609
SOCIO 0.647 0.786 0.710 0.524 0.786 0.629 0.520 0.929 0.667 0.813 0.929 0.867 0.909 0.714 0.800
DETAILS 0.188 0.433 0.263 0.382 0.433 0.406 0.302 0.533 0.386 0.291 0.533 0.377 0.750 0.100 0.177
DIRECT_ID 0.010 0.500 0.019 0.001 0.250 0.003 0.002 0.500 0.005 0.300 0.750 0.429 0.400 0.500 0.444
FAMILY 0.862 0.347 0.495 0.913 0.583 0.712 0.814 0.667 0.733 0.793 0.958 0.868 0.860 0.681 0.760
H_FCLT 0.541 0.493 0.516 0.582 0.629 0.605 0.541 0.601 0.570 0.854 0.953 0.901 0.858 0.587 0.697
REL_TIME 0.807 0.146 0.247 0.899 0.437 0.588 0.832 0.470 0.600 0.897 0.967 0.931 0.896 0.497 0.639
LFSTL 0.412 0.200 0.269 0.473 0.743 0.578 0.458 0.771 0.575 0.682 0.857 0.760 0.625 0.571 0.597
OTHER 0.455 0.714 0.556 0.333 0.857 0.480 0.207 0.857 0.333 0.556 0.714 0.625 1.000 0.571 0.727

Table 2: Comparison of LLM-based and encoder-based approaches for IPI detection. Best F1 per row is
shown in bold, worst F1 is underlined. Hybrid combines ChatGPT-based filtering with BERT classification.
We report Precision (P), Recall (R) and F1-scores.

experiments show substantially lower macro perfor-
mance, indicating instability across IPI categories.
While few-shot prompting achieves competitive re-
call in several cases, precision remains consistently
low. The hybrid pipeline improves precision relative
to LLM-only setups, but remains constrained by the
recall bottleneck of the LLM filtering stage (Table 1),
preventing it from surpassing the encoder baseline.

LLMs as unreliable detectors Across LLM-
only configurations, we observe a recurring high-
recall/low-precision pattern, particularly for rare
IPI categories such as DETAILS or DIRECT_ID.
Prompted LLMs frequently overgenerate candidate
spans when a text span weakly suggests personal
relevance, leading to false positives. This behavior
negatively impacts macro-level robustness, given
the label imbalance of the data. Notably, the two-
stage LLM-Pipeline setup improves precision rel-
ative to few-shot prompting, suggesting that de-
composing detection into candidate proposal and
relabeling reduces false positives. Nevertheless,
performance variability across minority categories
persists and overall macro-F1 remains below the
encoder-only model.

Encoder robustness under label imbalance In
contrast, the fine-tuned RoBERTa-large model
demonstrates more stable performance across
both frequent and minority categories. High F1-
scores for RELATIVE_TIME and HEALTH_FCLT,
combined with comparatively consistent behavior
on less frequent labels, suggest that supervised
fine-tuning enables the encoder to learn annotation-
aligned decision boundaries even under skewed
class distributions. Rather than relying on broad
semantic coverage, the encoder appears to benefit
from task-specific boundary learning grounded in

the annotation guidelines.

Hybrid pipelines: complementary but limited
gains The hybrid configuration occupies an in-
termediate position. While LLM-based prefiltering
improves precision compared to few-shot prompt-
ing, it does not outperform the encoder-only base-
line. Gains are most visible for categories such as
FAMILY and LFSTL, where LLM candidate genera-
tion appears beneficial. However, the recall bottle-
neck of the filtering (Table 1) stage limits improve-
ments for rare categories such as DETAILS and
DIRECT_ID, reducing the overall macro-level.

Error analysis Qualitative inspection of model
errors aligns with these quantitative trends. LLM-
based approaches frequently overgenerate spans
when textual cues imply personal relevance, re-
sulting in false positives. For example, descrip-
tive statements about treatment circumstances or
generic life events are often labeled as IPI despite
lacking meaningful identification risk. Encoder-only
errors, in contrast, more often show confusion be-
tween semantically adjacent categories rather than
missed detections. Mentions of healthcare organi-
zations (e.g., “All Care VNA of Greater [Location]”)
are occasionally misclassified as DIRECT_ID in-
stead of HEALTH_FCLT, indicating boundary am-
biguity between institutional and direct identifiers.
From a privacy perspective, such category confu-
sions are less critical than false negatives, since the
information is still identified and can be addressed
during downstream generalization.

Implications for IPI modeling Taken together,
these findings suggest that the performance advan-
tages of LLMs reported for other clinical extraction
tasks do not directly transfer to IPI detection. IPI
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categories are heterogeneous and often sparsely
represented, making stable calibration under lim-
ited supervision crucial. In this setting, increased
model capacity alone does not guarantee improved
robustness or better macro-F1 performance.

Importantly, indirect personal identifiers should
not remain identifiable in published text, but sim-
ple deletion is often not an appropriate solution. In
the given dataset, annotated IPI spans account for
11.85% of all tokens across 100 discharge sum-
maries. Removing all detected IPI would therefore
substantially degrade document informativeness.
Instead, IPI handling is better framed as controlled
generalization rather than deletion, where sensitive
details are rewritten into broader (sub)group-level
descriptions while preserving semantic utility.

Given that IPI detection performance is already
robust for major categories, future work should fo-
cus on developing reliable generalization strategies
on top of these models. Promising approaches in-
clude category-specific rule-based generalization,
prompt-based LLM rewriting approaches and differ-
entially private rewriting methods that balance pri-
vacy guarantees and semantic accuracy (Meisen-
bacher and Matthes, 2024). Furthermore, the con-
sistent weaknesses observed for minority IPI cat-
egories across all models highlight the need for
structured and reliable synthetic data generation to
improve the coverage for underrepresented classes
(Vakili et al., 2025; Shimizu et al., 2025; Kweon
et al., 2024).

5. Conclusion

In summary, our results reinforce the assumption
that IPI constitute a distinct and challenging task
for mitigating privacy risks. While LLMs offer strong
general-reasoning capabilities, our experiments
show that fine-tuned encoder-based models remain
more reliable in the IPI task setting. These findings
highlight the importance of careful model calibration
and motivate future work that moves beyond detec-
tion toward principled rewriting and synthetic data
generation strategies for personal indirect identi-
fiers.

Limitations

Our experiments are conducted on a single dataset
derived from discharge summaries, following the
annotation scheme introduced by Baroud et al.
(2025). While this dataset provides a realistic and
challenging benchmark for IPI detection, the find-
ings may not fully generalize to other clinical docu-
ment types.

Additionally, our evaluation focuses on structured
span-level detection, requiring models to return ex-
act substrings in a predefined JSON format. Large

language models may be disadvantaged in this set-
ting, as their strengths lie in generative reasoning
rather than precise boundary extraction and struc-
tured output compliance. It is therefore possible
that LLMs would perform more competitively in al-
ternative formulations of the task, such as direct
privacy-preserving rewriting or controlled general-
ization of IPI content.

Ethics Statement

The dataset used in this work is available after
conducting an appropriate training and already de-
identified. We do not attempt to re-identify individu-
als and solely focus on identifying residual informa-
tion that may contribute to re-identification risk.

Additionally, methods for detecting IPIs could po-
tentially be misused to facilitate re-identification.
However, our work is explicitly designed for risk
mitigation and improving privacy-preserving data
sharing. We do not release tools or resources in-
tended for adversarial use.
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A. Data Statistics and Visualization

To investigate whether IPI categories possess
distinct semantic patterns, we project their
BERT-based sentence embeddings3 into a lower-
dimensional space (see Figure 2). Our analysis
reveals that IPI categories do not form well-defined,
linearly separable clusters but exhibit significant
semantic overlap. Even frequent labels show high
intra-class variance, while rare categories are often
subsumed within broader semantic regions. This
suggests that IPIs are not characterized by static
lexical patterns but are defined through contextual
nuances. The combination of strong class imbal-
ance and highly diverse surface realizations reflects
the complex narrative structure of discharge sum-
maries. Consequently, IPI detection serves as a
rigorous test for evaluating model performance in
realistic IE settings, as it requires distinguishing se-
mantically diverse spans under limited supervision.

Statistic Value
Documents 100
Total tokens 144529
Covered tokens (IPI) 17124
Coverage (%) 11.85

Table 3: Corpus statistics and token-level coverage
of indirect personal identifier (IPI) spans.

B. Prompt Templates and Additional
Modelling Details

We note model results on the LLM pipeline and
Hybrid setup with DeepSeek-V3.2 as the LLM com-
ponent (Table 4), including the recall of LLM-based
filtering stage (Table 5).

For reproducibility, decoding parameters are
fixed with temperature set to 0 and top_p (nu-
cleus sampling) set to 1.0. Here, top_p restricts
token selection to the smallest set of tokens whose
cumulative probability exceeds a threshold. All
models in our work are evaluated on the same
train/development/test split (60/15/25) as intro-
duced by Baroud et al. (2025).

3https://huggingface.co/
sentence-transformers/all-MiniLM-L6-v2
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Figure 2: t-SNE projection of cosine similarity between annotated spans using BERT-based sentence
embeddings.

Figure 3: Token-level coverage of indirect personal identifier spans in the given dataset.
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LLM-Pipeline (DS) Hybrid (DS/BERT)
P R F1 P R F1

Overall Performance
Micro Avg. 0.384 0.251 0.304 0.827 0.350 0.492
Macro Avg. 0.437 0.490 0.402 0.738 0.428 0.516
Per-label Performance
BODY_DESC 0.339 0.690 0.455 0.625 0.345 0.444
SOCIO 0.579 0.786 0.667 1.000 0.786 0.880
DETAILS 0.254 0.567 0.351 0.500 0.200 0.286
DIRECT_ID 0.000 0.000 0.000 0.250 0.500 0.333
FAMILY 0.739 0.472 0.576 0.808 0.583 0.677
H_FCLT 0.392 0.266 0.317 0.755 0.393 0.517
REL_TIME 0.770 0.144 0.242 0.854 0.302 0.446
LFSTL 0.531 0.486 0.508 0.846 0.314 0.458
OTHER 0.333 1.000 0.500 1.000 0.429 0.600

Table 4: Comparison of LLM-based approaches for IPI detection with DeepSeek-V3.2. Best F1 per row
is shown in bold. Hybrid combines DeepSeek-V3.2.-based filtering with BERT classification. We report
Precision (P), Recall (R) and F1-scores.

Label Span Recall Covered / Total
BODY_DESC 0.724 21 / 29
SOCIO 0.857 12 / 14
DETAILS 0.633 19 / 30
DIRECT_ID 0.750 3 / 4
FAMILY 0.708 51 / 72
HEALTH_FCLT 0.601 217 / 361
RELATIVE_TIME 0.446 447 / 1003
LFSTL 0.771 27 / 35
OTHER 1.000 7 / 7
Overall Micro 0.517 –
Overall Macro 0.721 –

Table 5: Recall of the LLM-based filtering stage via DeepSeek-V3.2.
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Few-Shot LLM Detection Prompt Template

System Message

You are an expert annotator of indirect personal identifiers (IPI) in clinical text. Your task is to detect
span-level IPI instances for the following labels: <IPI_LABELS>.

Return only valid JSON in the following format:
{

"spans": [
{"text": "exact substring from input", "label": "LABEL"}

]
}

Rules:
• Each span must be an exact substring copied verbatim from TEXT.
• The label must be one of <IPI_LABELS>.
• Prefer minimal spans covering the identifying content.
• If no IPI is present, return: "spans": [].

Annotation guidelines: (full label definitions from (Baroud et al., 2025) included verbatim in the prompt).

User Message (Few-Shot + Inference)
Fewshot Examples
TEXT:
<<<
<example text>
>>>
Return JSON only.

### NOW ANNOTATE THIS TEXT

TEXT:
<<<
<input chunk (max 512 tokens)>
>>>
Return JSON only.

Figure 4: Prompt template used for the LLM-Fewshot configuration. Five randomly sampled IPI fewshot
examples from the validation set are included, and full annotation guidelines are embedded in the system
message.
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LLM-Filtering Prompt Template

System message.

You are a high-recall, permissive filter for indirect personal identifiers in clinical text.

Task: given TEXT, return snippets that could plausibly contain any of these labels: <IPI_LABELS>.

Annotation guidelines: (full label definitions from (Baroud et al., 2025) included verbatim in the prompt).

Rules:
• Return only valid JSON: {"snippets": ["..."]}.
• Each snippet must be an exact substring copied verbatim from TEXT.
• Be maximally inclusive: include a snippet if it might contain an IPI, even if unsure.
• If none, return {"snippets": []}.

User message.
TEXT:
<<<
<input chunk>
>>>
Return JSON only.

Figure 5: Prompt template used for the LLM-based filtering stage, designed to maximize recall by returning
candidate snippets for downstream classification.
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Abstract
Large Language Models (LLMs) are linked to several issues regarding Personally Identifiable Information (PII). PII
can occur in the training data and can thus be accidentally leaked or extracted with malicious intent, or it can be
inputted in LLM-based technologies by users through their prompts. A viable strategy to limit the LLMs’ exposure to
PII is to filter input and output data by de-identifying PII, including personal names. This however poses a challenge:
a name could refer to a private person in a context containing sensitive information (e.g., Michelangelo is an atheist),
or it could refer to a famous artist in another context (e.g., Michelangelo’s Sistine Chapel), and masking the latter may
hinder the LLMs’ capabilities in general-knowledge tasks. We tackle the problem of personal name de-identification
and focus on the decision of which personal names need to be removed (and which should be kept), based on context.
We present VEIL, a challenging benchmark for Value-preserving Entity Identification Limitation, for context-aware
de-identification decisions on LLM training data, and compare the performance of different state-of-the-art systems
on the task.

Keywords: de-identification benchmark, data privacy, context-sensitive de-identification

1. Introduction

Large Language Models (LLMs) are typically
trained on large amounts of training data, built
from publicly available datasets, which may con-
tain personally identifiable information (PII). This
makes them vulnerable to prompt-based attacks,
which may successfully extract personal data (Car-
lini et al., 2021; Mireshghallah et al., 2024). Training
LLMs on data containing PII is not only potentially
harmful, but can also conflict with a fundamental
human right, that is the Right to Privacy1. Data pro-
tection regulations (e.g., the General Data Protec-
tion Regulation or GDPR in the European Union)
require providers to uphold the principle of data
minimization, that is the amount of personal data
processed should be proportionate to pursue the
legitimate interest at stake2. Lawful data process-
ing for LLM training would thus require the removal
of any unnecessary PII (e.g., passwords, email
addresses, names) from the training data3.

While removing all elements potentially contain-
ing PII from training data may be the most privacy-
compliant strategy, such strategy may also nega-
tively impact a range of downstream tasks. Re-

1Article 12 of the United Nation’s Universal Declara-
tion of Human Rights, Article 8 of the European Conven-
tion on Human Rights.

2See the following opinion from the European Data
Protection Board on the topic in the context of AI
models: https://www.edpb.europa.eu/system/files/
2024-12/edpb_opinion_202428_ai-models_en.pdf

3See some mitigation strategies here (Page 69):
https://www.edpb.europa.eu/system/files/2025-04/
ai-privacy-risks-and-mitigations-in-llms.pdf

moving the names of people currently holding an
office, those of historically-significant figures, or
those of artists, authors, and other cultural icons,
would arguably remove widely-recognized general
knowledge. This could in turn potentially degrade
performance in knowledge-intensive question an-
swering (e.g., TriviaQA, Joshi et al., 2017), reason-
ing tasks (e.g., CommonsenseQA, Talmor et al.,
2019, HellaSwag, Zellers et al., 2019), informa-
tion extraction (e.g., TACRED, Zhang et al., 2017,
FewRel, Han et al., 2018), as well as slot filling
and entity linking (e.g., TAC-KBP, Getman et al.,
2018)—as suggested by first results comparing sev-
eral de-identification strategies (masking, removal,
pseudonymization)4 (Berg et al., 2020; Lothritz
et al., 2023).

This raises the question of how to deter-
mine which personal names should be removed,
anonymized or at least de-identified from LLM train-
ing data and which can or should be preserved, in
order to strike an ideal balance between privacy
compliance and performance on downstream tasks.
A name could refer to a private person in a context
containing sensitive information (e.g., Michelangelo
is an atheist), or it could refer to a famous artist in
a nonsensitive context (e.g., Michelangelo’s Sistine
Chapel). Masking the latter may hinder the LLM’s
capabilities in general-knowledge tasks, while keep-
ing the former may reveal sensitive data5. A simi-

4We use de-identification to refer to masking tech-
niques which may not exclude the possibility for re-
identification and we use anonymization to refer to a
process which effectively prevents future re-identification.

5Religious beliefs fall under a special category of data
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lar balancing act is typically done by news organi-
zations, as they have to decide what information
should remain private and what should be disclosed
in order to uphold another fundamental right, that
is the Freedom of Expression Right6. For public
figures, disclosure of certain information may be
justified in order to safeguard the public’s right to be
informed, for example when reporting allegations of
unlawful financial benefits received by a politician.

In this paper we focus on one type of personal
data, that is personal names in context, and (1)
draw inspiration from the Council of Europe’s Guide-
lines on safeguarding privacy in the media (Council
of Europe, 2019) to propose practical guidelines
to drive decision-making when including or exclud-
ing personal names from LLM training data based
on context (the name itself as well as the context
in which it appears). We then (2) curate and an-
notate the VEIL dataset, which we introduce as
a benchmark for Value-Preserving Entity Identifi-
cation Limitation. To our knowledge, it is the first
benchmark to include different combinations of per-
son categories and contexts as well as the decision
on whether their names should be de-identified,
and (3) evaluate state-of-the-art approaches on the
task of deciding what personal names should be
kept and what names should not. VEIL is available
under CC-BY-4.0 license7.

We argue that the decision to de-identify should
be context-driven and show that existing ap-
proaches struggle to distinguish between cases
where the personal names should be de-identified
and cases where context justifies keeping the
names. Developing systems which can do this
effectively is valuable for both de-identifying LLM
training data and for filtering input and output
data, as avoiding potential leaks and can make
LLM-based technologies more robust with regard
to privacy. Systems which can effectively per-
form context-based de-identification (aimed at pre-
serving data utility) are also needed to system-
atically evaluate the impact of context-based de-
identification on downstream performance, as com-
pared to a complete de-identification.

2. Related Work

When LLM-based technologies deal with data con-
taining PII, the focus is on one or more of the
following aspects: (1) PII identification, (2) com-
parison of different de-identification methods, e.g.,
pseudonymization or masking, (3) evaluation of

protected under Article 9 of the GDPR.
6Article 19 of the United Nation’s Universal Declara-

tion of Human Rights, Article 10 of the European Con-
vention on Human Rights.

7https://huggingface.co/datasets/IIS-NLP/VEIL

how de-identification of PII affects downstream
tasks.

The necessity for anonymization has always
been clear in the clinical NLP domain, where Pro-
tected Health Information (PHI) in medical texts
has been identified using either pattern matching
(regular expressions, rules, gazetteers) or machine
learning methods (Meystre et al., 2010), and sev-
eral benchmarks and shared tasks have encour-
aged work in this area (Stubbs and Uzuner, 2015;
Stubbs et al., 2017). Outside the clinical NLP com-
munity, benchmarks have been created containing
personal emails or text messages in an already
anonymized form (Medlock, 2006; Eder et al., 2020;
Patel et al., 2013) or legal documents (de Gibert
et al., 2022; Pilán et al., 2022). The assumption
here is however that any PII should be anonymized,
if possible.

Wikipedia as evaluation data Using data con-
taining PII poses a number of ethical and legal
problems and, outside the clinical domain, it is chal-
lenging to obtain access to data which has a high
density of PII. For this reason, Wikipedia biogra-
phies are also used to evaluate de-identification
methods (e.g., Chow et al., 2008; Sánchez and
Batet, 2016; Lison et al., 2021; Hathurusinghe et al.,
2021; Papadopoulou et al., 2022), the choice be-
ing motivated by practicality (the biographies are
publicly available and contain a large amount of
personal names) as well as by reduced ethical con-
cerns (the names in Wikipedia are considered to
be acceptable to share). However, as argued by
Pilán et al. (2022), Wikipedia mentions may not
be representative of what PII typically needs to be
removed from a distributional point of view. We
argue that Wikipedia is actually exemplary of infor-
mation which should not be removed to preserve
data utility and thus use it to harvest data which is
acceptable to keep as is.

Impact on downstream performance It is rea-
sonable to assume that PII de-identification has
a negative impact on the representation of de-
identified text and consequently also on down-
stream tasks (Obeid et al., 2019). Studies as-
sessing the extent of this impact for different de-
identification methods, however, are rare. Deleger
et al. (2013) have compared the effect of PHI de-
identification on medication name extraction, but
found no differences in performance. Meystre et al.
(2014) identified an effect on clinical information ex-
traction, interestingly affecting eponyms (names
derived from proper names of persons or loca-
tions, e.g., Alzheimer’s disease or Achilles tendon).
Obeid et al. (2019) found no significant difference
on a mental status classification task using origi-
nal vs. de-identified data. Berg et al. (2020) com-
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Private Public Historical /
Individuals Figures Fictional

Private Yes Yes NoContexts
Nonsensitive Yes No NoContexts

Table 1: The conditions in our dataset, with indica-
tions if the personal names should be de-identified
or not.

pared different de-identification techniques, that
is pseudonymization (replacement with a surro-
gate), replacement by PHI class (e.g., Eva → <First
Name>), masking with XXXX, and complete re-
moval of the affected sentences, and found that
they affect performance on downstream NER tasks
to different degrees, with pseudonymization yield-
ing the best results. More recently, Vakili et al.
(2024) pose the problem of distinguishing between
patient names (to anonymize) and eponyms (to
keep), in order to limit the loss of relevant medical
information. Lothritz et al. (2023) focus on per-
sonal names in order to address a broader palette
of tasks at different levels of difficulty outside the
clinical domain, finding a negative effect of training
data de-identification on downstream performance,
with the best results coming from pseudonymiza-
tion. Previous work thus points in the direction
of pseudonymization as the best de-identification
strategy to preserve data utility.

Like Meystre et al. (2014), we are interested in
preserving data utility, and like Lothritz et al. (2023),
we focus on personal names and are interested
in general-domain data. Preserving data utility
has also been a focus of differential privacy efforts
(Rodriguez-Garcia et al., 2019; Domingo-Ferrer
et al., 2021; Lison et al., 2021). However, to the
best of our knowledge (with the exception on work
on eponyms in the clinical domain), previous work
has focused on de-identifying anything which could
potentially constitute PII or on how to best mask
it, rather than on making context-based decisions
on information needs to be de-identified and what
should be kept to limit performance loss in down-
stream tasks.

3. The Dataset

3.1. Relevant Categories and Guidelines
To create VEIL, a benchmark for Value-Preserving
Entity Identification Limitation, we focus on six con-
ditions, which result from a combination of two vari-
ables (2 x 3 design, see an overview in Table 1):
the person mentioned in the text (whether they are
a private individual, a public figure, or a histori-
cal figure / fictional character), and the context
where the person is mentioned (a private context

or a nonsensitive context). We ground our defi-
nition of these categories on the guidelines of the
Council of Europe and the European Court of Hu-
man Rights concerning the protection of privacy of
public figures and private individuals in the media
(Council of Europe, 2019).

We define three categories of personal names:

Private individuals are people who have not en-
tered the public domain and are generally con-
sidered to have stronger expectation of privacy.
Names of private individuals should always be
anonymized, regardless of context. The data for
the private individual conditions in VEIL is always
generated synthetically and does not pertain to real
private individuals.

Public figures are people who are active in a
field of public concern, e.g., in politics, the econ-
omy, the arts, the social sphere, or sports. These
may include people who are less known but still
have a role in public life, as well as celebrities who
are widely known to the public, even if they do not
have institutional roles. Their right to keep their
private life private is protected when they engage in
purely private activities (private context condition,
e.g., if a famous skier spends time with their family
in their private time), but it may be restricted if the re-
porting does contribute to a matter of public interest,
in which case the freedom of expression may pre-
vail. In our dataset we thus allow for cases where
their names may not be anonymized (nonsensi-
tive context condition, see below), that is contexts
which match the field of public concern where they
are active. The data for public figures in private
contexts in VEIL is partially original and partially
synthesized.

Historical figures and fictional characters re-
fer to individuals who are not protected by privacy
rights—either because they are fictional, or be-
cause they are historical figures who have been
deceased for a substantial period (e.g., over a hun-
dred years). For historical figures, privacy protec-
tion mostly applies to protecting their reputation
and dignity after death (Rawindaran and Bentota-
hewa, 2024), but it is otherwise acknowledged very
little by legislations of different countries (Schafer
et al., 2023). Their names may be preserved even
in more private contexts, for reasons of historical
documentation / public interest. We group together
historical figures and fictional characters in one cat-
egory, as their names are not de-identified in any
context.

Additionally, we define two possible context cat-
egories to drive the decision to de-identify or not,
that is private and nonsensitive contexts. In order to
ground our annotation even more in the guidelines
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Private Individuals Public Figures Historical / Fictional
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Earlier today, a local news outlet re-
ported that Silas Kline, a freelance
graphic designer from Tampa, was
arrested on suspicion of driving un-
der the influence early this morn-
ing.

John Legend walked down the
steps of the Boston Community
College, wondering what the build-
ing was called.

Farinelli was among thousands of
boys castrated to preserve their
high-pitched voices as they grew
up.

N
on

se
ns

iti
ve

Rashad Barlow, a community or-
ganizer in his hometown, advo-
cated for a new generation of “safe,
clean nuclear power plants” in the
United States.

China celebrated another success-
ful step forward in the slow but
steady space program that Pres-
ident Xi Jinping has linked to his
"dream" of national revival.

Over the centuries Pluto’s bitter-
ness grew leading him to rebel sev-
eral times against Zeus.

Table 2: Exemplary sentences for the six condition present in our dataset: Personal names of private
individuals, a public figures, and historical figures / fictional characters, each in private and nonsensitive
context.

of the Council of Europe (2019), we identified some
relevant subdomains for each category from the law
cases discussed in them for illustrative purposes
and used them to extract relevant paragraphs to
include in our benchmark.

Private contexts include being a victim of sexual
abuse, criminal activities, leisure activities, matters
regarding children or other family members, one’s
home address or holiday destination, romantic re-
lationships, and suffering from an illness. Even
for public figures, journalists have the obligation
to respect their legitimate expectations to privacy,
which is particularly relevant when they engage
in purely private activities. Some exceptions are
listed in Council of Europe (2019), where the re-
porting of private contexts contributes to a matter
of public interest and therefore where the right to
be informed prevails. However, as most of these
cases require a deeper case-by-case considera-
tion based on extended knowledge of each case,
we do not consider exceptions where the right to
be informed prevails over the right to privacy. In
VEIL we synthesize all data for private individuals
in private contexts and part of the data for public
figures in private contexts.

Nonsensitive contexts are contexts which are
arguably not private. Subdomains for this category
include improper use of public money, misuse of
public office, and protection of national security or
public safety. When it comes to public figures, we
also consider any context where they engage in
a public role or in activities which match the field
they are famous for or active in as nonsensitive,
thus making this decision dependent on who the
mentioned person is (e.g., a famous skier will not be
de-identified in the context of a ski competition, but
if a prime minister is skiing on their private holiday,
their name will be). We synthesize the data only

for private individuals in nonsensitive contexts.
Table 2 illustrates some examples for all six con-

ditions in the dataset. We are aware that these
categories are an oversimplification, as it is often
left to the discretion of the journalists on a case by
case decision. Yet, we argue that such distinctions
can constitute helpful and grounded guidelines to
navigate the decision of what information should
be de-identified and what could be kept.

3.2. Dataset Creation
The dataset is composed of two types of data: orig-
inal and synthetic. Since the original data in this
work contained personal names considered private
in this work, we generated synthetic data for the
private person conditions. The original data for
public figure in nonsensitive context and for histori-
cal / fictional character in private and nonsensitive
context were deemed suitable to be included in the
VEIL benchmark in their original form, as they corre-
sponded to the three conditions where we would not
de-identify personal names (Table 1). We also kept
data for public figure in private context, but mixed
it with synthesized data. The synthesis procedure,
which builds upon the original data, is detailed in
Section 3.3.

Overall, the dataset contains 1083 paragraphs,
annotated with 2438 personal names. Approxi-
mately 70% of the data is original and 30% is syn-
thetic. The dataset is exclusively in English.

Extraction We extracted the data for the VEIL
benchmark from the DCLM corpus (DCLM-
baseline-1.0, train split, Li et al., 2024), a corpus
created by filtering the Common Crawl8. This al-
lowed us to do without further filtering, while still
using data which could realistically be used to train
LLMs. We split documents into paragraphs using

8https://commoncrawl.org/
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line breaks and kept those with 5 to 500 tokens.
We then used BERT-base-NER9 to identify and
annotate personal names (PERSON / PER enti-
ties) in each paragraph and discarded paragraphs
without any personal names. For each document,
we extracted up to 3 paragraphs and stopped the
extraction when we collected 30 000 paragraphs.

Filtering and Pre-Annotation After extracting
the data, we automatically filtered and pre-
annotated it. We checked if the personal names in
each paragraph referred to people with correspond-
ing Wikipedia pages and if they met further criteria:
if they had a corresponding Wikipedia page and had
died before 1925, they were pre-annotated as his-
torical figures; if they were categorized in Wikipedia
under fictional females or fictional males, they were
labeled as fictional characters. We excluded para-
graphs with at least one mention of someone with-
out a corresponding Wikipedia page from further
processing steps. We then extracted the occupa-
tion of people in historical / fictional and public from
Wikipedia and computed the semantic similarity10

between a person’s occupation and two lists of key-
words respectively for public and nonsensitive con-
texts extracted from examples in Council of Europe
(2019). If the occupation of all people mentioned in
the paragraph had a higher similarity to keywords
for private contexts than to those for nonsensitive
context, the paragraph was pre-annotated as pri-
vate context, otherwise it was pre-annotated as
nonsensitive context. At the end of this process,
all our paragraphs were pre-annotated with one
person category and one context category.

Annotation The pre-annotated contexts were
manually annotated using INCEpTION11 by one
single expert annotator, who is one of the authors.
She followed our guidelines (Section 3.1) to con-
firm or modify the pre-annotation (private / public
/ historical or fictional person, private / nonsensi-
tive context) and annotated any co-reference of the
same person with personal names (but she did
not annotate pronouns or other co-references, as
our focus is on personal names). The annotator
kept annotating the data in batches to reach a num-
ber of datapoints per condition which was roughly
comparable across different conditions.

Inter-Annotator Agreement In order to evalu-
ate our expert annotation, a second annotator,
who is also one of the authors, likewise anno-

9https://huggingface.co/dslim/bert-base-NER
10Sentence Transformer model all-MiniLM-L6-v2,

https://huggingface.co/sentence-transformers/
all-MiniLM-L6-v2

11https://inception-project.github.io/

Private Public Historical /
Individuals Figures Fictional

Pr
iv

at
e synthesis from original +

public and synthesis from original
historical / fictional historical / fictional data

in private ctxt in private ctxt

N
on

se
ns

iti
ve synthesis from

public and original original
historical / fictional data data
in nonsensitive ctxt

Table 3: Original and synthesized data across con-
textual categories, including base categories used
for synthesis

tated 100 randomly-extracted contexts from the pre-
annotated data. Cohen’s κ was used to measure
inter-annotator agreement.

The name-level annotation yielded a strict match
κ of .43 (both span and name label need to match)
and a type match κ of .46 (the name label needs to
match but a span overlap is enough), correspond-
ing to moderate agreement according to Landis and
Koch (1977). Sometimes one annotator missed a
name, but if we excluded the names missed by one
of the annotators the type match κ was as high as
.63 (substantial agreement)12. Contexts were more
challenging to annotate: the name-level annotation
yielded a κ of .33, if we excluded the context for
the entities missed by one of the annotators κ was
as high as .52 - moderate agreement. At the para-
graph level, we transformed the annotation into a
binary decision (de-identify if a private person is
present or if a public figure appears in a nonsensi-
tive context). Comparing the two binary decisions
for the two annotators yielded a paragraph-level κ
of .40 (fair agreement)—likely driven by the more
challenging context annotation.

3.3. Data Synthetization
In order to obtain examples for the remaining cat-
egories (private person in private or nonsensitive
context and public figure in private context), we first
rephrased and then pseudonymized the data (as
this is also the technique found to best preserve
data utility by Berg et al., 2020 and Lothritz et al.,
2023) using gpt-oss-120b. Table 3 summarizes
the synthesized data in VEIL and what sources
were used for the synthetization, the prompts to
generate synthesized versions of the data are pro-
vided in Appendix A.1.

For public person in private context, original data
cover ∼ 1/3 of the data for this condition, the re-
maining ∼ 2/3 was obtained through synthetization.

12The annotators were not provided with guidelines on
how to annotate the spans, only on guidelines for the
type of context and type of name label.
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Private Public Historical /
Individuals Figures Fictional

Private 369 190 227Contexts
Nonsensitive 273 752 627Contexts

Table 4: The number of personal names for each
condition in VEIL.

To obtain the synthetized data, we used prompts
aimed at replacing personal names as well as any
other relevant information (e.g., number of children,
locations) with realistic variations to create suitable
public person in private context data points. In order
to create synthetic data for private person in private
context (from public figure and historical / fictional
character in private context), and to create syn-
thetic private person in nonsensitive context data
(from public figure and historical / fictional character
in nonsensitive context), we prompted the LLM to
replace the personal names with a random first and
last name while preserving gender and ethnicity.
See Table 2 for some illustrative examples of the
synthesized data.

Using an LLM-based data synthetization step
was not without its challenges: we observed that
at times the context still hinted at the person being
a public figure, such as a famous athlete or au-
thor (while a synthetic private person was desired),
even after the synthetization, and that some names
often were repeatedly used, which we avoided by
using additional prompts. One expert annotator
(one of the authors) thus manually checked all syn-
thesized instances to verify that the intended label
(e.g., private person in private context) matched
the synthesized version and that textual coherence
within the paragraph was maintained. This resulted
in the exclusion of some instances where these or
other issues occurred.

3.4. Dataset Statistics
Overall Due to the difficulty to extract suitable
data and the necessity to exclude data after the
synthetization step, the final benchmark has some
degree of class imbalance. Table 4 summarizes
the number of instances included in VEIL for each
condition. The de-identify paragraphs—that is
those where either an instance of private individual
or an instance of public figure in private context
occurred—were 331 (36 paragraphs were original
data and 295 synthetic data), whereas the other
paragraphs (do not de-identify) were 804.

Lexical Diversity We calculated Type-Token Ra-
tio (TTR) to assess lexical diversity in our small
corpus. The de-identify paragraphs had an aver-
age TTR of .65 (original data) and .39 (synthetic

Genre Original Synthetic Total
Academic Article 39 3 42
Biographical Text 174 97 244
Blog Post 31 24 55
Encyclopedia Entry 19 1 20
Fictional Narrative 185 94 279
Historical or
Religious Narrative 142 4 146
News Article 125 35 160
Other 125 37 262
Total 840 295 1135

Table 5: Genre classification of paragraphs in VEIL
with zero-shot classifier.

data), the other paragraphs (do not de-identify) had
a TTR of .41. As TTR is sensitive to corpus size, we
also computed Measure of Textual Lexical Diversity
(MTLD) scores (McCarthy and Jarvis, 2010), which
for the de-identify paragraphs were on average
177.44 (original data) and 173.58 (synthetic data),
and 147.63 for the do not de-identify paragraphs.

Genre We also conducted a brief genre assess-
ment using an out-of-the box zero-shot classi-
fier (deberta-v3-base-zeroshot-v113, a Transformer-
based encoder model in the style of BERT), assign-
ing texts to the following candidate labels: aca-
demic article, fictional narrative, news article, blog
post, biographical text, encyclopedia entry, histori-
cal or religious narrative, and other. This approach
provides an exploratory indication of genre distri-
bution without requiring task-specific training data,
though the results should be interpreted cautiously
given the model’s general-purpose nature. The re-
sults are shown in Table 5. The most frequent gen-
res in both the original as well as the synthesized
texts according to the classifier are biographical
texts and fictional narratives.

4. Benchmarking on VEIL

We benchmark LLM-based approaches on a name
de-identification task using VEIL. The first and
second classification tasks are sequence-labelling
tasks, where the models identifies each personal
name and classified the name itself (person clas-
sification) and its context (context classification)
according to the defined categories (name-level
decision).

In a third classification task, if a paragraph con-
tains at least one name that should be de-identified
(a private person or a public figure in private con-
text), the whole text is labeled as de-identify
(paragraph-level decision).

13https://huggingface.co/MoritzLaurer/
deberta-v3-base-zeroshot-v1
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4.1. Prompt-based LLM classifiers
We use LLMs as classifiers by framing the task
as a prompt and optionally providing few-shot ex-
amples to guide their predictions, which reflects a
current state-of-the-art approach. We evaluate the
following models: Qwen3-30B-A3B-GPTQ-Int4,
Mistral-Small-3.1-24B, and Meta-Llama-3.3-70B.
These models were selected because they can be
run on-premise, which is important when working
with private data. Using such models allows for
secure, in-house processing, which is typically not
the case for very large models hosted on exter-
nal servers, which may not be suitable to process
sensitive information. Our model choice aimed at
providing diversity in geographic origin (Asia, Eu-
rope, North America), model size, and release pe-
riod. Additionally, they differ from an architecture
point of view: Qwen3-30B-A3B-GPTQ-Int4 uses
a Mixture-of-Experts (MoE) approach, activating
only a subset of parameters per toke, while the
others are dense models, offering a comparison in
efficiency and scalability. All models were tested
using the same prompt while varying the number
of in-context examples provided.14

Prompts Our prompts build directly on Rescriber,
a prompt-based browser extension designed to
identify and anonymize PII in user interactions
with LLM-based conversational agents (Zhou et al.,
2025). The original study evaluated the approach
using Llama3-8B and GPT-4o.

We slightly modify the original prompt by explic-
itly instructing the model to consider not only the
status of the person referred to, but also the con-
text in which the name appears. The prompts are
displayed in Appendix A.2.

The model returns the original paragraph, anno-
tating person names across the two independent
dimensions—person category and context, without
explicitly linking them beyond the shared entity.

Zero-shot vs. few-shot We compare zero-shot,
one-shot, and three-shot settings to assess whether
few-shot (in-context) learning provides an advan-
tage over zero-shot prompting. The different shot
versions are also displayed in Appendix A.2.

4.2. Results
Tables 6, 7, and 8 summarize the benchmarking
results. Across all settings, few-shot prompting
outperforms zero-shot. While introducing a single
example (1-shot) generally leads to a noticeable
improvement, the performance difference between
1-shot and 3-shot settings is comparatively smaller.

14We used a temperature of 0.0, set max_tokens to
3072, and used nucleus (topp) sampling of 0.95.

Model Shot P R F1
0-shot 15.61 6.26 8.61

llama 1-shot 15.59 6.59 8.91
3-shot 17.49 7.45 9.96
0-shot 11.10 0.77 1.43

qwen 1-shot 12.67 3.76 5.69
3-shot 17.56 5.74 8.62
0-shot 11.34 5.48 7.31

mistral 1-shot 10.80 5.66 7.15
3-shot 13.20 6.48 8.20

Table 6: Name-level results (person classification)
for llama (Meta-Llama-3.3-70B), qwen (Qwen3-
30B-A3B-GPTQ-Int4), and mistral (Mistral-Small-
3.1-24B) as P (precision), R (recall) and F1 (F1-
score) scaled 0–100.

Model Shot P R F1
0-shot 9.23 3.79 5.00

llama 1-shot 11.25 5.04 6.85
3-shot 11.09 5.01 6.79
0-shot 10.70 0.90 1.65

qwen 1-shot 10.84 3.32 4.98
3-shot 10.85 3.47 5.16
0-shot 8.59 4.51 5.65

mistral 1-shot 10.38 6.16 7.73
3-shot 10.30 6.07 7.64

Table 7: Name-level results (context classification)
for llama (Meta-Llama-3.3-70B), qwen (Qwen3-
30B-A3B-GPTQ-Int4), and mistral (Mistral-Small-
3.1-24B) as P (precision), R (recall) and F1 (F1-
score) scaled 0–100.

Meta-Llama-3.3-70B achieves the best results at
the name-level person classification task (F1 = 9.96)
and at the paragraph-level decision (F1 = 77.39),
while Mistral-Small-3.1-24B performs best at the
context classification task (F1 = 7.73).

The name-level tasks are comparatively harder
because, while identifying the entity was part of the
task, we did not provide guidelines in the prompts
to support the models’ decisions on the span ex-
tension. Overall, the results indicate that the task is
challenging also at the comparatively easier para-
graph level decision, as these results must be in-
terpreted in light of the strong majority baseline of
74.6%.

5. Conclusions and Further Work

We present VEIL, the first benchmark for value-
preserving entity identification, introducing both the
concept and the construction of a dataset that com-
bines person and context categories to guide deci-
sions on de-identifying personal names. Although
VEIL is currently small, it can be easily extended
with additional examples or categories, increasing
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Model Shot P R F1
0-shot 78.63 73.36 75.14

llama 1-shot 77.73 76.59 77.11
3-shot 77.23 77.56 77.39
0-shot 52.34 50.93 47.97

qwen 1-shot 74.31 63.06 64.27
3-shot 73.25 68.10 69.58
0-shot 72.52 70.54 71.34

mistral 1-shot 68.72 71.10 69.37
3-shot 68.01 71.08 68.39

Table 8: Results of the paragraph-level decision for
llama (Meta-Llama-3.3-70B), qwen (Qwen3-30B-
A3B-GPTQ-Int4), and mistral (Mistral-Small-3.1-
24B) as P (precision), R (recall) and F1 (F1-score)
scaled 0–100.

robustness and generality. Our experiments with
prompt-based LLM classifiers show that even rel-
atively capable models struggle with the task, re-
flecting its inherent difficulty as evidenced also by
modest inter-annotator agreement.

The models we evaluated were comparatively
small and runnable fully on-premise; in future work,
it could be interesting to explore the performance of
larger models not deployable locally, to probe poten-
tial ceilings. Importantly, VEIL also enables investi-
gation into whether distinguishing between types
of individuals—specifically, whether their identities
are of potential "public" interest—affects data util-
ity for downstream applications. A classifier which
scores well on VEIL and is able to perform context-
based de-identification may reach an ideal trade-
off between data utility and privacy preservation
and may allow to evaluate the impact of a context-
based de-identification (preserving data utility) on
downstream tasks, as compared to a complete de-
identification.

Overall, VEIL provides a systematic and practi-
cal foundation for context-sensitive, privacy-aware
entity identification in NLP.

Limitations

Our 2x3 annotation simplified the problem of
context-based decision on personal name de-
identification, as in media it is often left to the dis-
cretion of the journalists to decide case by case
what information to disclose. However, in order to
implement scalable approaches, it is helpful to pro-
vide grounded guidelines to navigate this decision
when processing text on a large scale.

Our work is limited to the English language,
which is typically the most represented in LLM
training data. As the task we propose is context-
specific, language-specific benchmarks should be
created to evaluate models on this task. However,
due to several challenges in the creation of the

dataset (finding suitable data representative of the
task, manually annotating the data and synthetiz-
ing data), the resulting benchmark is small and
has some degree of class imbalance. Our ex-
perience in creating the benchmark shows that
is it not trivial to collect a large dataset for the
task of context-based de-identification, as the cur-
rent dataset was extracted from a first selection of
30,000 paragraphs. If a pre-filtered, large resource
such as the DCLM corpus is not available for a
given language, this would make the creation of
a similar benchmark even more challenging. Fur-
thermore, the human annotation yielded modest
agreement values, mostly driven by the span de-
cision (where no guideline was provided) but also
by the context classification, where agreement was
still rather low even when relaxing the span require-
ments. The lack of guidelines on the span exten-
sion in the prompts also affected the evaluation
scores in the name-level labeling tasks.

Our work focuses on personal names, mostly
ignoring other kinds of direct identifiers as well as
quasi-identifiers, which in combination may enable
re-identification if not removed or anonymized. We
removed all original data annotated as private per-
son, in order to minimize the risk that existing pri-
vate persons would be re-identified and additionally
prompted the LLM in the synthetization to alter all
relevant details of public figures and their families
in private contexts. We cannot exclude that the
generated personal names were not actual names
of private persons but they were not associated
with further identifiers or quasi-identifiers.

Ethics Statement

This study analyzes publicly available data about
identifiable public figures (e.g., researchers, politi-
cians, artists) and additional non-public data. Pub-
lic data were used only where relevant to public
knowledge, while non-public data were handled
with heightened care to protect privacy and mini-
mize risk. All data use adheres to applicable ethical
standards and principles of contextual privacy.
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A. Appendix

A.1. Prompts for data synthetization
A.1.1. Private person in nonsensitive context

Prompt 1
You are a strict data synthesization
assistant. Your task is to synthesize new
data by replacing every public figure's
name with a random first and last name
of a private person and also transforming
the scenario so it's plausible for
an ordinary person in a public context.
Strict rules:
- Replace the public figure's name with a
random first and last name. The new name
must match the original gender and ethnicity.
- Transform the context from a public
figure's scenario to a private individual's
scenario who is doing a public action.
Keep the theme of the action but adjust the
role and context so it makes sense for
an ordinary person.
- Do NOT explain your changes.
- Output ONLY the transformed text.

Prompt 2
You are a strict data synthesization
assistant. Your task is to synthesize new
data by replacing every name with a random
first and last name of a private person.
Strict rules:
- Replace ALL names with a random private
first and last name. The new name must
match the original gender and ethnicity.
Do NOT use the same first or last name
twice.
- Be consistent: the same original name must
map to the same pseudonym within a single text.
- Always generate NEW pseudonyms not used
before.
- Do NOT use the names Emily, Ethan, Harper,
Carter, Patel, Whitaker. Use more diverse
and uncommon names.
- Do NOT add explanations.
Return ONLY valid JSON in this format:
{
"text": "...",
"names_map": {

"Original Name": "New Name"
}

}

A.1.2. Private person in private context

Prompt 1 - from public person data
You are a strict data synthesization
assistant. Your task is to synthesize new
data by transforming the scenario so it's
plausible for an ordinary person.
Strict rules:
- Transform the given context to a private
individual's scenario. Keep the names and
theme of the action but adjust the role and
context so it makes sense for an ordinary
person.
- Do NOT change any of the names.
- Do NOT explain your changes. Do Not
output reasoning content.
- Do NOT add explanations.
Return ONLY valid JSON in this format:
{
"original_text": "...",
"synthesized_text": "..."

}

Prompt 1 - from historical/fictional figure data
You are a strict data synthesization
assistant. Your task is to synthesize new
data by transforming the scenario so it's
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plausible for an ordinary person.
Strict rules:
- Transform the context from a historical
scenario to a private individual's scenario.
Keep the names and theme of the action but
adjust the role and context so it makes
sense for an ordinary person.
- Do NOT change any of the names.
- Do NOT explain your changes. Do Not
output reasoning content.
- Do NOT add explanations.
Return ONLY valid JSON in this format:
{
"original_text": "...",
"synthesized_text": "..."

}

Prompt 2
You are a strict data synthesization
assistant.
Your task is to synthesize new
data by replacing every person name
with a random first and last name of a
private person.
Strict rules:
- Replace ALL names with a random private
first and last name. The new name must
match the original gender and ethnicity.
Do NOT use the same first or last name
twice.
- Be consistent: the same original name
must map to the same pseudonym within a
single text.
- Always generate NEW pseudonyms not used
before.
- Do NOT use the names Emily, Ethan, Harper,
Carter, Patel, Whitaker. Use more diverse
and uncommon names.
- Do NOT change anything else.
- Do NOT add explanations.
Return ONLY valid JSON in this format:
{
"text": "...",
"names_map": {

"Original Name": "New Name"
}

}

A.1.3. Public person in private context

You are a strict data synthesization
assistant. Your task is to synthesize new
data by replacing every historical and
fictional name with a public person's name
and also transforming the scenario so it's
plausible for a non-historical context.
Strict rules:
- Replace the historical and fictional

names with a unique public name. The new name
must match the original gender and ethnicity.
- Names must be unique across the entire
dataset synthesization. If you used a name
once, do NOT use it again for other texts.
- Do not reuse any public person name that
has appeared in previous generations. Do not
use Emma Watson.
- Transform the context from a historical
scenario to a more modern and yet private
individual's scenario. Keep the theme of the
action but adjust the role and context so it
makes sense for the new public person.
- Do NOT explain your changes. Do Not output
reasoning content.
Return ONLY valid JSON in this format:
{
"text": "...",
"names_map": {

"Original Name": "New Name"
}

}

A.1.4. Public person in private context

You are a data synthesization
assistant.Your task is to synthesize new
data by replacing every historical and
fictional name with a public person's name
and also transforming the scenario so it's
plausible for a non-historical context.
Strict rules:
- Replace the historical and fictional names
with a unique public name. The new name must
match the original gender and ethnicity.
- Names must be unique across the entire
dataset synthesization. If you used a name
once, do NOT use it again for other texts.
- Do not reuse any public person name that
has appeared in previous generations. Do not
use Emma Watson.
- Replace each with a mononymous star name.
- Transform the context from a historical
scenario to a more modern and yet private
individual's scenario. Keep the theme of the
action but adjust the role and context so
it makes sense for the new public person.
- Do NOT explain your changes. Do Not
output reasoning content.
- Output ONLY the transformed text.

A.2. Prompts for classification

A.2.1. Prompt for detecting personal names

You are an expert in cybersecurity and
data privacy. Detect personal names of
public and non-public people.
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Furthermore, treat historic characters
(died no later than 1925) and fictional
characters separately.

Return ONLY this JSON format:
{{
"entity_type":
"public_or_private_or_
historic_or_fictional",

"text": "NAME"
}}

{self.shot_examples[
str(self.shots)

]["detect_pii"]}

A.2.2. Prompt for clustering personal names

Return only a JSON object. No explanation.
Cluster the a list of human personal names
from a text referring to one person.

Return ONLY this JSON format:
{{

"NameVariant1":
["NameVariant1", "NameVariant2"]

}}

{self.shot_examples[
str(self.shots)]
["cluster_pii"]}

{prompt_body}

A.2.3. Prompt for classifying context

You are an expert in privacy and public
information classification.

Return ONLY this JSON:
{{

"person": "{person_name}",
"context": "PrivateContext"

OR
"PublicContext"

}}

{self.shot_examples[
str(self.shots)]
["classify_context"]}

Text:
{text}

Person:
{person_name}

A.2.4. The different shot versions

{
"0": {

"detect_pii": "",
"cluster_pii": "",
"classify_context": ""

},

"1": {
"detect_pii": "\n Example:\n

- \"Simone Biles won gold at the Olympics\"
→\n
{\"entity_type\":
\"public\",
\"text\": \"Simone Biles\"}\n",

"cluster_pii": "\n Example:\n
- \"Simone Biles won gold at the Olympics.
Simone's the best gymnast.\"
→\n
{\"Simone Biles\":
[\"Simone Biles\", \"Simone\"]}\n ",

"classify_context": "\n Example:\n
- \"Simone Biles\",
\"Simone Biles won gold at the Olympics.\"

→\n
{\"person\": \"Simone Biles\",

\"context\":\"PublicSetting\"}\n "
},

"3": {
"detect_pii":
"Example:

- \"Simone Biles won gold at the Olympics.\"
→
{\"entity_type\":
\"public\",
\"text\": \"Simone Biles\"}

- \"Marie Curie had two daughters,
Irène and Ève.\"
→ {\"entity_type\":

\"public\",
\"text\": \"Marie Curie\"}
{\"entity_type\":
\"public\",
\"text\": \"Irène\"}

{\"entity_type\":
\"public\",
\"text\": \"Ève\"}

- \"John Doe's phone number is 555-1234.\"
→
{\"entity_type\":

\"private\",
\"text\": \"John Doe\"}",

"cluster_pii":
"Example:
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- \"Simone Biles won gold at the Olympics.
Simone's the best gymnast.\"
→
{\"Simone Biles\":
[\"Simone Biles\", \"Simone\"]}

- \"Maria Salomea Skłodowska, or
Madame Curie, earned two Nobel Prizes for
her work in physics and chemistry, later
becoming Prof. Curie and inspiring future
scientists.\"
→
{\"Maria Salomea Skłodowska\":
[\"Maria Salomea Skłodowska\",
\"Madame Curie\", \"Prof. Curie\"]}

- \"John Doe's phone number is 555-1234.
She called him.\"
→
{\"John Doe\":
[\"John Doe\"]}",

"classify_context":
"Example:
- \"Simone Biles\",

\"Simone Biles won gold at the Olympics.\"
→
{\"person\":\"Simone Biles\",
\"context\": \"PublicSetting\"}

- \"Marie Curie\", \"Marie Curie had two
daughters, Irène and Ève.\"
→
{\"person\": \"Marie Curie\",
\"context\": \"PrivateSetting\"}

- \"John Doe\", \"John Doe's phone number
is 555-1234.\"
→
{\"person\": \"John Doe\",
\"context\": \"PrivateSetting\"}"

}
}
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