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Abstract
We analyze how knowledge distillation influences memorization in language models. Although knowledge distillation
is a widely used technique to train smaller, more efficient models, its effect on memorization is not well understood,
despite the importance of memorization for model utility and privacy. We demonstrate that when the student and
teacher models are trained on different datasets, knowledge distillation substantially reduces memorization and
accelerates the forgetting of sequences previously memorized by the student. However, knowledge distillation does
not eliminate privacy risks: it accelerates memorization when the student is trained on sequences memorized by the
teacher, and teachers can leak memorized content even when the student is trained on data that does not contain
these sequences. Finally, we find that the size of the teacher model leads to a trade-off between how quickly memo-
rized information is transferred to the student and how much the student ultimately memorizes. Overall, we provide
practical insights for balancing the utility of distilled models against the privacy concerns associated with memorization.
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1. Introduction

Large language models (LLMs) have become
widespread tools in both research and practical use.
Their generative capabilities scale strongly with
model size and the number of training tokens (Ka-
plan et al., 2020; Hoffmann et al., 2022). However,
as models grow larger and are trained on more
data, training and inference become increasingly
resource-intensive, which limits their deployment in
many settings. At the same time, potential privacy
and legal risks increase with model size.

A common technique for developing smaller,
high-performance models is knowledge distilla-
tion (KD, Hinton et al., 2015), in which a student
model is trained to reproduce the predictive behav-
jor of a typically larger teacher model. Because KD
enables the creation of models that can achieve
a performance comparable to that of much larger
counterparts (Sanh et al., 2019; Jiao et al., 2020),
it is widely used in practice, with companies such
as Google and OpenAl even offering it as a service
to train student models from their large pre-trained
LLMs (Google, 2024; OpenAl, 2024).

While the relevance of KD is growing rapidly, its
effect on memorization is not well understood. Al-
though memorization can help models retain fac-
tual knowledge and may aid generalization (Feld-
man, 2020; Feldman and Zhang, 2020), it is also
closely linked to privacy and legal risks. Prior work
in standard language model training has shown
that LLMs can reproduce training data verbatim
when prompted with a suitable prefix, including per-
sonal information (Carlini et al., 2021; Huang et al.,

2022a) and copyrighted text (Karamolegkou et al.,
2023; Freeman et al., 2024; Cooper et al., 2025).

To bridge this gap, we investigate how knowl-
edge distillation affects memorization in language
models. Specifically, we consider soft-label knowl-
edge distillation, in which the student is trained to
minimize the Kullback-Leibler divergence between
its output distribution and that of the teacher.

We build on previous work on memoriza-
tion (Huang et al., 2024) by injecting curated se-
quences into the training data. Using KD to train
student models in different settings, we measure
the effects on both memorization and forgetting
in comparison to hard-label training. We include
various types of injection sequences, vary teacher
size, and consider settings in which either the stu-
dent model, the teacher model, or both have been
trained on the injection sequences.

We provide experimental evidence for the follow-
ing effects compared to hard-label training:

» KD substantially reduces memorization when
the student and teacher are trained on different
datasets.

» Teachers can leak memorized information
even when the student’s training data does not
contain those sequences, with smaller teach-
ers leaking more information about their mem-
orized sequences than larger teachers.

« KD accelerates memorization when the stu-
dent is trained on sequences that the teacher
has memorized. Smaller teachers can trans-
fer their memorized information faster, while
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larger teachers can ultimately transfer more
information about the sequences.

» KD accelerates forgetting of sequences previ-
ously memorized by the student when distilling
from a teacher not trained on these sequences;
in our experiments, a larger teacher can even
accelerate the forgetting of those sequences
despite the teacher having memorized them.

After a review of related work on memorization
and knowledge distillation (Section 2), we outline
our experimental setup (Section 3). We then de-
scribe the individual experiment variations and their
results (Sections 4-5) before we conclude with
a summary and practical implications of our find-
ings (Section 6). Our code is available at https:
//github.com/mcmaart/kd-memorization.

2. Background and Related Work

2.1. Memorization

Large language models have been shown to mem-
orize individual training examples and reproduce
them during inference. Memorization is most com-
monly defined following Carlini et al. (2021), who
define a sequence as extractable if the model can
reproduce it token-for-token when provided with an
identifying prefix. Other work studies memoriza-
tion based on likelihood, where a model assigns
an unusually high probability to the ground truth
without necessarily reproducing it exactly (Carlini
et al., 2019). A high likelihood on specific exam-
ples increases the risk of membership inference
attacks (Shokri et al., 2017), where an adversary
aims to determine whether a specific example was
included in the training data. In our work, we fol-
low the definition of verbatim memorization as pre-
sented by Carlini et al. (2021). We additionally re-
port a likelihood-based metric when verbatim mem-
orization alone does not fully capture the model’s
memorization behavior.

A growing body of work characterizes when mem-
orization arises and how it scales (Tirumala et al.,
2022; Biderman et al., 2023a; Morris et al., 2025).
Memorization has been shown to increase log-
linearly with model size and repetition count of a
sequence (Carlini et al., 2023), with later model
checkpoints memorizing more (Huang et al., 2024).
We adopt the experimental setup of Huang et al.
(2024) for tracking memorization, as detailed in
Section 3.

Forgetting and unlearning of memorized se-
quences Models can naturally forget memorized
content during continued training (Tirumala et al.,
2022; Jagielski et al., 2023b; Luo et al., 2025). In

our work, we analyze training-induced forgetting un-
der knowledge distillation, both when the teachers
have been trained on the sequences the student
memorized and when they have not. A similar line
of work addresses machine unlearning, the deliber-
ate removal of memorized training data to improve
privacy (Bourtoule et al., 2021; Chen and Yang,
2023; Yao et al., 2024). However, targeted unlearn-
ing often degrades overall performance (Zhang
etal., 2024). Recently, self-distillation has been pro-
posed as an unlearning mechanism (Wang et al.,
2025; Vasilev et al., 2025), implemented by adjust-
ing the soft labels of the model’s own outputs to
suppress the targeted knowledge.

2.2. Knowledge Distillation

Knowledge distillation (Hinton et al., 2015) is a
widely used technique for transferring predictive
behavior from a teacher to a student model. Rather
than training the student on hard labels as in stan-
dard supervised learning, the student is trained
to match the teacher’s output distribution, referred
to as soft labels. In our work, we adopt the stan-
dard KD formulation that minimizes the forward
Kullback-Leibler (KL) divergence between teacher
and student distributions.

While KD is often used to obtain a smaller,
more efficient model, a special KD variant is self-
distillation (Furlanello et al., 2018), where the
teacher and student share the same architecture.
To study how the size of the teacher model influ-
ences memorization behavior, we use teachers of
three different sizes, including one that is the same
size as the student.

Privacy and memorization in knowledge distilla-
tion Knowledge distillation has been applied as a
tool to improve privacy and reduce memorization in
deep neural networks (Papernot et al., 2017; She-
jwalkar and Houmansadr, 2021; Mazzone et al.,
2022). For example, the PATE framework (Paper-
not et al., 2017) achieves differential privacy (Dwork
et al., 2006) by aggregating noisy votes from an
ensemble of teachers.

However, previous work has shown that knowl-
edge distillation alone is insufficient to preserve the
privacy of training data. For instance, Jagielski et al.
(2023a) design membership inference attacks that
remain effective against distilled students. Zhang
et al. (2025) compare six knowledge distillation vari-
ants for large language models and find that, across
all variants, students can inherit information about
their teachers’ training data, with larger students
being more vulnerable.

In the context of sequence-level knowledge distil-
lation (Kim and Rush, 2016), where the student
is trained on generated sequences rather than

4401


https://github.com/mcmaart/kd-memorization
https://github.com/mcmaart/kd-memorization

the teacher’s token-level probabilities, Dankers
and Raunak (2025) find that student models show
higher rates of memorization and generate more
repetitive outputs compared to models of the same
size trained directly on the data. In addition to
privacy concerns, Chaudhari et al. (2025) show
that adversarial biases injected into teacher models
can propagate and even amplify in student mod-
els. These findings raise the question of whether
soft-label knowledge distillation merely mitigates
memorization of training data or whether it can also
amplify it under certain conditions. We investigate
this by tracking memorization over the course of
training under different exposure regimes.

3. Experimental Setup

To study how student models memorize data when
trained via knowledge distillation, we follow an ex-
perimental setup similar to Huang et al. (2024).
Specifically, we measure memorization on a cu-
rated set of sequences that we inject at regular
intervals into the training data of the teacher, the
student, or both, depending on the experimental
setting.

3.1. Models

Following Huang et al. (2024), we use models from
the Pythia-deduped model suite (Biderman et al.,
2023b), which have been trained on the dedupli-
cated Pile dataset (Gao et al., 2020). For the Pythia-
deduped suite, both the training corpus and inter-
mediate model checkpoints are publicly available.
We use the 160M, 410M, and 1B models as teacher
models, and use the 160M model for both the stu-
dent and the hard-label baseline.

Initialization We initialize all models from the
84K checkpoint, since later checkpoints have been
shown to memorize more information (Huang et al.,
2024). For optimization, we use a freshly initialized
AdamW optimizer (Loshchilov and Hutter, 2019).
To simulate optimizer pre-training and adapt the
models to the new training setting, we resume pre-
training on the Pile from steps 84K-85K with a lin-
ear warm-up. We pre-train the baseline and teacher
models with hard labels, then pre-train the student
models on the teachers’ soft labels.

Training configuration All experiments are con-
ducted with a batch size of 128, a maximum input
sequence length of 128, and a maximum gradient
norm of 1. For all training steps except for the warm-
up, we use a constant learning rate of 1.5 x 10~ for
the 160M model and 7.5 x 10~ for the 410M and
1B models. We use lower learning rates than in
the original Pythia training procedure to account for

the smaller batch size in our training setup, while
preserving the original ratio of learning rates across
model sizes. For the distillation objective, we use
a temperature of 1.

3.2. Data

We use the deduplicated Pile dataset (Gao et al.,
2020) from steps 84K—89K of Pythia pre-training.
For the memorization experiments in Section 4,
we focus on the 2,048,000-example subset from
steps 85K-87K, which we denote by Dpyain. For
measuring the forgetting of memorized sequences
in Section 5, we use the Pile data from steps 87K-
89K, which we denote by Di,qer. With a batch size
of 128, training on Dpjain OF Diorget COrresponds to
16,000 parameter-update steps.

Injection sequences To measure memorization
reliably, it is essential that the models could not
have encountered the evaluation sequences dur-
ing training. For this purpose, we curated 100 se-
quences evenly across five different categories: sci-
entific papers from arXiv, news articles from BBC,
Mojo and Gleam code from GitHub, synthetic mes-
sages with embedded secrets (e.g., passwords and
phone numbers) generated by ChatGPT, and arti-
cles from Wikipedia. All injection sequences are
129 tokens long, where the first 128 tokens serve
as the input context and the final token is reserved
as the ground-truth label when training with hard
labels. The sequences were sampled from docu-
ments published after the cut-off date of the Pile.

To ensure that the injection sequences are not
contained in the Pile, we verified that the consecu-
tive overlap between the injection sequences and
the Pile is less than 10 tokens and less than 50
characters, using Infini-gram (Liu et al., 2024) and
Data Portraits (Marone and Van Durme, 2023). We
provide additional details on the sampling and vali-
dation procedure in Appendix A. The complete list
of injection sequences is available in our GitHub
repository.

Constructing Dinject  We insert the injection se-
quences every 10,240 sequences (i.e., every 80
batches) into the dataset Dy, inserting each with
a random offset and replacing the original Pile se-
quence. The resulting dataset, which we denote by
Dinject, CONtains each injection sequence of a given
training run 200 times. We chose this number of
repetitions to enable the teacher models to memo-
rize most of the injection sequences verbatim. Note
that previous work has shown that larger language
models require substantially fewer repetitions to
memorize sequences (Carlini et al., 2023).

To minimize the overlap between different in-
jection sequences, we insert only 20 injection se-
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quences per training run (4 per category). As a
result, we train each model five times, each on (or
using a teacher that has been trained on) the Pile
data from steps 85K-87K with a specific subset of
the injection sequences inserted. This reduces the
maximum consecutive token overlap between differ-
ent injection sequences within a run to 4 tokens. At
all times, the share of injection sequences in Dipject
is therefore less than 0.2%. We verify on a held-out
test set that training the models on Dinject does not
degrade performance on unseen sequences.

3.3. Metrics

We evaluate the models with respect to verbatim
and likelihood-based memorization. Additionally,
we use the KL divergence to measure how well
the predictions of students and teachers align on
training sequences. In the following, let [p||s] be
an injection sequence, consisting of a prefix p and
suffix s = (s1, ..., Sn). Letz = (x4, ..., x,) be the
continuation generated by a model 6 using greedy
decoding when prompted with the prefix p.

Verbatim memorization Following the definition
of memorization from Carlini et al. (2021, 2023),
we say that a sequence is memorized verbatim
if the generation x exactly matches the true con-
tinuation s. We define the verbatim memorization
length as the maximum index j at which the gen-
eration (z1, ..., z;) is identical to (s1, ..., s;), i.e.,
the longest initial segment of the true continuation
that the model can exactly reproduce. Similar to
Biderman et al. (2023a), we use the first 32 tokens
of each injection sequence as a prefix to prompt the
models. Because the injection sequences are 129
tokens long (see Subsection 3.2), the maximum
verbatim memorization length is 97.

Cross-entropy on the true continuation To cap-
ture nuances in the memorization behavior over the
course of training, even when the verbatim memo-
rization length remains unchanged, we also mea-
sure the cross-entropy on the true continuation:

1 n
Lntemce = —— > log Py(s: | [plls<i])

i=1

where Py(s; | [p|ls<:]) is the probability assigned
to the token s; given the preceding tokens of the
sequence. This metric corresponds to the aver-
age negative log-likelihood of the true continuation.
Because the cross-entropy depends on sequence
complexity, we track how it changes on the same
injection sequences throughout training. The cross-
entropy loss over all tokens in a sequence is also
used as the hard-label training objective for the
baseline and teacher models.

Previous work has used a related approach to
quantify memorization. Carlini et al. (2019) com-
pare the cross-entropy of injected "canary" se-
quences to that of similar candidate sequences
and compute an exposure metric based on their
rank. However, this metric is only applicable to
specifically designed canaries, and requires eval-
uating a substantial number of similar sequences
per canary. In contrast, our metric is applicable
to arbitrary injection sequences and requires only
minimal computational overhead.

Kullback-Leibler divergence We use the KL
divergence as the objective function for training
the student models, which measures how well the
probability distributions Py, and P,, of the stu-
dent and teacher models align. For a sequence
w = (wy, ..., wy), the vocabulary V, and a tem-
perature of 1, the KL divergence is computed as

m

1 Py (v ]| we;
Lxi, = - ZZPgT(v | wey) logm
i=1veV Os <t

In the experimental setting in Subsection 4.1, we
also report the KL divergence on the injection se-
quences and regular Pile data to quantify the align-
ment of students and teachers during training.

4. Memorization Experiments

To isolate how knowledge distillation affects mem-
orization, we consider three exposure regimes for
the injection sequences:

1. Shared exposure, where both teacher and
student are trained on the same data contain-
ing the injection sequences.

2. Teacher-only exposure, where only the
teacher is trained on the injection sequences.

3. Student-only exposure, where only the stu-
dent is trained on the injection sequences.

In all experiments, we compare the memorization
in the student models to a baseline model that has
been trained on Diyject Using hard labels.

4.1. Shared Exposure

Setup We train the students on Djyject Using teach-
ers previously trained on Diyject. We first compare
the memorization behavior of the distilled students
across different teacher sizes and against the hard-
label baseline, and then relate these differences to
the KL divergence between the student and teacher
predictions.
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Figure 1: Average verbatim memorization length
when the students are trained on Diject USiNg the
teachers trained on Dinect. The dashed lines repre-
sent the average verbatim memorization length of
the corresponding teacher models.

4.1.1. Student Memorization Dynamics

As shown in Figure 1, the distilled students memo-
rize the injection sequences faster than the hard-
label baseline. After 100 repetitions of the injection
sequences, all students reach an average verba-
tim memorization length of at least 91.2 tokens,
whereas the baseline reaches only 38.5 tokens.
Recall that 97 tokens is the maximum possible ver-
batim memorization length (see Subsection 3.3).
At the same point in training, all student models
memorize at least 87% of the injection sequences
verbatim, compared to only 24% for the baseline.

Among the distilled students, the memorization
dynamics depend on the size of the teacher. Early
in training, the student distilled from the 160M
teacher shows the fastest increase in memorization.
By the end of training, however, the students’ ver-
batim memorization lengths increase with teacher
size and closely match those of the corresponding
teachers. The final average verbatim memoriza-
tion lengths of the students distilled from the 160M,
410M, and 1B teachers are 92.4, 95.5, and 97.0 to-
kens, compared with 92.5, 95.5, and 97.0 tokens
for the corresponding teachers.

4.1.2. Explaining Memorization via the KL
Divergence

To understand why distillation accelerates memo-
rization of the injection sequences in this setting,
and why this effect varies with teacher size, we
analyze the KL divergence between student and
teacher predictions during training. We identify two
factors that help explain the observed memoriza-
tion patterns in the student models.

160M 410M 1B

Avg. KL divergence on Pile sequences
First 80 batches 0.046 0.348 0.442
Last 80 batches 0.007 0.321 0.417

Avg. KL divergence on injection sequences
First 80 batches 2.989 3.311 3.445
Last 80 batches 0.006 0.055 0.045

Table 1: Average KL divergence between the stu-
dents and teachers during early and late training on
Dinject, reported separately for the Pile sequences
and the injection sequences. Each 80-batch inter-
val includes every injection sequence exactly once.

Memorized sequences dominate the distillation
loss The output distributions of the teachers are
substantially more peaked on the memorized in-
jection sequences than on the Pile sequences in
Dinject- As a result, the KL divergence between
the output distributions of the student and teacher
models is substantially higher on the injection se-
quences than on the Pile sequences. The injection
sequences therefore contribute disproportionately
to the overall mini-batch loss, effectively amplifying
the associated learning signal. The corresponding
KL divergence values at the beginning and end of
training are reported in Table 1. This mechanism
also explains why the students memorize the injec-
tion sequences faster than the hard-label baseline.
In the baseline, the injection sequences account for
a much smaller share of the mini-batch loss than in
the students, and thus receive a weaker effective
learning signal.

Effects of teacher size on memorization transfer
During distillation, student models tend to have
a larger mismatch with the output distributions of
larger teachers than with those of smaller teach-
ers (Cho and Hariharan, 2019; Huang et al., 2022b).
Consistent with this, the KL divergence between
the student and teacher distributions increases with
teacher size on the Pile sequences in our experi-
ments (Table 1).

More importantly, the ratio of the KL divergence
on the injection sequences to that on the Pile se-
quences is substantially larger for the student dis-
tilled from the 160M teacher than for students dis-
tilled from the larger teachers. When distilling from
the 160M teacher, the injection sequences account
for an even larger share of the loss, resulting in gra-
dient updates that focus more strongly on minimiz-
ing the divergence on these sequences. As a result,
the student’s predictions converge more rapidly to-
ward the 160M teacher on these sequences, lead-
ing to a higher initial verbatim memorization length.

However, after a sufficient number of sequence
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Figure 2: Cross-entropy on the true continuations
of the injection sequences when only the teachers
have been trained on the injection sequences.

repetitions, the output distributions of all students
closely align with those of their teachers on the
injection sequences. Since the 1B teacher is the
only teacher that has memorized every injection
sequence verbatim, it can ultimately transfer the
most information about these sequences to the
student.

Takeaway: Distilling a student on sequences that
its teacher has memorized accelerates memoriza-
tion compared to hard-label training. While smaller
teachers can transfer their memorized information
faster to the student, larger teachers can transfer
more information about the sequences overall.

4.2. Teacher-Only Exposure

Setup We train the student models on Dy, using
the teachers trained on Dipject.

Results In this setting, the students’ verbatim
memorization lengths increase only slightly, but
some information is leaked to the students. For the
student of the 160M teacher, the average verbatim
memorization length increases by 2.5 tokens after
training, while it increases by only 0.1 tokens for
the students of the 410M and 1B teachers. For
context, it increases by 92.0 tokens for the hard-
label baseline trained on Dipject- Thus, the students
acquire much less information about the injection
sequences from the teacher’s output distributions
than from training directly on the sequences.
Figure 2 shows the cross-entropy on the true in-
jection sequence continuations, providing a more
fine-grained view. After distillation, the cross-
entropy decreases by 2.23, 0.25, and 0.14 nats
per token for the students of the 160M, 410M, and
1B teachers. Equivalently, the per-token probability
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Figure 3: Cross-entropy on the true continuations
of the injection sequences when only the students
are trained on the injection sequences. The dashed
lines represent the average cross-entropy of the
corresponding pre-trained teachers.

assigned to the true continuations increases by
factors of 9.34, 1.28, and 1.15, respectively.

To validate that the observed change in cross-
entropy cannot be attributed either to sequences in
Dyain OF to overall improvements in generalization,
we train a control student model on Dy, using the
410M teacher also trained on Dp,jn. This model
shows a reduction in cross-entropy of less than
0.01 nats per token.

Taken together, these results show that the stu-
dents partially inherit memorized information from
their teachers, even though the injection sequences
are not part of the students’ training data. This im-
plies that the teacher models encode information
about the injection sequences in a way that subtly
influences their output distributions on other se-
quences. Because the output distributions of the
160M teacher and its student are more similar over-
all, these differences have a larger impact on the
distillation loss. As a result, this student inherits
the most information during training.

Takeaway: Teachers leak information about their
memorized sequences to their students, even when
distilling the students on data that does not contain
those sequences. Smaller teachers leak more of
this memorized information than larger teachers.

4.3. Student-Only Exposure

Setup We use the pre-trained teacher models
(which have not been trained on any injection se-
quences) to train the student models on Diyject.

Results In this setting, the average verbatim
memorization length increases by only 0.0, 0.1,
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and 0.2 tokens for the students of the 160M, 410M,
and 1B teachers, respectively. This is consistent
with our earlier observation that the teacher pro-
vides an upper limit on the student’s memorization
(see Subsection 4.1).

The cross-entropy on the injection sequence con-
tinuations decreases by 0.00, 0.19, and 0.26 nats
per token for the students of the 160M, 410M, and
1B teachers. Consequently, while the average per-
token probability that the student assigns to the true
sequence continuations remains constant when dis-
tilling from the 160M teacher, it increases by factors
of 1.21 and 1.30 per token when distilling from the
410M and 1B teachers. Figure 3 shows the cross-
entropy on the injection sequence continuations
during training. As a control model, we also train a
student model on Dy,in Using the pre-trained 410M
teacher; this control model shows only a reduction
in cross-entropy of less than 0.01 nats per token.

The cross-entropy of the students trained on
Dinject does not drop below that of their teachers,
as minimizing the KL divergence encourages the
student to match the probability distribution of the
teacher. Assigning more probability mass to the
true continuation than the teacher would resultin an
increase in KL divergence. Since larger teachers
are generally better at predicting the true continua-
tion of an unseen sequence, they can thus indirectly
contribute to the memorization of sequences.

Among the training regimes considered in this
section, this setting is the most reliable for prevent-
ing verbatim memorization of sensitive data, since
in our experiments the student assigns at most as
much probability to a given training sequence as
a larger teacher that has not been trained on the
sequence. Nevertheless, membership inference
attacks may still exploit the comparatively high prob-
ability that the student assigns to the true continua-
tion of the sequence.

Takeaway: Distilling the student on sequences
that the teacher has not been trained on largely pre-
vents verbatim memorization of those sequences,
but more accurate teachers still increase the prob-
ability mass that the student assigns to the ground-
truth tokens.

5. Forgetting Memorized Sequences

Building on the previous analysis of memorization,
we now study how knowledge distillation affects
the forgetting of memorized sequences. We con-
sider two distillation settings that differ in whether
the teachers have been trained on the injection
sequences. In Subsection 5.1, we distill students
from teachers trained on Dyain. Subsequently, in
Subsection 5.2, we study how the students’ forget-
ting behavior changes when distilling from teachers
trained on Diyject.-
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Figure 4: Average verbatim memorization length
during continued training on Dioget When using the
teachers trained on Dyjain.

General setup To disentangle the forgetting of
memorized sequences from the initial degree of
memorization, we initialize the baseline and student
models from the student distilled on Diject Using
the 410M teacher trained on Diyject (S€€ Subsec-
tion 4.1), and we use a freshly initialized AdamW
optimizer. To stabilize early training, we use a lin-
ear warm-up for the first 400 steps. We use Digrget
to train the baseline using hard labels and the stu-
dents using the teachers’ soft labels.

5.1. Teacher Trained on Dpain

When the teachers have not been trained on the
injection sequences, the students forget their mem-
orized sequences more quickly than the baseline
model. The average verbatim memorization length
across training is shown in Figure 4. In particular,
the rate at which a student forgets its memorized se-
quences increases when a smaller teacher model is
used. This effect can be explained by a mechanism
similar to that discussed in Subsection 4.1. Mem-
orizing a sequence slightly alters the soft labels
that a student model assigns to other sequences.
Teachers that have not memorized the sequence
therefore produce noticeably different probability
distributions over the affected tokens. Since the
probability distribution of the 160M teacher is very
similar overall to that of the student, self-distillation
is especially effective in reducing the verbatim mem-
orization length.

Takeaway: KD accelerates the forgetting of mem-
orized sequences when the teacher has not been
trained on those sequences, especially when the
student and teacher are similar in size.
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Figure 5: Average verbatim memorization length
during continued training on Digget When using the
teachers trained on Diyject.

5.2. Teacher Trained on Dipject

When the teachers have been trained on Diyject,
the effect of KD on the forgetting of the memo-
rized sequences strongly depends on the size of
the teacher. The student of the 160M teacher re-
tains most of its memorized sequences after train-
ing on Diyger, With an average verbatim memoriza-
tion length that almost matches that of its teacher
(91.3 vs. 92.5 tokens). However, when trained us-
ing the 410M or 1B teachers, the students still forget
the memorized sequences faster than the baseline,
even though the teachers themselves have also
memorized the sequences. The average verbatim
memorization lengths for the different students are
shown in Figure 5.

The 410M teacher trained on Diyject is the same
teacher used to distill the student model from which
we initialize all students in this section (see Sub-
section 4.1). For this student—teacher pair, we
have shown that the predictions on the injection
sequences are closely aligned after distilling the stu-
dent on Dinject (see Table 1). The faster forgetting
of memorized sequences relative to the baseline
model therefore suggests that the student’s output
distribution on unrelated sequences is affected dif-
ferently by training on the injection sequences than
that of its larger teacher.

In previous work, Tirumala et al. (2022) show that
larger models can memorize more without overfit-
ting. Although the models in our work did not de-
crease in overall generalization performance during
training on Dinject, We hypothesize that, to memorize
a sequence, the students and the 160M teacher
must change their output distributions more strongly
on unrelated sequences due to their smaller capac-
ity. When distilling from a larger teacher whose
output distribution on unrelated sequences is less

Model size Avg. TV distance

160M 0.073
410M 0.023
1B 0.022

Table 2: Average token-level TV distance across
Diorget between the teachers trained on Dy,in and
the corresponding teachers trained on Diyject.

affected, minimizing the KL divergence pushes the
student’s output distribution on those sequences
back toward the teacher’s, thereby accelerating
forgetting.

To quantify how strongly the training on the injec-
tion sequences affects the models’ predictions on
unrelated data, we measure the total variation (TV)
distance. For two models 6§ and ¢’, the TV distance
between their output distributions at token position i
of a sequence w is computed as

1
3 Z |P9(v | wei) — Pyr(v | w<z)f
veY

The TV distance thus corresponds to the minimum
amount of probability mass that must be reassigned
to transform Py (- | w<;) into Py (- | w<;).

Specifically, we compute the average TV dis-
tance between the teachers trained on Dy, and
those trained on Dinject, averaged over all token po-
sitions in Dyrger (€€ Table 2). We find that the shift
in the output distribution is substantially larger for
the 160M teacher compared to the 410M and 1B
teachers, supporting the hypothesis that the 160M-
parameter models must redistribute their proba-
bility mass more broadly on unrelated sequences
to memorize the injection sequences. While the
difference between the TV distance of the 410M
teachers and that of the 1B teachers is small, the
1B model could likely be trained on Dipject With a
lower learning rate while still memorizing all injec-
tion sequences verbatim, which would further limit
the effect of the injection sequences on its output
distribution.

When we evaluate the teachers’ average cross-
entropy loss on Digget, the maximum absolute dif-
ference between the teachers trained on Dipject
and those trained on Dy,iy is less than 0.001 nats
across all teacher sizes. Thus, despite the changes
in the output distributions, the impact of training on
Dinject rather than Dy5in on overall language model-
ing performance is negligible.

Takeaway: If the teacher is close in size to the stu-
dent and has memorized the same sequences, KD
on other sequences tends to preserve that memo-
rization. However, if the teacher is sufficiently larger,
KD can still accelerate the forgetting of the memo-
rized sequences compared to hard-label training.
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6. Conclusion

6.1. Summary

We investigated how knowledge distillation affects
memorization in language models, with implica-
tions for both model utility and privacy. We showed
that KD reduces memorization relative to hard-label
training when the student and teacher are trained
on different data. At the same time, teachers can
leak memorized content to the student, and more
accurate teachers can increase the probability that
the student assigns to training sequences that the
teacher was not trained on. KD even accelerates
memorization compared to hard-label training when
the student is trained on sequences that the teacher
has memorized.

The size of the teacher plays an important role
in the student’s memorization in our experiments:
while larger teachers typically assign a higher prob-
ability to the ground-truth tokens of a training se-
quence, the teacher's memorized content tends
to be transferred more quickly when the teacher
is closer in size to the student. The size of the
teacher model therefore creates a trade-off in how
strongly the student memorizes a given sequence,
depending on how often that sequence is present
in the student’s or teacher’s training data.

Finally, we studied the forgetting of memorized
sequences. We demonstrated that KD accelerates
forgetting when the teacher has not been trained
on the sequences memorized by the student. Even
when the teacher has also memorized those se-
quences, we found that KD can still accelerate for-
getting when the teacher is sufficiently larger than
the student.

6.2. Practical Implications

Our results suggest the following practical consid-
erations for training models with knowledge distilla-
tion:

« To reduce memorization, the student and
teacher should be trained on disjoint datasets.
Deduplicating the student’s and teacher’s train-
ing data further reduces privacy risks from
memorization (see Figures 1 and 3 for details
on how memorization scales with repetition
count in our experiments).

» Leakage in self-distillation: In self-distillation,
the leakage risk from the teacher’s training
data is particularly high. If possible, the
teacher should therefore not be trained on
sensitive data, since the student tends to in-
herit and retain memorized sequences from
its teacher, even if the student’s data excludes
those sequences.

» Forgetting memorized sequences is acceler-
ated by distilling from teachers not trained
on those sequences, particularly when the
teacher and student are similar in size.

* Privacy risks and teacher size: Larger teachers
leak less information about their memorized se-
quences when the student is trained on differ-
ent data than the teacher. However, because
larger teachers typically assign a higher proba-
bility to the ground-truth tokens of the student’s
training data, they may increase the student’s
vulnerability to membership inference attacks
targeting sequences from the student’s train-
ing set.

Overall, knowledge distillation can be an effective
tool to steer memorization, either to preserve infor-
mation or to forget memorized content. We hope
that our insights will help pave the way toward safer
language models that provide strong utility while
reducing unintended memorization.

Limitations

Our study uses models from the Pythia-deduped
suite to enable reproducible experiments with pub-
lic checkpoints and data. However, it remains open
how the observed memorization and forgetting phe-
nomena generalize to other model families, espe-
cially models at larger scales. Because we use
pre-trained models that share the same pre-training
data, their output distributions may be more simi-
lar than those of models trained on different data,
which may affect the rate at which the models mem-
orize and forget training sequences.

In our work, we focus on standard soft-label
knowledge distillation by minimizing the forward
KL divergence between the students’ and teachers’
predictions. We leave it to future work to examine
how memorization and forgetting are affected in
different knowledge distillation variants.
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A. Construction and Validation of
Injection Sequences

AA1.

We sampled 20 sequences each from five differ-
ent sources: scientific papers from arXiv', news
articles from BBC?, Gleam and Mojo code from
GitHub?®, synthetic private messages generated by
ChatGPT* that contain embedded secrets (e.g.,
passwords and phone numbers), and articles from
Wikipedia®. All injection sequences were sampled
from documents published after December 2020,
i.e., after the cutoff date of the Pile. We chose these
sources to create a diverse set of high-quality se-
quences that cover multiple domains and formats.

For the individual sources, we performed the
following preprocessing steps before sampling the
sequences:

Sampling and Preprocessing

arXiv We downloaded the TeX source files of re-
cent arXiv papers from the Mathematics, Computer
Science, Physics, and Statistics subject groups.
Similar to the preprocessing steps in the Pile, we
converted the LaTeX files to Markdown using Pan-
doc (MacFarlane et al., 2025), and removed lines
starting with : : :, which Pandoc uses to denote
fenced div blocks to include metadata.

BBC To obtain the BBC sequences, we used the
preprocessed dataset from Li et al. (2024). Before
sampling the sequences, we removed boilerplate
sentences that appear repeatedly across different
articles (e.g., "If you've been affected by the issues
in this story [...]"). In total, we sampled 14 se-
quences from BBC News articles and 6 from BBC
Sport articles.

Private messages We used the GPT-40 model
to generate synthetic private messages (e.g., chat
histories and emails) that include embedded se-
crets (such as passwords or phone numbers). To
reduce the risk of leaking real private information
that the GPT-40 model might inadvertently repro-
duce from its training data, we slightly altered the
secrets (e.g., by changing individual digits in phone
numbers, passwords, API| keys, and IDs).

GitHub We sampled 10 code sequences each
from two relatively new programming languages:
Gleam® and Mojo’. Gleam v1.0 was released in

1https://arxiv.org/
2https://www.bbc.co.uk/
3https://github.com/
4https://chatgpt.com/
5https://en.wikipedia.org/
6https://github.com/gleam—lang/gleam
7https://github.com/modular/modular

20248, with the first numbered version (v0.1) of
Gleam released in 2019%. Using Infini-gram, we
found individual instances of Gleam code in the
Pile; however, since Gao et al. (2020) only used
GitHub repositories with more than 100 stars when
creating the Pile, we expect the coverage of Gleam
code to be limited. By contrast, the development of
Mojo dates back to 2022'°, which is after the cutoff
date of the Pile. However, Mojo shares syntactic
similarities with Python, which is a prevalent pro-
gramming language in the Pile. Thus, even though
the Gleam and Mojo code sequences may include
elements unfamiliar to the models, we expect the
models to recognize recurring syntactic patterns
from related programming languages.

Wikipedia We downloaded Wikipedia articles via
the Wikipedia APl and removed the MediaWiki
markup to align the documents with the TensorFlow
Datasets Wikipedia dataset'!, which is a compo-
nent of the Pile.

To obtain candidates for the injection sequences
from the source documents, we tokenized the doc-
uments and divided them into sequences with a
length of 129 tokens. We then sampled the injection
sequences from these candidates after verifying
that their overlap with the Pile does not exceed our
threshold (see Subsection A.2). In contrast to the
preprocessing steps of Biderman et al. (2023b), we
use at most one sequence per document, and our
sequences do not cross document boundaries.

A.2. Pile Overlap and Sequence Diversity

To ensure that the injection sequences are not con-
tained in the Pile, we validated that any overlap with
the Pile data remains below a small threshold. Ad-
ditionally, we ensured that the injection sequences
are sufficiently diverse by limiting the overlap across
sequences and by checking for repeated token seg-
ments within each sequence. We describe these
validation steps in detail below.

Overlap with the Pile

We filtered the candidates using Data Por-
traits (Marone and Van Durme, 2023) by check-
ing that the maximum overlap with the Pile data is
less than 50 characters. Because Data Portraits

®https://gleam.run/news/
gleam-version—-1/
*https://gleam.run/news/hello-gleam/
10https://docs.modular.com/mojo/
changelog/#september—-2022
"https://www.tensorflow.org/datasets/
catalog/wikipedia#wikipedia20200301len
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relies on Bloom filters, it can detect potential over-
laps very quickly, but it may produce false positives
(which in our case only results in discarding some
candidate sequences).

However, limiting the overlap with the Pile to less
than 50 characters is not a guarantee that a se-
quence contains no significant token overlap with
the Pile. For code sequences in particular, a token
can be as short as a single character. To address
this, we additionally verified the token-level over-
lap with the Pile data. Specifically, we used Infini-
gram (Liu et al., 2024) to ensure that the maximum
overlap between the sequences and the Pile is at
most 9 consecutive tokens.

It is worth noting that Infini-gram uses the Llama 2
tokenizer instead of the GPT-NeoX tokenizer, which
was used to train the Pythia models. However, the
vocabularies of both the Llama 2 and GPT-NeoX
tokenizers are based on Byte-Pair Encoding, and
the Llama 2 tokenizer uses a considerably smaller
vocabulary (32,000 vs. 50,277 tokens). Due to this
difference, encoding the injection sequences with
the Llama 2 tokenizer results in a higher token count
across all sequences (with an average sequence
length of 144.9 tokens). As a result, limiting the
overlap with the Pile data using the Llama 2 tok-
enizer tends to be more conservative compared to
using the GPT-NeoX tokenizer, since an overlap of
a given token length is more likely.

Diversity Across Injection Sequences

To confirm that the sampled sequences are suffi-
ciently diverse, we verified (using the GPT-NeoX
tokenizer) that the pairwise overlap between differ-
ent injection sequences is less than 7 consecutive
tokens. In addition, we ensured that no sequence
contains more than 7 consecutive tokens that ap-
pear elsewhere within the same sequence.

To further reduce the maximum overlap between
different injection sequences within a single train-
ing run, we divided the sequences into five groups
(with four sequences per category in each group),
so that the pairwise overlap between different in-
jection sequences within a training run is at most 4
consecutive tokens.
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